’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 09 Issue: 09 | Sep 2022

www.irjet.net

p-ISSN: 2395-0072

A Study on Modern Methods for Detecting Mobile Malware

Koppula Venkata Satyal, Penugonda Praneeth Reddy?, Dr. Manikandan K3

1Under Graduate, School of Computer Science Engineering, Vellore Institute of Technology, Tamil Nadu, India
2Under Graduate, School of Computer Science Engineering, Vellore Institute of Technology, Tamil Nadu, India
34ssociate Professor Senior, School of Computer Science Engineering, Vellore Institute of Technology, Tamil Nadu,
India

Abstract - Attacks involving mobile malware have grown
as cybercriminals work harder to mislead victims into
downloading infected text messages and apps in order to
steal their personal data, including passwords and bank
account details. Most of mobile malware can not only steal
usernames and passwords for bank and email accounts, but
it can also record audio and video, trace your location, and
even wipe your data and information. As mobile malware
advances, more attacks are leveraging these abrasive
features. To keep our information secure, an effective
detecting technique is needed. The study examines several
detection methods, from the most accurate to the least
effective, and covers the most recent mobile malware
detection approaches in Android and i0S, we have filtered
218 papers and have done extensive study on various
malware detection techniques which are recent and
innovative.
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1.INTRODUCTION

The development of mobile smart phone technology has
enabled the public to download hundreds of different
mobile applications using their mobile devices. These have
led users to quickly access information and resources from
any place and at any time. The services offered by mobile
smartphones have attributed to a rise in the number of
mobile phone subscriptions globally. As per ITU 2021, 4.9
billion people, or approximately 63 percent of the global
population, are estimated to be online in 2021. This
indicates a nearly 17 percent growth rate over 2019, with
a projected 800 million individuals using the internet
throughout that time. By the conclusion of the forecast
period, with an expected 800 million people associated
with the internet during that period. There are estimated
to be 6.7 billion unique mobile consumers by the end of
the review period, increasing over 6.1 billion at the end of
2021. Subscriptions for smartphones continue to go up.
There might be 6.3 billion by the end of 2021, accounts for
approximately 77% of all active subscribers. It’s prevalent
that mobile malware is still affecting a bulk of devices
world-wide. We have made a table (Table-1) which
compare different components of Android and iOS
Operating Systems.

Table 1: Comparison of Android and i0S operating

systems
Specificati Mobile Operating system
on
Android i0S
Developer Google and open Apple Inc
handset alliance
Initial September 23,2008 July 29, 2007
release
Latest Android 12 i0S 15.3.1 and iPad
release 0S15.3.1
Source Open source Closed, with open-
model source components
Third-party In addition to the Third-party app
app stores official Google Play  shops are blocked
Store, there are by Apple. You must
several other app  jailbreak the phone
marketplaces to download apps
from other stores
Security security updates occasionally

every month updated security

[7] The five levels that constitute the Android operating
system are depicted in Fig-1, with the Linux kernel serve
as the bottom layer and controlling hardware abstraction.
The platform libraries level contains a collection of
libraries such as Web Kit, Libc, SGL, SQLite, SSL, Media and
Surface Manager. Android's Java-based libraries have
included following. View and widget for Android The
application framework level gives high level services to
programs in form of Java classes. Apps are written for
installation in the level above, known as the application
level.

The i0S architecture is represented in Fig-2. The Cocoa
Touch layer includes the frameworks for iOS apps. The
media layer includes the graphics, video, and audio
technologies for i0S apps. The core services layer contains
the important system services for iOS apps. The core OS
layer involves the basic features upon which most other
technologies are built.
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Fig- 2:i0S Architecture
2. MOBILE MALWARE ANALYSIS

Malware attacks on smart phones are developing as more
mobile apps are submitted on the App and Play stores day
after day. [1] Although there are many types of mobile
malware, such as Trojans, worms, botnets, spyware, and
ransomware, the most notable iterations appear to
establish a common inspiration: monetary gain. In this
section, we will be looking for some of the most prominent
and recent mobile malwares.

2.1 Trojans

A Trojan is a software application that appears to the user
to be a safe application but executes dangerous actions in
the background. Trojans are deployed to facilitate in the
attack on a computer by executing operations that may
break the system's security, allows for remote hacking.
Trojans comprise Fake Netflix, which gathers users' Netflix
account details in App settings. The Trojan Key Raider was
used to attain Apple IDs and passwords.

2.2 Mobile banking trojans

Trojans steal sensitive data from users without their
knowing. They can steal emails, chats, web history, and
even financial details. According to the McAfee Mobile
Threat Review, the frequency of mobile banking Trojans
such as Bank Bot surged by 60% in 2018. End-user devices

are compromised by phishing via emails, Text messages,
and fraudulent updates.

2.3 Backdoors

[7] Backdoors exploit root privileges to mask malware
against antivirus software. Rage against the cage (RATC) is
among the most well-known Android root vulnerabilities
which grants complete control of the device. If the root
exploit succeeds to get root access without the individual's
consent, the virus can operate directly on the device,
including software installation. The i0OS Trojan Xagent
facilitates the access to the back door of the infected
device and obtains data from it.

2.4 Ransomware

[7] Ransomware restricts users from gaining access their
files by isolating the device or encrypting the file system
until an amount is paid. FakeDefender.B is a virus that
mimics to be Avast antivirus. It encrypts the victim's
device in order to gain money. There were instances in
2017 of an i0S malware that attackers exploited to pop-up
window in Browsers

2.5 Hybrid

[1] This application of mobile malware is prevalent these
days. Android/LokiBot, for example, combines the
features of cryptocurrency ransomware and a finance
malware. It can encrypt data and send misleading email
alerts in an order to deceive victims into logging into their
bank accounts. Android/LokiBot has raised up to $2
million in profit by targeting over 100 financial firms and
offering kits on the darknet.

2.6 Botnet

[7] A "botnet" is a web of infected systems comprised of all
users' smart phones across the world. A "bot" is a piece of
malware that allow attackers to take complete control of
an unprotected smart phone; it is also referred as "Web
robots." Geinimi is the codename of one of the Android
botnets.

2.7 Spyware

[7] Spyware is more like an eavesdropping software. It
works in the background, collecting information or gaining
unauthorized connection to its maker. Nickspy and
GPSSpy are two examples of Android spyware that
monitor the person's confidential details and transfer it to
the owner. Passrobber is an example of an i0S spyware
software. It can snoop in on SSL outbound connections,
search for Apple IDs and passwords, and transmit the
information to a command-and-control server.
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2.8 Cryptocurrency Mining

[1] Malware attacks for Cryptocurrency mining risen by
80 percent in 2018, despite being less effective than
desktop counterparts. According to Kaspersky Security
Network, the bulk of this type of virus is disguised within
well-known applications that were discreetly mining
bitcoins while watching cat videos.

3. MOBILE MALWARE DETECTION TECHNIQUES

The current malware is treated by sophisticated
techniques for identifying android malware. Nevertheless,
the effectiveness of each approach varies depending on the
variables that contribute to its focus. Based on the
detection techniques the researchers have presented, the
various research that are now available in this field are
categorized, and their usability and effectiveness are
evaluated. On mobile devices, various criteria are used to
detect malicious activity. The research establishment is still
polarized about a defined as a standard. The contrast
among static and dynamic analysis methods for malicious
programs is made in an assertion. While signature- and
anomaly-based approaches incorporate static and dynamic
detection as subclasses, other experts use a different
approach to classify malware.

Mobile Malware Detection
Techniques

/ N\

Signature-based

AR L

Hybrid Static

Anomaly-Based

L\

Hybrid

Static Behavior Dynamic

Fig- 3: Mobile Malware Detection Techniques
3.1 Signature-based detection:

By eliminating the conceptual characteristics, this
technique creates a recognizable signature. Malware is
characterized as any application that signature matches the
ones that previously existing. Methods for detecting
malicious have a selected classification vector connected to
a type of detection. Anomaly-based and signature-based
are indeed the mainly two detection techniques. Using
signature-based detection, the possible hazard or
innocuous nature of suspicious code sections is identified
by comparing them to trends and signatures from known
malware. Behavior-based and static signature-based
detection methods belong to the category of signature-
based detection. Static signature-based techniques are
utilized by the bulk of commercial antivirus protection
solutions.

3.1.1 Static Signature-based Detection

This kind checks entities which are either contained in the
phone's SD storage or Memory for fitting characteristics
using a database that includes records of malware sample
signatures. A security service named Kirin was suggested
by Enck et al. [15] for the Android system's operating
system (0OS). To use a collection of security protocols that
are templates made to match questionable characteristics
in an app's security settings, Kirin verifies an application
at installation time. Further precisely, Kirin evaluates the
security configuration against with a set of predetermined
security rules after the installer extracts security
configuration from the package manifests.

3.1.2 Behavior Signature-based Detection

The collection of signatures happens during in the
deconstruction and analysis of the malware source code in
a static signature-based technique. On the contrary,
dynamic behavior-based methods obtain signatures just
after malicious code has indeed been performed. In order
to assess an app's malicious behavior, data is specifically
gathered while the app is running. To accomplish this, a
signature database or pattern collection is built using
preconfigured and prearranged attack patterns that are
given in advance by specialists.

3.1.3 Hybrid signature-based detection

Static and behavior signature- based detection both are
components of hybrid signature-based detection. To use a
crowdsourcing logic, Papamartzivanos et al. [17] designed
a host and cloud-based approach. Their platform offers
three essential services, encompassing crowdsourcing,
privacy-flow tracking, and the detection and remedy of
privacy breaches. To prevent tasks requiring a significant
number of resources, the user interacts the with cloud
storage via a TLS connection. The user is made up of three
components in total: a privacy inspection module, a
response module, and an event sensor module.
Crowdsourcing, detection, and hook up-date are indeed
the three components that make up the cloud aspect.

3.2 Anomaly-Based Detection

The strategy employed by anomaly-based methods is
much less rigorous. This is performed by recording a
device's typical function more than a predetermined time
period and utilizing the metrics of that model as both a
baseline vector for erratic behavior. The static and
dynamic strategies are applied to the analytical portion.
While a dynamic approach does the evaluation while the
application runs by collecting data including program
execution and activities, the static method compares a
program before installation by analyzing it. Anomaly-
based detection methods involve two stages: the training
phase and the detection phase, based on whether the
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anomaly is dynamic or static. In the initial instance, a
healthy device is being utilized and this action is
monitored and logged. On the contrary side, the detection
step acts as a testing period, however during period
variations from the paradigm employed in the training
phase are recognized as anomalies.[1]

3.2.1 Static Anomaly-based Detection

The viral content is not required to be processed for static
anomaly-based detection systems to operate. Their task is
to analyze the malicious sites application's code for only
certain software components, suspect behavior, and some
other behavioral characteristics. It can not only discover
unidentified viruses, but it is also able to identify possible
security vulnerabilities in the source code. This technique,
nevertheless, even has problems. Misdiagnosis rates are
all still substantial and carrying out a code examination
can indeed be time and source of energy.

3.2.2 Dynamic Anomaly-based Detection

In this technique, the training and detection processes
start happening as even the application is being utilized.
This characteristic not only enables the detection of
unknown malware, yet it also allows it possible to spot
zero-day attacks. Nevertheless, as has been previously
stated, there are a few severe misdiagnosis rate concerns,
notably wusing dynamic anomaly-based detection
techniques. Reliable typical behavioral models must
always be created during the practice sessions in order to
decrease this occurrence.

3.2.3 Hybrid Anomaly-based Detection

Static and dynamic anomaly-based detection are both
used in hybrid anomaly-based detection.

The Authors [1] have tested with mobile malwares like
Mobile Banking Trojans, Cryptocurrency Mining,
Ransomware, Hybrid and did a Comprehensive
comparison of the 22 mobile malware detection
approaches during years 2009 and 2018. Both Android
and IOS platforms are tested

Methods tested in Detection techniques are APK Analysis,
Behavior patterns, Native code analysis, Information flow
analysis, i0S Software analyzer, SMS profiler, Network
traffic, Op-code frequency, permission analysis, sandbox,
System calls.

The authors [2] noticed that some researchers used
machine learning to detect malware, whereas others used
deep learning to detect malware. Furthermore, others
employed hybrid analysis, a combination of static and
dynamic analysis was used to discover and classify known
malware. Several researchers developed Demonstrated
Mobile Guard as a malware detection solution to protect

users from malware threats. Other researchers tested
alternative  methodologies, such as evolutionary
computation, naive bayes, and complex flows.

The authors [3] conducted an extensive survey on ML-
powered approaches for screening Mobile malware.
Several of the techniques used a unique set of core
characteristics, such as the datasets, analysis (feature
collection), and identification assessment measures. To
complete this, they classified and carefully examined
best publications published in the literature between 2014
and 2021. This was conducted based on the type of
analysis, feature extraction method, dataset, ML
classification approaches, and measures used to evaluate
their performance. They proposed a four-step resolution
strategy to aid in the control of this problem and serve as a
baseline for future mobile ML-based Android malware
detection methods. VirusShare, AndroZoo, MalGenome,
Contagio Mobile, Drebin, and DroidBench were among the
malware datasets used.

[4]A thorough analysis of ML-based Android malware
detection methods is presented in this research. It
analyses 106 carefully chosen articles and identifies their
advantages and disadvantages as well as suggestions for
development. Since it could be more challenging to
improve security after the programme has been deployed,
the ML-based methods for detecting source code
vulnerabilities are explored in the final section. The
Preferred Reporting Items for Systematic Reviews and
Meta-Analysis (PRISMA) approach was used to perform
this study. They discovered that DL techniques have been
shown to be more accurate than conventional Machine
Learning models.

The authors in the research [5] helps to examine the most
popular and effective approaches and provide suggestions
on which is optimal. It has been revealed that using a static
technique is less efficient at identifying dangerous
materials that are gradually loaded from remote servers.
While the dynamic approach is suitable because it
continuously checks the script and is ready to identify
suspicious content whenever it is performed, any type of
malicious software that is not executed remains
undetected.

The authors of study [6] provided a detailed description of
how well machine learning (ML) algorithms operate to
detect malware on Smartphones without needing special
access. ML-classifiers discover the ten types of Mobile
Trojans on the Android Platform by studying device
information such as CPU, battery, and memory utilization.
Over the course of a year, they used a statistical
methodology comprised of 47 customers' device and
malware data. They examine which device characteristics
should be monitored the most in order to detect Mobile
Trojans. The focus of this paper is on dynamic hardware
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features. Modern machine learning classifiers like Random
Forest, K-Nearest Neighbor, and These dynamic properties
were used by AdaBoost. They portray the classification
results for various feature sets, distinguishing basic device
features from app-specific features. Neither of the feature
sets analyzed require special access. Their results indicate
that the Random Forest classifier surpasses existing
malware classifiers in general: it scores an F1 score of 0.73
across 10 subtypes of Mobile Trojans. The Random Forest,
K-Nearest Neighbors, and AdaBoost classifiers give F1
scores greater than 0.72 and FNR less than 0.33 when
trained separately to identify each subtype of Mobile
Trojan.

The writers of paper [7] reviewed numerous attack
methods against the leading two competitor smartphone
operating systems, iOS and Android. They also presented
up-to-date malware threat figures for the last 3 years and
explained the techniques used to deploy mobile malware.
Following that, the most frequent malware detection
technologies for mobile applications were reviewed. They
then recognized and analyzed the weaknesses in each
malware detection technique.

They proposed using APIs and permissions to discover
malware on Android in their article [8]. They created two
types of feature vectors: common feature vectors and
mixed feature vectors. They had focused their study on
static analysis approaches. The stages of their project are
as follows: reverse engineering, feature extraction, feature
vector development, and classification. They were able to
attain 97.25 percent accuracy for shared data and 96.56
percent accuracy for combined features using logistic
regression. They increased the feature count by removing
low variance features, with which researchers achieved
95.87 percent accuracy, in order to minimize training and
testing times for classification.

A major examination on Android malware analysis and
detection methods was done between 2010 and 2015 [9].
A total of 58 ultimate publications among 1514 total
publications were filtered and identified for the analysis
after the studies that didn't reflect the following criteria
were excluded. People who read the summary gained a
deeper understanding of the state of Android malware
detection today, which included the most commonly used
techniques, malware analysis techniques, functionalities
for malware analysis, algorithms for making distinctions
among both malware and non-malware, and likelihood of
success for all efficient implementations. Information
retrieved from selected papers: Approaches for detecting
malware, Methodologies for analyzing malware, Algorithm
employed, Characteristics used, Scale of examination,
success probability of detection, Distributor, paper type,
and malware types.

This survey study [10] contains a description of the initial
phases of development of mobile malware, exploit

pathways, detecting approaches, and security measures. It
also discusses the differences between mobile malware
and PC security, as well as research activities to minimize
them. The focus of this research is on the safeguards
employed by iPhone and Android handsets to prevent
invasions. They have highlighted several detection
strategies, such as cloud-based systems, dynamic or
behavioral analysis, and static analysis. The detection
system's method includes both signature-based and
anomaly-based technologies. They highlighted the
research conducted prior to defining data-centric security
systems, or even the defense mechanisms examined in
various platforms.

In all these papers Authors have used various methods to
accurately detect mobile malware in the devices. A wide
range of methods were employed, and machine learning
techniques remained dominant and most future works are
mostly done on machine learning and deep learning
algorithms. As They are suitable for dynamic and hybrid
malware detection.

4. RESULTS

We have reviewed around 500+ papers and took the most
relevant of them and cut the number down to 218. The
papers include from various sources like journals, articles
and research papers. Different malware detection
techniques were introduced and reviewed by various
authors we have represented them pictographically
according to the methods, types and accuracy of the
techniques. First, we have plotted a line chart representing
number of papers published(in Fig-4) on Mobile malware
detection divided by each year ranging from 2010 to 2022.

Total Papers per year

papers published

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

Year

Fig- 4: Papers Published Each Year

In x-axis we have years from 2010 to 2022 and in y-axis
number of papers published. From the chart we can
observe that in year 2014 there were more papers
published from the papers we collected. Even though
there’s a minor dip in 2015 Increase in mobile malware
detection papers are increased in 2016.And latest research
papers mostly include detection techniques using Machine
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learning and deep learning algorithms. As Malwares are
becoming more intelligent as time grows one need to
combat these malwares using Artificial intelligent
detection mechanisms more specifically using machine
learning and deep learning techniques. Past detection
algorithms were mostly static, or anomaly based which
render useless in detecting latest malware which also use
machine learning to get past the security systems.
Attackers are becoming more sophisticated. Research in
Mobile malware is sure to increase in the future.

W Static

W Oy namic

Hybrid

Fig- 5: Types of Mobile Malware Detection

In Fig-5, The pie chart gives a pictorial representation of
types of malware detection techniques static, dynamic and
hybrid were shown, there were more static techniques
reviewed compared to dynamic and hybrid. from this data
we can say that static malware detection technique is
more popular and next is dynamic detection technique.

In Fig-6, The accuracy of algorithms we have shown in a
pie chart, the algorithms we reviewed are mostly of 91-
100% accuracy and 18% of authors haven’t specified the
accuracy or have given some other metrics which are
difficult to approximate.17% papers we reviewed have 61-
70% accuracy these are from the early years of paper
publication. and a total of 20% with accuracy between
71%-90%. The data shows us that mobile malware
detection techniques are doing pretty good in recent
years.

ACCURACY

WG1-70% m71-B0% mE1-90% 91-100% wNot Speciied

Fig- 6: Accuracy of Various Algorithms

In Fig-7, The bar chart shows the diversity of detection
methods reviewed, from the chart we can see machine
learning and deep learning methods are popular for
implementing detection techniques and in second place
we have anomaly-based detection which is also quite
researched method among authors. And there are other
techniques which are quite new and uncommon.

Detection Methods

Anomaly based Sgnature based ML & DL Semantic based

noogn = B oW g
5 o o 8

o oW

ather

Fig- 7: Frequency of Detection Methods
5. DISCUSSION

We have looked at various detection techniques which are
modern and recent. we can interpret from results that
most authors are focusing on Machine learning algorithms
to detect the malware. They used various datasets and
algorithms improve the accuracy in detecting the malware.
we also observed that most malwares are prevalent in
android platforms and many papers are exclusively
written for detection in android operating system. As
malwares continue to increase new techniques are
developed. The authors have looked for malware from
kernel level to application level. they employed methods
like signature-based, anomaly-based, permission-based
etc. [5] It has been established that utilizing a static
technique is less reliable at discovering the dangerous
threats that are constantly loaded from cloud computers.
The dynamic approach is suitable because it regularly
monitors the application and is capable to identify the
threatening component once it is employed.

[2] Numerous researchers have developed The Mobile
Guard as a malware detection software to protect
consumers from malware attacks. Other authors
additionally experimented with different methodologies,
such as evolutionary computation, Nave Bayes, and
Complex-Flow. [3] Ensemble models first appeared in the
published papers after 2015. These algorithms are
included in most studies published between 2015 and
2020 that employs a frequently updated malware
database, such as VirusShare or AndroZoo.

[6] High-performance RF, KNN, and AdaBoost have been
used to classify a single piece of malware. When various
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types were trained for each form of malware attack in this
research, RF and KNN executed well. AdaBoost's excellent
performance is a significant discovery in this field. [8] The
authors of this paper identified a feature vector using
several classifiers and discovered that logistic regression
produced 97.25 percent accuracy for common traits. They
were able to reduce the number of permissions and
gained 95.87 percent accuracy by omitting low variance
parameters. [9] Malware comes in a wide variety of forms,
including Trojan horses, spyware, virus, trap doors, and
others. Not every report highlighted the precise type of
malware detected. It was hard to generalize, but the
detection methods made it easier to identify the various
malware strains. The Common types of malwares
discovered were Trojan horses, Geinimi, DoridDream,
Awide, and Plankton.

6. CONCLUSION

This study offers a cutting-edge survey on the current
subject of mobile virus detection methods. In order to
achieve this, we classified and briefly assessed the many
detection strategies that were put out in the literature
during the course of the previous 12 years, from 2010 to
2022, depending on their detection approach. The review
gave readers a better understanding of the current state of
Android malware detection, including the most popular
techniques, malware analysis techniques, features used for
malware analysis, algorithms used to distinguish between
malware and non-malware, and the success rates of all
suggested methods. In an effort to provide a thorough
review of this difficult and rapidly developing subject, we
also highlight the advantages and drawbacks for each
category of techniques and each analyzed scheme, as
appropriate. According to the review, there may be
chances in this subject in the future. Therefore, it will
assist in supplying the deserving researchers working in
this sector with suggestions and requirements for future
development of such systems with improved approaches
to combat the emergence of new Android malwares.
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