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Abstract - Website development has evolved to become a
prominent and ever-growing field in today’s world. Having an
effective web presence is critical for achieving sustainable
business growth. However, small scale businesses with limited
budgets cannot afford to hire professionals to develop their
website. In such a situation, a Content Management System is
a cost-effective solution as it allows non-developers to build
websites without the requirement of any coding knowledge.
While in a traditional CMS, the frontend and backend are
coupled together, in a headless CMS, the backend is completely
separated from the frontend thus, making it more flexible and
scalable. The purpose of this research paper is to design and
develop a headless content management system and evaluate
its performance.
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1. INTRODUCTION

The internet has grown exponentially in the past two
decades and with this, the number of businesses and users
on the internet has increased tremendously. In today’s day
and age, most people prefer to use the internet for
everything from research to business. Thus, it has become
increasing important for businesses to enter the digital
world.

A well-developed website can have an incredible effect in
complementing a business’s digital marketing efforts and
can effectively drive-up sales. Thus, a lot of companies have
increased their investment in web development so that they
can enhance their businesses by meeting the needs of their
digital consumers. However, the process of developing a
website is a time-consuming task and requires professionals
who have knowledge about various web development
technologies. This can turn into an expensive affair for
businesses that are just starting up [15]. This along with the
rapid developments in the field make it difficult for even
developers to keep updated with the latest technologies.
This is where a Content Management System (CMS) comes
into picture.

A CMS is essentially a software that enables the creation and
storage of content in a digital format. This content is then
used to create a website based on certain templates. It does
notrequire the user to have any prior knowledge about web
development and coding. There are two parts that make up a
traditional CMS, i.e, a content management application

(CMA) that enables a user to create the content and that will
be displayed on the website and a content delivery
application (CDA) that delivers the content to the website
once the user creates or updates the same [8]. Additionally,
there are three types of architecture that are commonly
used. The first is the traditional or monolithic architecture,
where the backend and frontend are coupled together intoa
single application. The most popular example of this is
Wordpress [6]. A decoupled architecture comes next, in
which the backend can either be integrated with the
frontend or the content can be pushed to the frontend via
API calls. But the data from the backend is continuously
pushed somewhere even if there are no API calls being made.
Lastly comes the headless architecture, where the backend is
completely separated from the frontend or the presentation
layer. The developed content is made accessible via REST
API or GraphQL and can be displayed on any device possible.

Due to the differences in architecture, the performance of
these CMSs also varies. This research aims to develop a
headless content management system using Javascript,
Node]JS, Postgres, Redis, React and Docker, while also
providing an insight into the advantages and disadvantages
of a headless CMS. Along with the headless CMS, an
authentication service is also developed in order to provide a
level of security to the CMS application.

2. RELATED WORKS

A comprehensive literature review was conducted with
reference to numerous technical journals and writings
published in standard periodicals. Most of the research done
in this field involves assessing and comparing the
performance of existing Content Management Systems like
Wordpress, Drupal, Jumla, etc.

In 2018, a research study [1] was done which involved
developing a hand coded and a Wordpress website to render
the same content and analyze the load time for each. It was
found that the load time for the hand coded website is larger
than WordPress for image, text and video content, but more
API calls are made in Wordpress.

Another research in 2018 was done [2] in order to analyze
the impact of WordPress in website development. It was
concluded that Wordpress powers 29% of all websites. It is
backward compatible, provides a number of plug-ins and
themes for developing websites.
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The authors of [3] studied the use of open-source CMSs for
creating and managing web content pertaining to all
important Union government ministries in India. Their
results showed that WordPress is the most prominent
globally. In government ministries, Drupal is the most
commonly used.

A unique research done in 2015 [4], involved using data-
driven and mobile-driven technology which uses duplication
and multiplication in cloud for creating a standard and user-
friendly website. The authors developed a CMS where users
can create and manage their website without pre-install
software. It offered superior performance than traditional
CMSs.

In a study conducted in 2014 [5], it was found that Joomla,
Drupal and Wordpress are the top 3 CMSs amongst
Comparing Alfresco, Typo3, Dotnetnuke, Drupal, Joomla,
Wordpress and Plone, based on system requirements,
performance, security, built-in features, support. However,
there is no one CMS that provides all the best features and
the choice of which one to use depends on the user
requirements.

Lastly, a 2013 study [6] compared 13 Java based open-
source CMSs available based on 29 features like admin
control, auto code generation, multiple user support, etc, and
concluded that Alfresco is the best available open-source
CMS.

3. DESIGN OF THE PROPOSED SYSTEM

This section describes the design of the overall system. The
system is broadly divided into 3 parts. These include the
CMS service frontend, the CMS service backend and the
Authentication service. In order to get a better
understanding of the high level overview of the entire
system, the overall architecture of the proposed system is
shown in Fig-1.
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Fig-1: Architecture for the Design and Development of
a Headless CMS

As seen in the above figure, there are two services, the
CMS service and the Authentication service. The CMS service
has a frontend and a backend. Once a user logs into their
account, the user credentials are stored in the Authentication
service database and the username is used to generate a
unique authentication token for the user, which is stored in
the Redis cache database. This authentication token is sent
back to the CMS frontend and all requests to the CMS
backend are authenticated using the token. If the token is
valid, data is sent from the CMS service database to the
frontend. The CMS service backend and the authentication
service are dockerized into their respective Docker
containers. A Docker image is created comprising of these
two Docker containers. In order to run the application, only
the docker image needs to be run, using docker-compose.

In order to understand the system from the user’s
perspective, an activity diagram was designed which can be
seen in Fig-2.

Fig-2: Activity Diagram for the Design and
Development of a Headless CMS

As seen in the above figure, first, the user is prompted to
login. If the user has an account, the credentials are accepted
otherwise the user is directed to the registration page where
they create a new account with which they can login to the
CMS service. Once logged in, the user is directed to the
Content Builder page where they can add, edit and delete
content types and their respective fields. Any changes made
are saved to the collection and fields tables of the CMS
service database respectively. Since a unique authentication
token is generated for each user when they login, there is a
continuous check to see whether the authentication token
has expired. If the token expires, the user is automatically
logged out of their account and taken to the login page.
Otherwise, the user can continue to make changes on the
CMS pages. If the user doesn’t wish to add, edit or delete the
content type or it’s fields, they can navigate to the Collection
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Entries Page where they have the option to add, edit and
delete entries for a particular content type. The changes
made are saved to the entries table of the CMS service
database and reflected on the frontend in real time. All the
pages provide the user with a logout functionality, using
which the user can logout of their account.

4. METHODOLOGY

This section describes the development process that has
been followed to create the headless CMS. The development
of the entire application has been divided into 4 tasks. The
first is to develop an authentication service which provides
functionalities to register and login a user and enables access
control using an authentication token. Second comes the
design and development of the headless CMS service that
will enable content creation, content storage. The third task
includes integrating the authentication service with the CMS
service. Lastly, the entire application is dockerized.

4.1 Development of the Authentication Service

This involves developing the functionalities that will allow a
user to register and login to their CMS account. An
authentication token is generated every time the userlogs in
and this is unique for each registered user. This is stored as a
key-value pair in Redis, a cache database. This token is used
to maintain access to the CMS account and an expiration
time is set after which the token becomes invalid and thus,
the user is logged out of their account. The authentication
service is accessed via API calls.

As a part of this service, the database schema for storing the
user data is created and then the API endpoints for
registration and login are created. The login is then
integrated with Redis to generate unique authentication
tokens for each user. For the login API, the credentials
entered by the user would be sent as request body
parameters in the API call. The login service would then
make a query to check whether the credentials have a match
in the database. If the credentials match, a success message
isreturned butif the username is correct but the password is
incorrect a message stating the same is returned. Lastly, if
neither the username and password match, a message
requests the user to register is returned. Similarly, for the
registration API, where a new user is created, the credentials
and details entered by the user would be sent as request
body parameters in the API call and a query to add the data
to the Postgres database would be made.

4.2 Development of the CMS Service

This constitutes the core of the research and involves
developing the frontend and backend for the Content
Management System. This service should enable a user to
create a new content type and dynamically update it by
adding fields to that content type. Additionally, the user
should be able to create data for a given content type in the

form of entries and there should be functionality that gets all
the data for a given content type. Furthermore, the user
should have the option to edit and delete the content type
and its respective fields and entries.

In order to achieve this, first the CMS backend is developed
which includes designing the database schema and
developing the APIs that will handle the creation, editing and
deleting of a content type, it’s fields and its entries. It was
decided to store a particular collection’s fields and entries in
the JSON format as a single field (field name and field type)
and entry (entry data and field) would be easily accessible.
There are 2 main pages as a part of the application. These
are the Content Builder page and the Collection Entries page.

The Content Builder page that enables the user to view, add,
edit or delete different content types and their respective
fields. The user can use the user interface to add a content
type and this is saved in the CMS service database which
then returns the list of all the content types (including the
newly added content type) and this is displayed to the user.
The user can then add fields to a newly created or an existing
content type. As a part fields, the user is required the enter
the name of the field and the data type it will accept. For
example, ‘Person’ can be a content type and ‘Name’ can be a
field that is added to it which takes the data type ‘String’.
Furthermore, the user can edit or delete fields within a
content type as well as edit and delete the entire content
type. The changes made are reflected in the CMS service
database as well as on the user interface.

The Collection Entries page enables the user to add, edit
entries for a particular content type. The user is displayed a
form where they are prompted to provide an entry for each
of the defined fields for that collection type, The data is
stored as a JSON containing the entry value and the field
name. For example, for the collection type, ‘Person’, a
collection entry, ‘Jane Doe’ would correspond to the
collection field, ‘Name’. The user can also edit and delete
entries for a collection type. All the changes made are
reflected in the CMS service database as well as on the user
interface.

The HTTP request for data is made to the backend via the
Axios library which takes the API endpoint as a parameter
and returns the data fetched from the database.

4.3 Integration of the Authentication Service with
the CMS Service

The CMS service has a register and login page that is
integrated with the authentication service developed. This is
done so that all API calls from the CMS that access the
database service are authorized via a unique authentication
token for each user once they are logged in to their account.
The user is automatically logged out once the authentication
token expires. This provides an additional layer of security.
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4.4 Dockerization of the Application

It is essential to ensure that there are no deployment or
runtime issues that arise due to the change in the system
that’s deploying the application. This is the reason why
Docker is used in order to perform containerization of the
Authentication service and the CMS service.

A docker file is created for the Authentication service and the
CMS service which describes all the commands a user would
call on the command line to assemble an image. Since there
are two different services, Docker Compose is used as it
helps in defining and running multiple Docker containers as
a single service. Once this is done, the entire application is
present within a Docker image and can be run with a single
command.

5.RESULTS

This section contains information about the results that were
obtained while carrying out this research. It also discusses
the results of the testing that was carried out on the system.

A headless CMS was successfully built that enables content
creation and storage. The system was tested extensively
using the Jest testing library. Unit testing, integration testing
and system testing were carried out to ensure that each of the
components carry out their required functionality as well as
to check that the flow of data between various components
and to ensure that a particular component is notimpacted by
the presence or absence of another component. A code
coverage of greater than 90% was achieved for the system.

The designed system is user friendly and allows the creation
of various content types, their fields and their respective
entries. This data can then be effectively utilized to create a
website via API calls. Since a headless CMS completely
separated the backend from the frontend, there is no CDA
that is associated with the application and the data that has
been created can be accessed via API calls. The developed
application supports the same.

As a part of the research, a headless content management
system was developed. This differs from a traditional CMS as
it completely separates the backend or the content creation
and storage part from the frontend or the presentation layer.
Such an architecture enables multichannel content delivery
as the data is accessed via API calls and thus, can be modified
as required before being displayed onto different devices.
This also enables content reuse as the frontend is designed
independently. This is not possible in case of a traditional
architecture as the frontend and backend are coupled
together and there is a structured presentation layer that gets
its data from the content database in the backend. Unlike a
traditional CMS, with a headless CMS, there are no limitations
on the frontend technologies that will used to deliver the
content and the technology best suited for the desired

application can be utilized. Thought a headless CMS performs
better in terms of faster page load time and provides more
customization options, it has a few drawbacks. It is more
expensive to develop and does not provide pre-built
templates to display content like most traditional CMSs.

6. CONCLUSION

This research demonstrates the design and development of a
headless CMS. The designed system is effective in providing
capabilities for content creation and storage however, it does
not include workflow management to control permissions
for different levels of users and to manage various roles and
approvals. The introduction of this can help in making the
developed system ready for commercial use as workflow
management forms an important part for any business use
case. Furthermore, the introduction of drag-and-drop
features can enable marketers to model their own content
based on certain templates. This could be useful for
designing some custom components. Lastly, a feature that
enables integration of data feed from a third party like a S3
bucket can reduce the manual work to be done by the user as
they will not have to manually add the collections entries.

Overall, it can be seen that a headless content management
system is more flexible and performs better in terms of
faster page load time. Additionally, it is a better option in the
long run as the decoupling of the frontend and the backend
ensures that the entire system doesn’t have to be redesigned
when any changes need to be made. It is also more secure as
there is no direct access to the content that is used to create
the website. Hence, the use of a headless CMS can have a
great impact in developing a good website for a business as
its excellent performance in terms of load time can greatly
improve a website’s ranking.
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