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Abstract - Blockchain is the technology that can lead to
significant changes in our current technology and will have a
greatimpact on the next few decades. It can change the way
we perceive technological processes, and can also transform
our economy. The majority of current Blockchain
Technology research is focused on its application for
cryptocurrencies such as Bitcoin and Ethereum, with only a
few studies looking at the use of Blockchain Technology in
other settings or sectors. Blockchain Technology is more
than just cryptocurrency, it can have several applications in
governmental activities, finance and banking industries,
accounting, and many business processes. Therefore, this
paper aims to explain how Blockchain technology works,
demonstrate its real-world application by looking into the
current lottery picking system, and propose an E-lottery
picking system using smart contracts in the Blockchain
ecosystem, as well as how it can be deployed on the
Ethereum Network.
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1. SYSTEM FUNDAMENTALS

1.1 Blockchain Technology

Blockchain, also known as Distributed Ledger Technology
(DLT), makes the history of any digital assetimmutable and
transparentby utilizing decentralization and cryptographic
hashing.

The three key components of blockchain are Blocks, Nodes,
and Miners.

1.1.1 Blocks

Blockchain is essentially a chain of blocks, each of which
contains the three pieces of information listed below:

-The data stored in the block.

-The nonce is a 32-bit whole number. When a new block
iscreated, a completely random nonce is generated,
which then generates a block header hash.

-The nonce is related to the hash, which is a 256-bit value.
It has to start with a lot of zeros (i. e., it must be extremely
small). Anonce generates the cryptographic hash when the
first block of a chain is created. The data in the block is
regarded signed and irreversibly connected to the nonce
and hash unless it is mined.

1.1.2 Miners

Miners use a technique known as mining to insert fresh
blocks to the chain. Every block in a blockchain has its own
unique nonce and hash, but it also refers to the previous
block's hash, attempting to make mining a block difficult,
particularly on large chains. Miners employ specialized
methods to solve the enormously difficult math problem of
producing a valid hash using a nonce. Because the nonce is
only 32 bits long and the hash is 256 bits long, there are
roughly four billion nonce-hash combinations to mine.
When this happens, miners are said to have stumbled upon
the "golden nonce," and their block is added to the chain.

Changing any previous block in the chain necessitates re-
mining not only the damaged block, but all subsequent
blocks as well. As a result, manipulating blockchain
technology is extremely difficult. Consider it "safety in
math," because identifying golden nonces requires a
significant amount of time and computational abilities.

Whenever a block is successfully dug up, all nodes in the
network recognize the alteration, and the miner is
financially rewarded.

1.1.3 Nodes

One of the most fundamental concepts in blockchain
technology is decentralization. A single machine or
Organization cannot own or manipulate the chain. Instead,
the nodes that connect to the chain create a distributed
ledger. A node is any type of electronic device that saves
copies of the blockchain and keeps the network running.
Each node has its own copy of the blockchain, and in order
for the chain to be updated, trusted, and confirmed, the
network should algorithmically approve any new mined
block. Because blockchain are transparent, every
transaction in the ledger can be easily reviewed and
investigated. Each participant is given a unique
alphanumeric identification number that is used to keep
track of their transactions.

1.2 Dapps (Decentralized Applications)

The issue of privacy and security has been of utmost
importance in the last decade for consumers and
businesses alike, as more users are being aware of their
rights, businesses need to be more cautious about handling
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their user’s data. Let’s see a brief history of various
technologies used to ensure privacy and security.

The concept of cryptography was first used in 1900 BC in
Egypt. Since then it has become an essential tool in the arsenal
of computer scientists and mathematicians to design robust
systems which are secure and can not be compromised very
easily. From the password of your Google account to the
messages you send on WhatsApp, everything is encrypted, so
only those with the encryption key can see them.

But when we talk about privacy, we are not always talking
about a data breach or a hack, we also talk about the
companies that are responsible for encrypting and handling
this data, all these companies exploit the gathereddata in some
or the other way.

That's when decentralization comes into play, 24 years after
the blockchain was invented in 1991, In 2015, Vitalik Buterin
invented Ethereum which gave birth to decentralization.
Decentralization as the word implies is a terminology that is
used to describe a system which is not controlled by any single
entity. It is controlled by anyone and everyone who is the part
of that system for e.g.- if an app like Facebook is decentralized,
then all the data of all the users, will be stored in the billions of
devices that are using Facebook instead of a single server or
the servers of a company, only the user who own that data can
access thatdata and each of those billions of devices is called a
node.

The apps which are decentralized are called DApps.

A

CENTRALIZED DECENTRALIZED

They have a slightly different architecture as compared to a
traditional app. The complete architecture will be discussed in
the project in detail.
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Alottery system is perfect use case for designing a DApp as
users need to have trust on some person/company to take part
in a lottery, a DApp can be designed as a transparent lottery

system in which all the data and money will be stored on the
blockchain till the time a winner is announcedand then the
money will be securely sent to the winner.

1.3 Ethereum Network

Ethereum is a decentralized, opensource blockchain with smart
contract functionality. Ether is the native crypto currency of the
platform. After Bitcoin, by market capitalization, it is the most
valuable cryptocurrency. The Ethereum blockchain is the most
widely utilized blockchain.

Vitalik Buterin, a programmer, presented Ethereum in 2013.
Crowdfunding was used to support development in 2014, and
the network started operating onJuly 30, 2015. Developers can
use the platform to deploy permanent and immutable
decentralised applications with which users caninteract.

Itis a network management protocol thatallows users to build
and execute smart contracts on a decentralised network. A
smart contract is made up of code that performs specific
operations and communicates with other smart contracts, and
it must be written by a developer. In comparison to Bitcoin,
which stores numbers, Ethereum stores executable code.

With their ability to decentralise information and services,
Ethereum DApps provide a platform for Web 3.0 to supply a
totally free (as in freedom) and accessible Internet for
everybody. Because there will be no middlemen to facilitatethe
flow of information and services, there will be no need for a
central point of control.

Ethereum is a permission-free, non-hierarchical group of
networks (nodes) that construct and find consensus on an
ever-growing series of "blocks," or batches of transaction data,
known as the blockchain. Each block contains an identifier for
the block that it must immediately follow in the chain in order
to be valid. Whenever a node introducesa block to its chain, it
implements the transaction records in the order they were
added, causing the ETH balances and other storage values of
Ethereum accounts to change. These balances and values, known
collectively as the state, are kept separate from the blockchain
on the node's computer in a Merkle tree.

1.4 Smart Contract

Smart Contracts are the most essential building blocks of our
application which enables us to code our businesslogicand our
in-game crypto currency into a piece of code whichis then
deployed on to a publicblockchain network. Solidityis the name
of the programming language which is used to create this
smart contract. There will be two smart contracts that will be
used on our lottery application.
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- Token Smart Contract

This smart contract is used to create the currency that will
be used in the lottery game. It will be an Ethereum token
following the ERC20 standard and will be deployed
separately on the blockchain network. This will specify all the
functionalities of our in-game currency. From the currency
name to its supply etc. This contract uses solidity language.

- Lottery Smart Contract

This smart contract consists of the business logic of our
application, the logic behind picking the lottery winner, the
logic of accepting the funds and storing it in the contract, the
logic of transferring funds when a winner is declared. This
will be implemented separately from the token smart
contract on the Ethereum network. For development and
debugging, this contract additionally employs the Solidity
programming language and the Remix IDE.

1.5 Solidity Language

Solidity is an object-oriented programming language used to
create smart contracts. It is used to implement smart
contracts on various blockchain platforms, the most
prominent of which is Ethereum. It was created by Christian
Reitwiessner, Alex Beregszaszi, and several former Ethereum
core contributors to allow the creation ofsmart contracts on
blockchain platforms like Ethereum. The Solidity-compiled
programs are designed to run on the Ethereum Virtual
Machine.

Solidity is an object-oriented, high-level programming
language used to implement smart contracts. Smart contracts
are programs that govern how accounts behave in the
Ethereum state.

Solidity is written in curly brackets. It is inspired by C++,
Python, and JavaScript and is intended for use with the
Ethereum Virtual Machine (EVM).

Solidity is statically typed and, among other things, supports
inheritance, libraries, and complex user-defined types.
Solidity makes it possible to create contracts for things like
casting a vote, crowdfunding, blind auctions, and multi-
signature wallets.

2. ISSUE WITH CURRENT LOTTERY
SYSTEM

The key issue in the existing lottery systems is that the whole
process is very vulnerable to various kinds of scams,frauds,
and other attacks; and to participate in a lottery, a person
must have some level of trust. The constitutional laws related
to these types of systems are very ambiguous and are easily
exploited, all these may leadto loss of money, identity theft,
loss of privacy etc.

The overall problem can be further categorized into various
aspects such as lack of privacy, the requirement of trust,
possibility of technical failures, lack of accessibility, unclear
procedures, long wait times, or sometime no payment at all.

Taking part in a lottery usually entails obtaining a physical
lottery ticket with a serial number imprinted on it from a
store, and then waiting for the winning serial number tobe
announced and comparing it to yours to see if you have won
anything. The whole process is prone to human errors, from
misplacing the serial number to not matching the serial
number correctly; there are many things that cango wrongin
such a system. If it’s anonline lottery, many of the issues gets
resolved but new ones also arise such as lack of privacy, you
need to provideyour details along withyour payment method
details to purchase a ticket, the possibility of it being a scam
etc.

All these problems need to be tackled if we want to
democratize the whole process of taking part in a lottery and
try our luck without worrying about the trivial stuff.

3. PROPOSED SYSTEM

Removal of the need to trust and increased privacy and
robustness throughout the whole process of taking partin a
lottery is the main goal of the proposed system.

The use of blockchain can help us achieve all these desired
goals in a very efficient manner, use of blockchain is
synonymous with privacy and anonymity and the overall
rules and regulations governing such a lottery is system is
available in the public domain as all the code written has tobe
deployed on a public blockchain like Ethereum, cardanoetc.

Blockchain also does the job removing most of the technical
issues such as risk of hacking, loss of credentials, identity
theft etc. The smart contract written to manage the lottery
system makes sure that there is no unauthorized access to
the funds at any point of time and all the winnings are
automatically transferred to the winner after the lottery
manager has executed the function which picks a random
person from the pool of participants.

The transfer of payments is done in the form of a
cryptocurrency so that the privacy and anonymity of the
participant is maintained and the transaction is immutable
which means that the reversal of transaction is impossible.

The front-end of this system which is built in react is
responsive and very intuitive. The back-end of this system
can also be used to build a mobile-app, desktop app or any
other type of app for any other platform.

More features can be added later, such as the ability to
withdraw your money from the lottery, or ability to run
multiple lotteries at one time etc.
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4, WORKING OF THE SYSTEM
4.1 Architecture Flowchart
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Chart-1: Architecture of Decentralized Application
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Chart-2: Working of the System

4.2 Flowchart Explanation

The architecture of our decentralized application is explained
through above diagram:

There are two separate smart contracts namely Lottery
Contract and ERC20 Contract deployed on the Ethereum
blockchain network. The React server is responsible for
serving the web-page to the client and also interacting with
the deployed lottery contract to fetch the list of players,
adding a new player and enabling the manager to execute the
pickWInner function. The lottery contract then interacts with
the ERC20 smart contract for transfer of funds, getting the
total balance of an address, sending sometoken to another
address.The react web-page also containsinjected web3 which
means that we allow Metamask to take control of all the
blockchain integration. This enables us to offload a bunch of
tasks to metasmask. Things like gas fees calculation, account
management and integration with various API's are taken
care of.

The 2nd diagram explains the working of the system.

Suppose, there are two people who went to our lottery
website and took part in it by paying some token amount. So
the enterLottery function will add them to the players array.
Now let’s say the pickWinner function is executed by the
contract manager, based on the random number generator,
and either of them has an equal chance of winning the lottery.
Letus say player 1 won the lottery, then, the combined token
amount of player 1 and player 2 will be sent to player 1 as his
winnings

4.3 Code

pragma solidity >=0.4.22 <0.9.0;import'./ERCToken.sol’;
contract Lottery {

string public name = 'Lottery Contract’; ERCToken public
ERCtoken;

address public manager;address[] public players;uint256
totalMoney = 0;

constructor(ERCToken _ERCtoken) {

ERCtoken = ERCtoken;manager = msg.sender;

}

modifier restriction(){
require(msg.sender == manager);

-

}

function enterLottery(uint _amount) public {
require(_amount ==100000000000000000000);
ERCtoken.transferFrom(msg.sender,
address(this)
_amount);
players.push(msg.sender);
totalMoney = totalMoney +
_amount;
}
function random() private view returns
(uint) {return
uint(keccak256(abi.encodePacked(block.di
fficulty,block.timestamp, players)));

}
function pickWinner() public
restriction {require(players.length
> 0);
uint index = random() % players.length;

ERCtoken.transfer(players[index], totalMoney);

}

function getPlayers() public view returns(address[]
memory) {
return players;
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M Crypto — -zsh — 80x24

> transaction hash:
5dc7718cbdfé

> Blocks: 1

> contract address:

> block number:

> block timestamp:

> account:

@xe1bf3cdf6231aad9c14034¢63136583a04c2031d926d22de640b

Seconds: 13
B0x245B22424E9AFf7b6cBB69165b59798A2A984724
10114457

1644839141
Ox64A7847741b32EBcFab7F92747bAE39BedFRa47 f
> balance: 14,436498687949729344

> gas used: 865476 (0xd34ch)

> gas price: 25 gwei

> value sent: @ ETH

> total cost: ©.0216369 ETH

Replacing 'Lottery'

Fig-1: Token Contract Deployment with address.

200 M Crypto — -zsh — 80x24

Replacing 'Lottery'
> transaction hash: 0x52017ch2@f6abadbaeldecfbcb58207eaeleb77e74dd41b18ckea
elcde437fe24

> Blocks: 1

> contract address:

> block number:

> block timestamp:

> account:

> balance:

> gas used: 859007 (@xd1b7f)

> gas price: 25 gwei

> value sent: @ ETH

> total cost: 0.021475175 ETH

Seconds: 9
0x719926005BC1f88388e@62e06CcEC3AS19FFE2DEA
10114458

16464039156
Bx64A7847741b32EBCcFab7F92747bAE39BedFRa47f
14,415023512949729344

> Saving migration to chain.
> Saving artifacts

> Total cost: 0.043112075 ETH

Fig-2: Lottery Contract Deployment with address.

4.4 Key Function Explanation

- The constructor functions accept the address of the
deployed ECR20 token to initiate the lottery contract.

- The enterlottery function accepts 100 tokens from the
sender account and the respective sender’s address to
players arrays.

- In solidity, the random function is used to generate a
pseudorandom number.

- The pickWinner function is used to execute the winner
picking logic of the Lottery. This function can only be
executed by the manager of the lottery contract.

- The getPlayers() function is used to get the list of
addresses which are part of the players array.

5. Benefits of Using Proposed System

No single point of failure:

Unlike a traditional web-app where there is usually a single
point of failure like a web server, a decentralized app has no
single point of failure as it runs on a blockchain which has a
great number of nodes all around the world.

Transparency:

The complete code for the ERC20 token as well as the lottery
system is deployed on a public blockchain network so any
person can have alook at it and decide for themselves before
using the system.

Security:

Ablockchain system is virtually hack-proof as the computing
resources required to manipulate a blockchain system is
exponentially higher than the most powerful computer on
this planet.

Privacy:

The lottery participant's identity is kept secret at all times;
only the public key is displayed, which cannot be traced back
to the owner in any way.

Decentralized:

As the application is completely decentralized, no single
entity has any kind of access to any kind of data.
Block proof:

DApps aren't restricted to a single IP address. It is far more
difficult for external authorities to stop a DApp because there
is less authority owning the DApp's network.

6. CONCLUSION

In this paper, we develop a token and a lottery system to
demonstrate a blockchain system based decentralized
application which solves several issues that people are facing
with current lottery games and systems. This paper
introduces a new methodology using Smart Contract and
Ethereum network in the process of selling andpurchasing
lottery tickets. This system will replace the original lottery
operations in every aspect such as the removal of third-
parties in the buying process, ensuring the efficiency in prize
declaration and the claiming of prizes. The proposed lottery
system can ensure that the system is working with all
fairness, transparency, and security.

With the help of this application, itis shown that Blockchain is
not just about cryptocurrency and it has a lot of real- world
applications that can help in solving major trust and security
issues.
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