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Abstract: On a cloud computer, services are usually
located on a network service provider's network and are
usually accessible remotely by cloud users through
social channels. An important agreement allows for the
establishment of a secure channel in a public channel so
that there is a secure connection between the cloud user
and the cloud service provider. Important existing cloud
computing agreements are plagued by other challenges,
e.g, detecting low connection delays, eliminating
certificate management issues, improving user privacy
and avoiding malware. To address these challenges, we
propose an anonymous 0- RTT protocol (authentication
and master agreement) against the malicious malware
of establishing a secure computer network. As a 0-RTT
protocol, it greatly accelerates the efficiency of the
secure channel establishment process. In addition, our
protocol does not requirecertificates to bind a public key
to a business ID and solve a certificate management
problem. Finally, a portable security protocol analysis is
also proposed. The protocol satisfies not only common
security features (e.g., known key security, anonymous
key sharing), but also strong security guarantees, i.e.,
user privacy and resistance to malicious popups. With
cloud computing, users can remotely store their data in
the cloud and use the most sought after high quality
applications

Data extraction: users are relieved of the burden of
storing and storing data when users place their (large-
size) data in the cloud, data integrity protection is a
challenge to enable public testing of cloud data security
is essential Users can request external testing. team to
check the integrity of its exported data. The goal is to
improve data security on unreliable cloud storage
servers that are usually limited to resources on the cloud
server and client. Considering that large data sizes are
stored on remote servers, accessing the entire file can be
costly for deploying input to the storage server. And
transferring a file across a network to a client can
consume heavy bandwidth. As storage capacity increases
far beyond the growth of data access and network
bandwidth, access and transfer of the entire archive even
occasionally severely limit the robustness of network
resources. In addition, the output input for data
verification interferes with the required server
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bandwidth used for normal storageand recovery purposes.
The Third Party Auditor is the person responsible for
managing remote data in a global way. the purpose of we
improve data security through data management on
unreliable cloud storage servers limited resources oncloud
server and client.

Keywords: Cloud computing, secure channel, anonymous
authentication, bad random resistance, zero return and
return time.

Introduction:

Cloud computing has become one of the fastest growing
technologies in the IT industry in recent years. It covers a
large number of visual resources (e.g., computing power,
storage, platforms, andservices) and aims to maximize the
efficiency of resources. Remote cloud users can access those
services online using terminals, and access the required
resources with the payment model as you need. Successful
examples include Amazons S3 and EC2, Microsoft Azure,
Google App Engine and Rackspace etc. This new computer
model reduces startupand operating costs and increases the
speed of users. Its benefits are being enjoyed by many
companies and individuals by changing the IT solutions for
cloud computing. While enjoying the benefits of cloud
computing, its unique architectural features also raise some
insurmountable security challenges .

Cloud Computing has been seen as building the next
generation of IT business, thanks to its long list of
unprecedented benefits in the history of IT: on-demand self-
service, an ubiquitousnetwork.

On a cloud computer, resources are usually located on a
third-party network, that is, a cloud service provider (CSP)
network, and are usually accessible remotely by cloud users
through social channels. Processing is performed remotely
and the output is restored when the required processing is
completed. Due to the nature of cloud computing and the
openness of social channels, an attacker can attack various
forms, such as impersonation, listening, forking and
harassment. Therefore, verification and retention are
confidential equipment should be provided for
communication between the cloud user and the CSP, so that
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only authorized users can access resources and any
attacker can violate the authenticity and confidentiality
of modified messages.

Besides, user privacy is also a major concern for cloud
computing, which prevents the attacker from realizing
that two messages are coming from the same cloud user.
Data in the cloud may containsensitive information, for
example, medical records, financial data. If user privacy
is not considered, the attacker may listen to the
communication in the cloud. Based on that, the attacker
mayobtain sensitive information, including who uses the
cloud, how often, and the amount of data that changes
and even theconnection is encrypted. Moreimportantly,
if an attacker finds public individuals (e.g., business
executives, celebrities) or other sensitive people incloud
culture, it may increase the likelihood that the attacker
will damage the cloud. In fact, an attacker may launch a
powerful attack (e.g., a phishing attack to steal sensitive
information) in order to steal the personal information
of cloudusers (e.g., Cloud Hack Celebrity ). Or theattacker
may begin to reject the attack on the service to block the
connection between the cloud used for diagnosis and the
patient. Causing a termination in acritical situation can
have serious consequences and even lead to death.
Therefore, user privacy is very important to cloud
computing and should be protected.

A Certified Key Agreement (AKA) is a widely used tool
for achieving additional goals, allowing CSP and user to
build a secure channel by agreeing on a shared session
key.

Besides, user privacy is also a major concern for cloud
computing, which prevents the attacker from realizing
that two messages are coming from the same cloud user.
Data in the cloud may contain sensitive information, for
example, medical records, financial data. If userprivacy is
not considered, the attacker may listen to the
communication in the cloud. Based on that, the attacker
may obtain sensitive information, including who uses the
cloud, how often, and the amount of data that changes and
even the connection is encrypted. Moreimportantly, if an
attacker finds publicindividuals (e.g., business executives,
celebrities) or other sensitive people in cloud culture, it
may increase the likelihood that the attacker will damage
the cloud. In fact, an attacker may launch a powerful
attack (e.g. a phishing attack to steal sensitive information
) in order to steal the personal information of cloudusers
(e.g., Cloud Hack Celebrity ). Or theattacker may begin to
reject the attack on the service to block the connection
between the cloud used for diagnosis and the patient.
Causing a termination in a critical situation can have
serious consequences and even lead to death. Therefore,
user privacy is very important to cloud computing and
should be protected.
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Zero travel time (0-RTT) chat mode that allows one
business (e.g., cloud user) to send encrypted data using a
session key and a session key message chat to a previously
visited business. (e.g., CSP). The AKA protocol that supports
0-RTT will speed up the connection to the servers that users
often visit. In particular, it is expected to bring low delays in
situations that include high packet loss or high delays (e.g.,
cloud users with mobile devices) . Most existing AKA
agreements (including those that support 0-RTT) are built
on a traditional PKI-basedcryptosystem that has a certificate
management problem. Uncertified public key cryptography
(CL-PKC)) was introduced to eliminate the certificate
management problem in the PKI cryptosystem. However, a
few certified AKA supporting 0-RTT is recommended for
official safety analysis.

AKA protocols rely on random passwords that are used to
prevent attackers from predicting session session keys that
result in and / or violate user privacy. In a cloud computing,
cloud services typically use visual technology, while guests
(e.g., cloudusers) use hypervisor-controlled resources [16]. If
the hypervisor is malicious, it may predict random numbers
[16] and endangerthe safety of the AKA protocol. Moreover,
as leaked by Snowden in SXSW 2014 [17], compared to a
complete breach of the cryptographic scheme, it is easy to
weaken the system by attacking the pseudorandom generator
(PRG). In fact, a well-designedor poorly designed PRG can be
used to produce such a random random event. The most
popular Dual EC PRG feature was theNIST, ANSI and ISO [18]
and was used in other products, eg OpenSSL-FIPS v2,
Microsoft's SChannel and the BSAFE RSA library [19] ].
Therefore, secure protocols, e.g., TLS / SSL, made using Dual
EC havea risk of breach [17]. For example, if the RSA BSAFE
library (which uses Dual EC by default) is selected, then all
TLSconnections made using this tool may be compromised.

Literature Review

The key agreement first introduced by Diffie and Hellman
is widely used in <cloud computing to secure
transportation. In recent years, various key AKA
agreements have been proposed.

However, most of them only support one or more RTT,
where one or more connections (between organizations,
e.g., cloud user and CSP) are required than O0-RTT. As
shown in, 0-RTT hasmuch better performance than one or
more RTT, e.g., to improve connection speed by 34% on
average. In fact, some AKA agreements in support of 0-
RTT have already been drafted among them the most
popular of the upcoming TLS

1.3 and Google QUIC. Both may ensure user privacy and
may have a significant impact on the development of cloud
user experience. The AKA agreements discussed above are
based on a traditional PKI-based cryptosystem, in which
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each entity must obtain acertificate-certified certificate
in order to bind its ownership with its public key.
Generally, the problem of certificate management is a
burden .

Certified public key cryptography (CL- PKC) was
introduced to alleviate the problem of certificate
management. For CL-PKC, the public key to a business
is its identity associated with the public value
generated by itself. Since no certificate is in use, overall
certificate management is downgraded. Similar to AKA
agreements in a traditional PKI- based cryptosystem,
most AKAagreements in CL-PKC do not support 0-RTT.
The first uncertified 0-RTT AKA protocol proposed.
However, no official security analysis is provided for
this protocol. The first flawlessly protected without a
certificate 0-RTT AKAprotocol was proposed in . Later,
several AKA-certified O0-RTT protocols were also
proposed. Unfortunately, user privacy is not considered
in the above protocols. In two anonymous AKA
computer cloud protocols were proposed. However,
none of them support the 0-RTT and provide a formal
security analysis. With the best of the authors'
information, no AKA wunsecured secure protocol
supports both 0-RTT anduser privacy.

The security of AKA protocols is very much in line with
the unpredictability of random numbers. In particular,
there are three ways to deal with bad planning,namely,
a fixed, fenced or unsupported cryptosystem. The first
avoids random use. However, it does require that the
message sent be minimal entropy. In fact, the entropy
of the message in the real world is often low . The
second can be considered as an extension of the first.In
this setting, random use and system security are only
guaranteed if the message and random together have
enough min-entropy. However, the attacker may break
the system, when selecting a PRG with a backdoor /
poorlyconstructed and the message to be sent without
high min-entropy. The latter assumes that each user
carries a high quality seed and must make a nonce
using PRG. Compared to the first two methods, it
provides better guarantees as the attacker must
completely break the PRG and intervene in the user's
system toextract the seeds simultaneously, then he can
violate system security. So, in this paper, we do it with
this line to avoid badchaos.

We focus on cloud data protection, which has
always been an important aspect of service quality.

To ensure the legitimacy of user data in the cloud, we
propose an effective and flexible distributed scheme
that has two key features, contrasting with the
predecessors.
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By using a homomorphism token with distributed data
verification code, our system achieves the integration of
storage integrity insurance with local data error
processing, i.e., identifying mismatched servers.

We also show how our main program is to support TPA
cluster testing in submissions from multiple users.

Homomorphic credentials are an unforgettable metadata
generated by individual data blocks, which can be securely
integrated in a way that assures the auditor that the line
block of datablocks is computerized correctly by verifying
only the integrated certificate. To look at it all in order to
achieve confidentiality in public research, we propose a
special integration of homomorphic confirmation with
random mask methods. In our protocol, the linear
combination of sample blocks in server response is
randomly generated by a random artificial activity (PRF).

The proposed plan is as follows:
¢ Setup phase

* Audit phase
Conclusions

Given the popularity of cloud archive storage, it is
desirable to enable clients to ensure the integrity of their
data in the cloud. We design and implement an effective
data integrity protection (DIP) system for small active
memory recovery codes (FMSR) under multiple server
settings. Our DIP system maintains error tolerance and
repairs FMSR savingsstructures.

To understand the effectiveness of the FMSR and DIP
integration, we evaluate its security capabilities, evaluate
its effective time using testbed tests, and perform cost-
effectiveness analysis.
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