
          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

            Volume: 09 Issue: 11 | Nov 2022              www.irjet.net                                                                         p-ISSN: 2395-0072 

 

© 2022, IRJET       |       Impact Factor value: 7.529       |       ISO 9001:2008 Certified Journal       |     Page 735 
 

Email Spam Detection Using Machine Learning 

Prof. Prachi Nilekar, Tamboli Abdul Salam, Manish Kumar Gupta,  

Krishna Sharma, Safwan Attar 

ALARD COLLEGE OF ENGINEERING & MANAGEMENT  
(ALARD Knowledge Park, Survey No. 50, Marunje, Near Rajiv Gandhi IT Park, Hinjewadi, Pune-411057)  

Approved by AICTE. Recognized by DTE. NAAC Accredited. Affiliated to SPPU (Pune University). 
---------------------------------------------------------------------***---------------------------------------------------------------------

Abstract – Nowadays, Email spam has become a big 
problem, with the fast growth of internet users, email spams 
are also increasing. People are using them for phishing, illegal 
and unethical practices and frauds. Sending malicious links 
through spam emails that can harm for our system and may 
also get into your system. It is very simple for spammers to 
create a fake profile and email account, they show like a real 
person in their spam emails, these spammers simply target 
people who are not aware of these frauds. then there is a need 
to identify those spam mails which are frauds, this project will 
identifies those spams using techniques of machine learning, 
this paper will discuss machine learning algorithm's and apply 
all these algorithm's to our dataset. it select the best 
algorithm, for this project algorithm will be chosen based on 
the best accuracy and precision in  email spam detecting. 
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1. INTRODUCTION 

Machine learning approaches are more efficient, a set of 
training data is used, these samples are the set of email 
which are pre classified. Machine learning approaches have a 
lot of algorithms that can be used for email filtering, these 
algorithms are “Naive Bayes, support vector machines, 
Neural Networks, K-nearest neighbor, Random Forests, etc.” 

Why Machine Learning: Machine learning allows the user 
to feed a computer algorithm an immense amount of data 
and have the computer analyze and make data-driven 
recommendations and decisions based on only the input 
data. 

What is DATASET: Dataset is a collection of data or related 
information that is composed for separate elements. A 
collection of datasets for e-mail spam contains spam and 
non-spam messages. 

What is Train and Test datasets: The main difference 
between training data and test data is that training data is 
the subset of original data that is used to train a machine 
learning model, whereas test data is used to check the 
accuracy of the model. The training dataset is usually larger 
in size than the test dataset. Train and test dataset are two 
key concepts in machine learning, where the training dataset 

is used to fit the model, and the test dataset is used to 
evaluate the model. 

 

Fig -1: Train and Test Model 

Machine learning algorithms used to classify the text into 
two different categories, spam and ham. The algorithm will 
predict the score more accurately. The objective of 
developing this model is to detect and score word faster and 
accurately. 

2. MACHINE LEARNING CLASSIFICATION 
ALGORITHMS 

Naive Bayes: Naive Bayes is a classification algorithm 
suitable for both binary and multiclass classification. Naive 
Bayes performs better for categorical input variables than 
for numerical variables. It is useful for making predictions 
based on historical results and forecast data. 

 

P(A) is Prior Probability: The possibility of a hypothesis 
before seeing the evidence. 

P(B) is Marginal Probability: Probability of Evidence. 

Support Vector Machine: SVMs are used in intrusion 
detection, face detection, email classification, gene 
classification, web pages, etc. It can handle classification and 
regression on linear and non-linear data. 
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Fig -2: Support Vector Machine 

Decision tree: Decision trees are extremely useful for data 
analytics and machine learning because they break down 
complex data into more manageable chunks. They are often 
used in these fields for predictive analysis, data 
classification, and regression. 

Entropy using the frequency table of one attribute: 

 

Entropy using the frequency table of two attributes: 

 

KNN: The KNN algorithm can compete with highly accurate 
models because it makes highly accurate predictions. The 
KNN algorithm use for applications that require high 
accuracy but do not require a human readable model. The 
quality of the predictions is depends on the distance 
measurement. Formula: 

dist((x, y), (a, b)) = √(x - a)² + (y - b)² 

Random forest classifiers: Random forest classifiers can be 
used to solve regression or classification problems. The 
random forest algorithm is composed of a collection of 
decision trees, and each tree in the ensemble consists of data 
samples drawn from the training set with replacement, 
called bootstrap samples. 

3. OBJECTIVES OF THE STUDY 

Machine learning algorithms used to classify the text into 
two different categories, spam and ham, the algorithm will 
predict the score more accurately. The purpose of 
developing this model is to recognize and score the word 
rapidly and accurately.  

4. SCOPE OF THE STUDY 

The proposed system of the project will effectively detect 
spam mails and the system will extract spam mails using 
some machine learning algorithms and it gives results with 
more accuracy and good performance. This project required 

a coordinated scope of work. These project scopes will help 
focus the project. The scopes are: 

 Modifying existing machine learning algorithm. 

 Use and classify data sets, including data 
preparation, classification, and visualization. 

 Score the data to determine the accuracy of spam 
detection. 

 This proposed system will detect the credibility of 
the mail and it will filter spam messages. 

 This proposed system will save the time of the user 
and it will eliminate the risk of spam mails. 

Use case diagrams describe the high-level functions and 
scope of the system, these diagrams also identify the 
interactions between the system and its actors. A Use case 
diagram outlines how external entities user interact with an 
internal software system. 

 

Fig -3: Use Case Diagram 

A state diagram consists of states, transitions, activities, and 
events. It describes the different states that an object moves 
through or provide an abstract description of the behavior of 
a system. 

 

Fig -4: State Diagram 
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Activity diagrams are graphical representations of 
workflows with support for selection, repetition, and 
concurrency of step-by-step activities and tasks. 

 

Fig -5: Activity Diagram 

5. PROJECT ARCHITECRURE DIAGRAM 

An architectural diagram is a visual representation that 
shows the physical implementation of the components of a 
software system. It shows the general structure of the 
software system and the associations, boundaries and limits 
between each element. 

 

Fig -6: Architecture Diagram of Email Spam Detection 

 

 

6. CONCLUSIONS 

This system, in addition to lessening the work load, it also 
fixes any false data about the users that they may have. It is a 
benefit for the users’ who’s important time and data is 
preserved, for the Affected users or authority whose data is 
immensely important, whose data will secured from misuse. 

We are able to classify email as spam or non spam. With 
huge number of emails if people are using the system it will 
be difficult to handle all the possible mails as our project 
deals with only limited amount.  

The website use for end user, it is user friendliness. Because 
of the end user it uses without any other help and without 
any conflicts. The website goal is “Email Spam or Non Spam” 
using machine learning, related to its use for free and 
maintenance (coding, updates, uploading data, datasets, etc) 
cost is less. The many goals was successfully completed and 
achieved by us. 
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