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Abstract -This article describes a blockchain technology
algorithm for validating digital certificates. As the number
of university and higher education students and graduates
continues to grow each year, there is a need to easily
validate graduation certificates. In this paper, we project
two financial models in which the price of services is
balanced between graduates and employers as the main
actors of services. Students demand cheap and easily
verifiable certificates, and employers demand fast and
reliable proof of their degrees. The issue of fake
credentials is a big one. Getting a fake education certificate
in India is not that difficult. Companies that hire thousands
of freshmen spend a lot of money verifying applicants'
educational credentials and qualifications. A blockchain is
a distributed digital ledger collectively managed by a
network of computers called nodes. Data on the blockchain
cannot be changed by one person without the consent of
everyone else holding the record. This keeps your data
safe.
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1. INTRODUCTION

During the training students will get many certificates.
Students produce these certificates when applying for
public or private sector jobs. All of these certificates must
be manually verified. Sometimes students present fake
certificates and are difficult to identify. The issue of fake
academic credentials has long been a problem in academia.
This is because such certificates are cheap to produce and
require manual validation, which greatly complicates the
validation process. This problem can be solved by storing
digital certificates on the blockchain.

1.1 Problem Definition

In existing systems, the problem of fake certificates is a big
one. Companies that hire thousands of freshers spend a lot
of money verifying applicants' educational credentials and
qualifications. To address this issue, we are implementing
an electronic certificate system for validating educational
certificates using blockchain technology.

1.2 Model Architecture

For blockchain-based immutable certificates, universities
must first enroll. Each university has a wallet address for
sending transactions. Universities can only be added by
smart contract owners. Once added, the university can
access the system to create certificates containing data
fields. Each certificate created is stored in the
Interplanetary File System (IPFS) and returned with a
unique hash generated using the SHA-256 algorithm. This
serves as a unique ID for each document. All this data,
along with this generated hash and certificate details, is
stored on the blockchain and the resulting transaction ID is

sent to the student.
School/
Collages

Approved List
Re'v'\e\'.‘

Store Record serial no.
QR Code

Apply for E-cart

.‘—> Electronic Certificate Blockchain
' System Technology
‘—
. Send QR Code ~—
Upload successffailure
Student/Candidate
. Use Certificate no
Certificate Serial No.+ +QR code Query

QR Code

Company Verify Certificate

-

Fig -1: Model Architecture
1.3 Shamir Secret Sharing

In cryptography, a secret sharing scheme is a scheme of
sharing a specific secret share between a group of trusted
participants. This secret can be very important
information that you may need in the future, but you
should keep it private and secure. These stocks are utterly
useless on their own, but when combined they reconstruct
and visualize the mystery. As a thought experiment; think
of a secret sharing program like a jigsaw puzzle where the
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pieces of the puzzle are divided among her ten players but
completely blank. The image created by the puzzle is
visible only when all the pieces are put together. The goal
is to distribute keys from one geographic location to
multiple locations in order to compromise the system.

1.4 SHA-1(Hash)

SHA-1, or Secure Hash Algorithm 1, is a cryptographic hash
function that takes an input and produces a 160-bit (20-
byte) hash value. This hash value is called the message
digest. This message digest is typically displayed as a 40-
digit hexadecimal number. It is a US federal information
processing standard and was developed by the US National
Security Agency. SHA-1 has been considered insecure since
2005. Browsers from major technology companies such as
Microsoft, Google, Apple, and Mozilla stopped accepting
SHA-1 SSL certificates in 2017.

2. Objectives

The system saves paper, reduces administrative costs,
prevents document counterfeiting, and provides accurate
and reliable digital certificate information. This system
ensures the accuracy, security and immutability of
information. Implement a validation algorithm that can
validate each peer for each access request.

3. Scope of Study

Classes in class diagrams are represented by boxes. A class
diagram is a type of structural diagram that describes the
structure of a system by showing the classes, attributes,
operations, and relationships between classes. The
purpose of a class diagram is to represent the static
structure of a system in terms of classes and the
relationships between those classes.
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Fig -2: Class Diagram

Activity diagrams are graphical representations of step-by-
step activity and action workflows that support selection,
repetition, and concurrent execution. Activity diagrams
can be used to illustrate the dynamic aspects of a system. A
flow chart showing the flow from one activity to the next.
Activity diagrams are therefore considered flowcharts. The
main element used in this diagram is the activity itself.
Activities are functions performed by the system. Activity
diagrams are good for modeling the activity flow of a
system.
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Fig -3: Activity Diagram

A use case diagram describes the high-level functionality
and scope of the system. Use case diagrams describe
interactions between Persons or external devices and the
system under design. Use cases are often developed in
collaboration with software developers and other users of
the proposed system request. A use case diagram shows
the relationship between actors and use cases.
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Fig -4: Use Case Diagram
4. CONCLUSIONS

In this research, we have successfully investigated how
digital certificate validation works. This model can be used
in enterprise implementations of candidate validation
where candidate certificates are legally validated. The
automatic certificate issuance is open and transparent
within the system. Therefore, a company or organization
can request information about -certificates from the
system. The proposed system saves administrative costs,
prevents document forgery, and provides accurate and
reliable digital certificate information.
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