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Abstract - Intrusion Detection Systems (IDSs) has getting
more importance for keeping safe the valuable information in
organization’s network. In general, the intruders are easily
making entry into a protected network by making intelligent
attacks and finding loopholes. Detecting attacks from regular
packets is difficult in such a situation. Making defenses is
tough, time-consuming, and technically too complex. There has
been a substantial increase in the number of cyber-attacks,
and Malware Detection System (MDS) has become a major
concern. As a result of these segments, a classifier is prevented
from settling on legal choices, especially when working with
huge records. It is our hope that through this article, ordinary
knowledge will be made more widely available. As part of our
suggested system, MDS artificially uses a preservative.
Datasets KDD Cup 99 and NSL KDD are used to assess the
implementation of Malware Detection. According to the final
results of the evaluation, our chosen topic leads to a bigger
main Malware Detection method to ensure increased accuracy
and reduced computing cost compared to fine splendor.

Key Words: Malware detection system, Classifier, NSL
KDD dataset, Data Preprocessing, Attack Recognition.

1. INTRODUCTION

Internet and computer systems have created a number of
security concerns over the years due to the unreliable usage
of networks. Malicious attacks and intrusions on the network
might lead to catastrophic failures of the system. As a result
of a network assault, an intrusion is a hostile, destructive
entity. They compromise a system's integrity, confidentiality,
and availability. System fails to respond to data theft or loss
in this situation [1].

1.1 Introduction

In order to reduce the severity of these assaults, Intrusion
Detection Systems (IDSs) are essential. A network or
computer intrusion detection system is described as a
system or software tool that detects illegal access. There are
several ways to protect networks against assaults such as
those described above, and IDS is one of the most well-
known. There are times when conventional security
methods such as encryption or access control are unable to
identify an assault on the second line. An IDS's job is to

identify unusual activity that might be a sign of an assaultin
progress.
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Fig 1: Classifications of IDS

All sorts of assaults, including malicious, destructive, and
data-driven attacks as well as host-based attacks, such as
privilege violation, sensitive file access, unauthorized logins,
and malwares, can be detected by an IDS programme. [2].
Because firewalls were not designed to detect attacks at the
network layer and application layer such as worms, viruses,
Denial of service (DoS), distributed denial of service (DDoS),
and Trojans, IDS is required after firewalls are in place. To
prevent external traffic from entering the internal network, a
firewall must be in place. Viral, worm and Trojan assaults are
examples of intrusions, as are network attacks such as
unauthorized logins, access to sensitive data, or information-
driven attacks on applications It compromises the integrity,
confidentiality and availability of the system by allowing
unauthorized access to it. The system is unable to reply
because of this and access is prohibited. An intrusion
detection system detects an unauthorized system or network
attack [3]. A hardware or software technology called an
intrusion detection system (IDS) can be used to detect these
actions. By removing unnecessary and redundant
characteristics, feature selection identifies the best subset of
features that may be used to better characterize patterns
belonging to various classes. Filter and wrapper techniques
for feature selection are the most common.

1.2 Present Theory and Practices

Since most intrusion detection systems and firewalls only
identify and isolate destructive acts launched from outside a
network's borders, it's difficult to detect internal attackers.
Also, evaluating system calls (SCs) generated by instructions
can identify these commands, allowing for accurate
identification of assaults. Attack patterns are a hacker's
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hallmarks, according to other studies Internal Intrusion
Detection and Protection System (IIDPS) was created as a
result of this research. In order to find system call patterns
(SC-patterns), the IIDPS employs data mining and forensic
profiling techniques [4]. An SC-pattern that appears
frequently in the user's SC-sequences, but is seldom utilized
by other users, is collected from the user's computer usage
history to be used as forensic features.

1.3 Intrusion Detection System Types

Intrusion Detection System (IDS) can be programming or
equipment that video show units for interruptions and
inconsistencies from the climate it's miles set to shield. In
notable the IDS is a security following instrument like a
firewall that attempts to go over and probably save you
malevolent hobby. Most significant strategies for
interruption discovery exist dependent on what they could
find. Those procedures are abuse recognition and peculiarity
identification. Abuse recognition and irregularity location
designs can be additionally isolated into companies
fundamentally based at the discovery approach; into lead
essentially based and into skill based IDS [8]. Conduct based
IDS show conduct deviations of the machine so one can find
interruptions and abnormalities. Expertise based IDS
screens a framework the utilization of examples of known
interruptions.

1.3.1 Network based Intrusion Detection System

In NIDS network site guests is utilized as review information
source (as an illustration bundle based or float
fundamentally based local area site guests). It diminishes the
heap on has by introducing standard registering
contributions and recognizes attack from network. The
organization is snared with each unique through web and
peruses approaching parcels or streams to discover
pernicious styles. NIDSs are delegated signature-based
absolutely or abnormality based or particular based
completely [9]. Mark based thoroughly approach look for
predefined styles or mark.

1.3.2 Active and Passive IDS

The Active IDS give the constant the rapeutic activity in light
of an assault. It consequently obstructs the dubious attacks
with no impedance. Hence a functioning IDS is moreover
alluded to as Intrusion recognition and Prevention machine
(IDPS). The latent IDS can show and analyse network site
guests interest and while any limit weaknesses and attacks
were offered cautions to the framework director. The latent
IDS can't take any remedial development all alone [11].

1.3.3 Host Based Intrusion Detection
The host based IDS (HIDS) distinguishes attacks on an

unmarried host. The HIDS screens and dissect the powerful
conduct of the framework. It notices the local area parcels

which can be designated to a chose have and moreover
distinguishes what sources got to by utilizing programming.
Next to from this HIDS notices the country of the gadgetI. e
records carport whether it's miles in RAM, record machine
log document or distinctive district. Host based IDS video
show units' inward figuring machine instead of outer
interfaces [12].

1.3.4 Distributed Intrusion Detection System

At the University of California, Davis, a Distributed Intrusion
Detection System was created [HEBE92, SNAP91]. IDS
review data is gathered from a large number of hosts, and
those hosts are linked through local area. It is able to
distinguish between attacks on various hosts. A
heterogeneous reality format is used for the review data
[13].

1.4 Motivation

To prevent fraud and system mistakes in the 1960s, financial
systems began incorporating audit practices into their
operations. Nevertheless, several problems have arisen:
what should be detected, how to evaluate what has been
discovered, and how to safeguard the various levels of
security clearance on the same network without
compromising security? - It was between 1984 and 1986
that Dorothy Denning and Peter Neumann created the first
prototype of IDS (IDES).According to the IDES model, an
intruder's behavior is sufficiently distinct from that of a legal
user to be recognized by use statistics analyses. For that
reason, this model aims at creating for users a pattern of
behavior when it comes both to short and long-term
interactions with program, files, and devices in order to
make the detection, in addition to providing it with
information about known infractions. The end of the 1980s
saw the development of several more systems based on a
combination of statistics and expert systems.

What Does an Intrusion Detection System Do?
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Fig 2: What Does an Intrusion Detection System Do?

Monitoring your network for hostile actions and violations of
security protocols is done by an IDS. In the event that such
anissue is discovered, an IDS notifies the administrator, but
does not necessarily take any action. There are a variety of
IDS kinds and detection methods available.
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1.5 Scope of the paper

Researchers in this study have suggested an algorithm for
selecting features based on mutual information that uses
supervised filter-based feature selection (FMIFS). There is
no longer a requirement for the redundancy parameter in
FMIFS, as there is in MMIFS or MIFS. JRIP-IDS + FMIFS
outperforms other detection methods on the same dataset.
Many experiments have been conducted on DoS, Probe, U2R,
and R2L assaults in addition to conventional attacks. FMIFS
and JRipper combine to outperform JRIP in classification
accuracy and time savings

1.6 Objectives of the paper

1. Existing Network Intrusion Detection Systems and
kinds of NIDSs will be studied in this project.

2. To study various machine learning algorithms like
Bayesian networks, Neural networks, fuzzy logic,
outlier detection and genetic algorithm.

3. In order to create a synthetic Malware Detection
System (MDS) employing additives selected using
our proposal included guarantee estimation,

4. Work with Malware detection datasets such as KDD
Cup 99 and NSL KDD to create and test new
methods of malware detection.

5. Which means that our problem selection figuring
contributes more to Malware Detection, resulting in
improved accuracy and reduced computing cost as
compared to other techniques?

2. REVIEW OF LITERATURE

Jean-Philippe, et al(2001)( IDS (intrusion detection
system) is a term that refers to a number of distinct types of
intrusion detection systems.

S.Mukkamala, et al(2005)(? To compress the feature space
of the KDD Cup 99 dataset from 41 dimensions to 6
dimensions, this paper suggested an unique feature selection
technique based on SVM. As a result of including the
specified characteristics, the classification accuracy
increased by 1%.

Chebrolu, et al,(2005) () Using a Markov blanket model
and decision tree analysis, the author was able to reduce the
number of features in KDD Cup 99 from 41 to 12.

Y. Chen, et al(2006) ) An IDS based on Flexible Neural
Tree is suggested in this study (FNT). To increase the
detection performance, the model employed a pre-
processing feature selection stage. Only four characteristics
were required to obtain 99.19 percent identification
accuracy when using the KDD Cup 99 detection model.
Abraham, et al(2007) 5 In this article, the author discusses
In contrast to filter algorithms, wrapper algorithms make
use of specific learning algorithms to evaluate the value of
features. Wrapper methods are generally more
computationally expensive than filter approaches when
dealing with high-dimensional or large-scale data. As a

result, the focus of this work is on IDS filter techniques. As
data dimensionality continues to rise, feature selection as a
pre-processing step is becoming more and more important
in the development of intrusion detection systems.
Mahbod Tavallaee .et al (2009). () Using the KDD CUP 99
data set, the author examines the intrusion detection system
from 1999. To create this data collection, Stolfo and
colleagues used the DARPA's 1998 IDS assessment strategy
as a starting point. In the KDD-CUP99 data collection, the
major issue is the huge amount of duplicate records. In the
test set, random records from the training set are picked. As
aresult of the huge number of duplicate records in KDD-CUP
99 data, the learning algorithm must be biased towards
learning frequent records and prohibited from learning
infrequent records. A new data collection NSL-KDD is offered
to tackle the problem, which only uses chosen records from
the KDD-CUP99 dataset, but fixes most of the problems with
the KDD-CUP99 dataset.

Shelly Xiaonan Wu. Et al (2010) () CI techniques that will
overcome the difficulties of intrusion detection systems are
discussed in this study. "Computational Intelligence" is one
of his ideas. Different CI approaches include artificial neural
networks, fuzzy sets, evolutionary computation, artificial
immune systems (AIS), swarm intelligence, and soft
computing.

J. Song, et al(2011) ® For intrusion detection, the author
proposes the use of a dimensionality reduction approach,
which was developed in order to identify the most
significant characteristics. NSL-KDD dataset experiments
have yielded encouraging results.

F. Amiri, etal (2011) ) Using the mutual information
approach to quantify the relationship between features, the
author presented a forward feature selection algorithm. It
was then utilized to train the LS-SVM classifier and create
the IDS using the optimum feature set. By removing
unnecessary and redundant characteristics, feature selection
identifies the best subset of features that may be used to
better characterize patterns belonging to various classes.
Filter and wrapper techniques for feature selection are the
most common.

S.-]. Horng, et al(2011) (19A hierarchical clustering and
SVM-based IDS is suggested in this work. Classifiers may be
trained faster and more accurately using hierarchical
clustering, which reduces the average training and testing
time and enhances classification performance. This IDS
obtained 95.75 percent accuracy with a false positive rate of
0.7% when tested on corrected labels KDD Cup 99 dataset.
KDD Cup 99 was used to assess the detection techniques
listed above.

Bhavin Shah, et al(2012) (1) These systems are based on
Back Propagation Neural Network (BPNN), Artificial Neural
Networks (ANN), and SVM. These two forms of IDS are
Signature Based Detection (also known as Misused
Detection) and anomaly detection. In Anomaly Detection,
we're required to discover odd behavior or aberrant activity
in the network. History allows us to forecast the usual
behavior of the system. As a result of a multitude of
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circumstances, including the user's own seemingly unusual
but really ordinary behaviors, the chance of a false alarm is
high.

A.]. Deepa, et al (2012) (12) This paper examines different
types of intrusion detection systems (IDS) such as Network-
based IDS, Host-based IDS, Stack-based IDS, Protocol-based
IDS, and Graph-based IDS, and different approaches such as
association rules, data clustering methods, Bayesian
network, Hidden Markov models, decision tree, support
vector machine, honeypot, genetic algorithm, fuzzy logic, etc..
Laheeb M. Ibrahim, et al(2013), (13) There are three
modules to the intrusion detection system (IDS) presented in
this paper: Create database module; Preprocess database
module; and Detect module (Normal or abnormal packet). As
a result, the author presented two datasets based on Self-
Organization Map (SOM) Artificial Neural Networks: KDD99
Database and NSL-KDD Database (ANN).

Jayshree Jha et al(2013) (4 In this work, the author
proposes a hybrid intrusion detection system (IDS) and
experiments with NSL-KDD data. In order to classify binary
data, support vector machines (SVM) were developed.
Application programmes that classify data can help address
difficulties involving several categories. It is possible to
handle multi-class issues using a decision tree-based support
vector machine that blends support vector machines with
decision trees. Training and testing time may be reduced
with this technique, therefore increasing the system's
effectiveness and efficiency.

R. Chitrakar, etal(2014) (15) Here, the author proposes an
incremental SVM method based on Candidate Support
Vectors (CSV-ISVM in short). A version of the technique was
used to identify network intrusions. A CSV-based ISVM-
based IDS was assessed on the Kyoto 2006+ dataset by the
researchers. Their IDS achieved encouraging results in terms
of detection rate and false alarm rate, according to their
experiments. It was stated that the IDS could identify
network intrusions in real time. The proposed model is
therefore evaluated using the datasets described above in
order to create a fair comparison with these detection
techniques.

Muthukumar B. et al (2015). (19) A novel approach in
intrusion detection system for cloud infrastructure security
is proposed in this study. To detect any sort of intrusion on
the host or in the network, an intrusion detection system
must be built. A hybrid intrusion detection system for Cloud
computing and Grid computing is proposed in this study,
which can detect any form of incursion. Cloud-based
intrusion detection systems must be adaptable, agile, and
efficient. Intelligent was proposed by the author. (i.e.
Artificial Intelligence)

Gayatri K. Chaturvedi. Etal(2016). (17) Detection accuracy
and detection stability are two parameters suggested by the
authors in this study for evaluating the effectiveness of an
intrusion detection system. A rule-based expert system and
statistical methodology are suggested as solutions. However,
rule-based expert systems and statistical approaches are not
appropriate for huge data sets. ANN is a popular choice

among scientists. Weak detection stability and lower
detection accuracy are the two disadvantages of ANN-based
IDS. FC-ANN is anovel ANN-based IDS method developed by
the author to enhance poor detection accuracy for low-
frequency attacks and weaker detection stability by reducing
false positives. FC-ANN should be introduced with fuzzy
clustering, as the author explains here. Detection precision
and stability have been increased due to the use of fuzzy
clustering.

Aditya Nur Cahyo(2016) et al, (18) ANN and SVM are used
to create the IDS. Anomalies are detected more accurately by
ANN than by SVM. Using the KDDCup99 dataset, two
approaches were tested, including preprocessing on datasets
for normalization and scaling features. The Artificial Neural
Network outperformed the SVM in all areas. 92.20 percent of
the DoS team scored, 90.60 percent of the Probe team
scored, 89 percent of the R2L team scored, and U2R scored a
90.80 percent score. The characteristics dataset indicated
that ANN beats SVM in terms of attack detection accuracy,
according to the results of all the experiments.

Rajni Balal et al (2017) 9various data mining approaches
for classification are discussed in this study. There is a
systematic comparison of several methods such as decision
tree, K closest neighbor, nave Bayesian classifier, and
artificial neural network in this article. It's difficult to train
artificial neural networks. For example, ANN's accuracy and
training may be enhanced by combining it with additional
algorithms such as GA, BPNN, ACO and ABC, to name a few.
Rahul R. Bhoge ,et al(2018) 29, According to the author,
Network Intrusion Detection relies on multiple network
parameters, which are picked based on either signature or
abnormality, to determine if an intrusion has occurred.
These parameters include SYN flood attacks, TCP/UDP
flooding attacks and nMap scanning attacks as well as non-
malicious communication. On the basis of abnormalities,
intrusion detection systems (IDS) analyses network traffic in
a range of benchmark datasets to identify normal and
abnormal behavior.

Saddam Hossen, etal(2018) (21 Protection from infiltration
and the security of data are both dependent on the use of
Infiltration Detection Systems. The major objective is to
build an NIDS system capable of detecting a wide range of
network threats with high accuracy. Using a Deep
Reinforcement Learning Algorithm, we examined the
performance of a Network Intrusion Detection System
(NIDS) that can recognize various kinds of network
intrusions (DRL). There are a total of three datasets that
were utilized by the author: DDOS, Port Scan, and Infiltration
assault. In the case of DDOS assaults, 95 percent accuracy is
achieved.

Supratim Paul, et al( 2018). 22)Intrusion detection is a
critical component of secure information systems. NIDS
(Network Intrusion Detection System) is a contemporary
intrusion detection system (IDS) that analyses all data
characteristics to identify intrusion. The author presents an
Artificial Neural Network (ANN) classification technique for
intrusion detection in this study.
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Supratim Paul, et al( 2018) (23) The author presents an
Artificial Neural Network (ANN) classification technique for
intrusion detection in this study.

Shawq Malik Mehibs, et al (2018) 2% there are five steps
to the method described in this work, including: 1.Selecting
subsets of samples for training and testing phases from the
KDD99 dataset. 2. Preprocessing of chosen subsets of
samples. 3. Training back propagation neural network
method using samples from the training set. 4. Test the
BPNN with the testing samples provided in Step 3. 5)
Calculating module training performance.

Irin Anna Solomon. Et al (2019) (23) [n this paper author
suggest that how IDS developed using ANN becoming
popular due to its improved detecting capabilities for
intrusions on internet. Using artificial neural network for
development of IDS is a good choice due to its effectiveness,
learning capability, fast classification capability and
recognizing new threats. Author compared MLP (multilayer
perceptron), SVM (support vector machine), Decision tree,
Bayesian Network Classifier for two dataset KDD-CUP99
datasetand NSL-KDD dataset. Detection rate and accuracy of
IDS also depends upon data set used, classification algorithm
used and feature extraction.

3. PROPOSED METHODOLOGY
3.1 System definition

Figure shows the proposed Intrusion detection system's
framework, which consists of four phases:

1. Data collection, where sequences of network
packets are collected,

2. Data pre-processing, where training and test data
are pre-processed and important features that can
distinguish one class from the others are selected,

3. Classifier training, where the model for
classification is trained and

4. Attack recognition, where the trained classifier is
used to detect intrusions on the test data.

3.1.1 Proposed System Algorithm:

Step 1: Start

Step 2: First we collect the training labeled data from
training dataset.

Step 3: For feature extraction, we utilize flexible mutual
information feature selection or flexible linear
correlation coefficient feature selection algorithms
for pre-processing the gathered data.

Step 4: After feature selection we classify the data.

Step 5: After classification recognize the attack using
Attack classification algorithms.

Step 6: Finally results demonstrate that the intrusion
detected or not.

Step 7: Stop

NSLKDD
t Training Dataset

Data Collection

Data Transferring
Data Normalization

|(__ Feature Selection

Data
Preprocessing

Classifier Training

Attack
Recognition

Intrusion
Detection

v

Alert

Data-Preprocessing

Nermal Flow

Fig 3: Proposed System Architecture

3.2 System model
3.2.1 Flow of the system

1. Data Collection: The first and mostimportant stage
in intrusion detection is data collecting. When it
comes to the design of an IDS, the type of data
source and location from which the data is collected
are two important elements that must be
considered. Using network-based IDS to evaluate
our proposed techniques, this study aims to defend
the targeted host or network in the best possible
way. The suggested IDS analyses inbound network
traffic on the nearest router to the victim(s).
Training involves categorizing data samples
according to transport/Internetlayer protocols and
labelling them according to domain knowledge. In
the test stage, however, the data collected is merely
classified according to protocol kinds.

2. DataPre-processing: For example, the KDD Cup 99
dataset, the data acquired during the data collecting
phase is initially processed to produce fundamental
characteristics. As you can see, there are three
primary steps in this phase.
a.Data transferring: Each record in the input data
must be represented as a vector of real numbers in
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order for the trained classifier to work. A dataset's
symbols are then transformed to numerical values.
The KDD CUP 99 dataset, for example, has both
numerical and symbolic characteristics. In addition,
TCP status flags and the type of protocol (e.g. TCP,
UDP, and ICMP) are included in the symbolic
features (e.g., SF, RE] and so on). In this technique,
category characteristics are replaced with numeric
values.

b. Data normalization: As part of data pre-
processing, normalization is a crucial step after
converting all symbolic characteristics into
numerical values. In data normalization, attributes
are scaled into a well-balanced range so that the
datasetis not biased in favor of characteristics with
higher values. It is important to note that the data
used in Section 5 is standard. When normalized by
the maximum value, every feature inside a record is
placed in a range of [0-1]. To test data, the
transferring and normalizing procedure will also be
used It was decided to create five classes for the
KDD Cup 99 and to perform a comparison with
systems that have been assessed on different sorts
of assaults. In one of these classes, there are only
regular records, while in the other four, there are
different sorts of attacks (i.e. DoS, Probe, U2R, R2L).
c. Feature selection: In spite of the fact that every
link in a dataset is represented by a variety of
characteristics, not all of these features are required
to create an IDS Therefore, identifying the most
useful characteristics of traffic data is crucial in
order to attain greater performance in traffic
management systems With Algorithm 1, a flexible
technique for feature selection was created. The
suggested feature selection methods, on the other
hand, can only rank features in terms of their
significance, and cannot provide the optimal
amount of features needed to train a classifier.

Attack Recognition: The NSL-KDD dataset is used
as input. Among the assaults are Normal, Probe,
U2R, R2L, and DoS (denial of service). Adding
column headings to the NSL-KDD dataset was a
crucial initial step because it was obtained as
unlabeled data. In all, 41 column headers are added.
These headers provide information such as
duration, protocol type and service, src bytes and
dst bytes as well as flag, land and incorrect
fragment. Attacks are divided into three categories:

e Denial of Service: During a Denial of Service
Attack, the attacker tries to make a resource or
system function useless by causing it to become
overloaded. Denial of Service Attacks comes in
avariety of forms. In certain assaults, malicious
packets are sent in an attempt to exploit flaws
in network software and protocol stack. To

Impact Factor value: 7.529 |

carry out Denial of Service Attacks, remote
access is sufficient. Example: ping of death,
Neptune and teardrop are just a few of the
options that are available.

e Probes: The probes themselves do no harm,
but they give important information that may
be utilised to mount an assault later. On each
system, the attacker looks for legitimate IP
addresses and services that are running.
Examples of probes and probing tools include
ipsweep, mscan, nmap, saint, Satan, and many
other tools and techniques.

. Remote to user: It is possible to attack the
system remotely but not locally. The attacker
attempts to obtain local access by exploiting a
system flaw. Buffer overflows in network
server software, as well as poorly configured
and misconfigured systems, are among the
vulnerabilities. Dictionary attacks, guest login,
ftpwrite, sshtrojan, httptunnel, etc. are
examples of remote to user assaults.

e User to root: If a user has local access to root,
the attacker has access to the whole system. As
a result, the attacker tries to exploit a system
flaw in order to acquire super user access.
Other flaws include problems in temporary file
handling as well as race situations.

3.3 Algorithm details

3.3.1 NSL-KDD

A modified version of the KDD Cup 99 dataset

known as NSL-KDD has been created to solve some of
KDD Cup 99's flaws, such as the evaluation of system
performance. NSL-KDD is available to researchers for
free. Benefits of using the NSL-KDD data collection:

1.

6.

There are enough items in the training and testing
sets to make it easy to perform tests on the whole
data set. A small area can be selected at random.
The findings of the experiment are consistent and
reliable.

Neither the training nor the testing sets should
include any duplicates of the data. A system that
depends on frequent recordings is less accurate
because of the increased detection rates of this
technique.

Each machine learning algorithm has a distinct
classification rate.

As a result, it is beneficial for detecting different
learning strategies efficiently and accurately.

The NSL-KDD dataset contains total 41 attributes which
are given below:
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Table .1: The NSL-KDD Dataset Attributes

Total Attributes

duration

su_attempted

same_srv_rate

protocol_type

num_root

diff srv_rate

service Um_file_creation srv_diff_host_rate

flag Num_shells dst_host_count

Src_byte Num_access_file dst_host_srv_coun
t

Dst_byte Num_outbound_c dst_host_same_sr

mds v_rate

land is_host_login dst_host_diff_srv_
rate

wrongfragme | is_gust_login dst_hot_same_src_

nt port_rate

urgent count dst_host_srv_diffh
ost_rate

hot srv_count dst_host_serror_r

ate

num_failed_lo
gin

serror_rate

dst_host_srv_serr
or_rate

logged_in

srv_serror_rate

dst_host_rerror_r
ate

num_compro
mised

rerror_rate

dst_host_srv_rerr
or_rate

root_shell

srv_rerror_rate

class

Table .2: The Attacks in Training Dataset

Training Attack Types
Dataset
DoS Back,Land,Neptune,Pod,Smurf,teardrop
Probe Satan,Ipsweep,Nmap, Portsweep
R2L (Remote GuessPassword, Ftp-write,Imap,
Phf Multihop,
to Local)
Warezmaster, Warezclient.
U2R (User to Buffer-overflow, Loadmodule, Rootkit.
Root)

Table .3: The Attacks in Testing Dataset

Testing Attack Types
Dataset
DoS Back,Land,Neptune,Pod,Smurf teardrop.
Probe Satan,Ipsweep,Nmap, Portsweep
R2L (Remote | GuessPassword, Ftp-write,Imap,
PhfMultihop,
to Local)
Warezmaster, Warezclient.
U2R (User to Buffer-overflow, Loadmodule, Rootkit.
Root)

4. RESULT AND DISCUSSION

4.1 Result and Graph Analysis

Eclipse Photon is used for the planned device JDK 8 and IDE.
Apache Tomcat Server 8 is used for deploying the code onto
browser. MySQL 5.0 is used for storing the Database.

Table 4: Attacks Classification

Attack
Classification

Count

DOS Probe R2L U2R Normal

121 52 73 0 54

© 2021, IRJET

| ImpactFactor value: 7.529 |

IS0 9001:2008 Certified Journal |

Page 1637



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 08 Issue: 05 | May 2021 www.irjet.net p-ISSN: 2395-0072
Performance Evaluation
Intrusion Detection =
- 150 : 100
c 100 g,
3 50 i
(&) 0 I I: j: .
o e N\ S > m Col . _
00 &‘Q Qg’ 0’\/ *(Q’b 25
% éo
Attacks .
FPR I Precision Recall F-Measure [l Accuracy

Graph.1: Attacks Classification

Table 5: Intrusion Detection

ATTACK EXISTING PROPOSED
CLASSIFICATION SYSTEM SYSTEM
FPR 80.06 90.48
Precision 45.08 54.78
Recall 78.34 92.07
F-Measure 56.76 68.34
Accuracy 87.47 95.45
Intrusion Detection
< 10
X
T 0w ialt
8o 0 - : M Existing Syste
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S E 28 g
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a v o
a < System
Attack Classification

Graph.2: Attack Classification

Count

Performance

Evaluation

Attack Classification

Normal [l DoS

Probe R2L I uzr

Graph 3: Performance Evaluation (Attack
Classification VS Count)

Graph 4: Performance Evaluation (Attack
Classification VS Detect Percentage)

5. CONCLUSIONS

To sum up, researchers have suggested a supervised filter-
based feature selection technique, called Flexible Mutual
Information Feature Selection (FMIFS). FMIFES is a step up
from MIFS and MMIFS in terms of performance. A Malware
Detection Structures (MDS's) are unimportant data
segments that have become a major concern in framework
action accumulation as the internet has grown and become
more widely used. When dealing with huge datasets, these
segments prevent a classifier from making real judgments.
As a result of this thesis, we suggest a non-standard
information-based = decision-making  process  that
methodically determines the appropriate component for
sport planning. Using our suggested including guarantee
estimate, we create a Malware Detection System (MDS).
Malware recognized evidence evaluation datasets, such as
KDD Cup 99 and NSL KDD, are used to evaluate the
effectiveness of Malware Detection. There's a good chance
the results of the assessment will show that our problem
selection approach provides more essential components for
Malware Detection, leading to higher accuracy and reduced
computational price compared to other methods.

7. FUTURE SCOPE

In future scope, a real-time or non-real-time standard
dataset will be used for the system's implementation. In
order to reduce the online processing time overhead, it is
necessary to reduce the overhead associated with the offline
processing. In both SIDS and AIDS, detecting assaults thatare
disguised by evasion methods is a difficulty. If IDS is able to
restore the original signature of the attacks or establish new
signatures to mask the modifications made to the attacks,
then evasion strategies will be effective. A more thorough
examination of the IDS's resistance to various evasion tactics
is required. In regular expressions, SIDS can detect basic
mutations, such as altering space characters, but they are
worthless against a variety of encryption methods, for
example.
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