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Abstract — ‘Internet of Things’ is a network of 
Interconnected objects that can collect and exchange data 
through the internet. It enables the interconnection of 
devices, facilitating remote control, and monitoring of 
activity. Over the years, the importance of IoT has only 
increased, and the applications that we see today are the 
proof. Smart cities, smart homes, and smart devices are 
the buzz that makes IoT, a futuristic and fast-growing 
technology. IoT adaption is driven by growing internet 
speeds and upcoming 5G technologies. In the forthcoming 
days, the usage of IoT appliances will be very high due to 
the ease of accessibility of high-speed internet. IoT 
product development involves multi-layer development 
involving multiple skillsets, and one needs to have 
expertise to build this multi-layer IoT Stack. It is difficult, 
time taking and expensive to employ engineers with 
expertise in each system-level layer to build all five layers 
of IoT stack. That is where FrameGEN, a software-based 
IoT framework generator, comes into the picture. 
FrameGEN creates a framework, including security and 
compliance guidelines, to help IoT enthusiasts, 
researchers, and product teams build their own IoT 
product. In this paper, we will know the working of this 
software. 

Keywords— Cloud Application, Device Software, 
Hardware, Internet of Things, IoT Stack, Software as a 
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I.   INTRODUCTION 

oT has become an integral part of modern-day 
technology. As the term says, it is the network of objects 
that can collect and exchange information through the 
means of the internet. This kind of device monitoring 
reduces human interaction and improves productivity 
to a whole new level [5]. The Internet is the body that 
connects the devices in an IoT appliance   together.   
High-speed   internet   enables   quick response to  IoT 
devices, which makes the  usage of IoT devices much 
more comfortable and efficient. It has also paved the 
way for remote access to the products. As the speed of the 
internet will only be increasing in the coming days, the 
future of IoT is boundless. One of the main shortcomings 
of the  present  models  is  the  Framework  doesn’t  
include  a blueprint of all layers of IoT stack, and IoT 
enthusiasts are not guided on the quick development of 
the IoT stack. So IoT developers  are  having  a  hard  time  
while  building  their products [1]. FrameGEN,   a   
software-based   framework   generator, 

provides a  blueprint that  guides the  user  throughout 
the product development cycle. The whole process within 
the FrameGEN happens through five different stages, where 
each stage represents a layer in the IoT stack. For a given 
product, FrameGEN will provide a customized framework 
for every stack layer, in-spite of user limited expertise in 
building a few layers and no  expertise in  others. In  
order to  make this framework easy to understand, 
FrameGEN includes block diagrams, components, flow 
charts, interfaces and over-all architecture of system [11] 

The novelty of this system lies in the component 
selection and integration that it defines, based on the user 
inputs for each layer of IoT stack. The Hardware 
architecture is decided based on the features, for instance, 
all the sensing elements of the device. Whereas the 
software drivers, cloud storage are decided based on the 
internet protocol, data size, and rate of transfer. This 
novelty of the system can be further enhanced in the future 
using AI technology. 

The paper discusses the general IoT stack layer’s 
division in section-2. Then, FrameGEN and its architecture 
are described in sections-3,4. Later in section-5, a brief 
view of queries was given. then the paper concludes in 
section- 6 

A.     Related Work 

The paper "A Software Framework for Internet of Things," 
discusses a software which is an animation authoring tool 
used to generate a program based on state-transition 
diagrams [10]. This software helps to translate visualization 
into a code format which will be helpful in making IoT 
product. However, this Framework offers limited 
capability, which is further enhanced by FrameGEN. This 
paper discusses the implementation of FrameGEN and its 
offerings. FrameGEN generates a framework for each layer 
of IoT along with security, compliance, and integration 
guidelines useful to start IoT product development from 
scratch. 

II. IOT ARCHITECTURE 

An IoT product consists of many complex areas of 
technology. So, understanding and making one is tricky. In 
order to make the whole process easier, a typical IoT 
architecture can be divided into five stages/layers [3]. By 
breaking down the entire procedure into five layers, one 
can easily make a fully functional IoT product. This 
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architecture is made based on the field of work involved in 
a typical IoT device [2,4]. 

 

Fig.1 - IoT stack layer 

A.  Device Hardware 

The device hardware section acts as the interface 
between the real and digital worlds. The hardware used in 
IoT systems includes remote dashboard devices, control 
devices, and sensors. Hardware is the part that collects 
the data using sensors. In the device hardware, different 
types of sensors, like pressure measurement, 
temperature measurement, accelerometer, etc., can be 
used to sense various parameters based on the 
requirement. After collecting data using these sensors, 
microcontrollers, or microprocessors are used to 
process the data, and the processed data is made ready to 
be transmitted to different stack layers [3]. 

B.  Device Software 

Device software turns the device into a ‘smart device.’ 
This part enables a hardware device to serve multiple 
applications depending on the software it is running. A 
smart device can be created when Device hardware and 
software work together. Device software allows the user 
to implement the communication with the Cloud or other 
local devices. The user can perform real-time analytics, 
data acquisition from the device’s sensors. Using this a 
customizable generic hardware can be made that gives 
your hardware more flexibility down the road. The risks 
that occur in device hardware can be reduced by using 
device software [3,8]. 

C.  Communication 

Communication refers to all the different ways the 
device will exchange information with the rest of the 
world. This includes both physical networks and 
protocols. In this IoT technology stack layer, different 
types of network communication platforms can be used 
that will connect the device hardware to the cloud, and 
then to application. Bluetooth [8]. Wi-Fi and Zigbee are 
widely used to establish internet connectivity for IoT. 

D. Cloud platform 

The Cloud platform is the backbone of the IoT product. 
One of the challenges we face while using an IoT 
application is that they can generate a massive amount of 
data [3]. To tackle this, a scalable and secure data 
management solution is a must since the beginning. Data 
analytics, like machine learning, data compression, 

perform forecasts, plays a significant role in transmitting 
data [7,8]. 

E.  Cloud Application 

Cloud application is the user interface, through which 
the customer interacts with the device and vice versa.  
This application is mostly web-based, and a separate 
app  for desktop, mobile, wearables can be used based on 
the user's needs [3]. Cloud application is the primary 
source of interaction with IoT products so the user can 
access the IoT device at any point in time with his 
smartphone. This enables remote monitoring, controlling, 
and interaction with the actual device. Since the user can 
directly access IoT products, it is essential to make 
application user friendly [8]. Due to the presence of more 
users in industrial IoT applications, multiple applications 
have to be used [6]. 

III. FRAMEGEN AND ITS ARCHITECTURE  

FrameGEN is a SaaS-based platform that helps users in 
developing IoT products. It facilitates the user with data, 
tools, skill, guidance, expertise, and support required to 
make an IoT product. FrameGEN helps in making new 
product designs with extensive user interaction, 
knowledge sharing, and a framework for accelerated IoT 
development coupled with regulatory compliance and 
security risk guidelines. FrameGEN generates customized 
product framework based on the user's needs. Once the IoT 
framework is used to create a blueprint of each layer 
implementation of the IoT stack, users can start the 
development cycle. FrameGEN generates a framework 
covering various stages of product building, including 
Data, Business, Technology [9]. Also users can select tools 
required for development, like Analyzer, Diagram, or 
Estimator necessary for the product. 
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Fig.2 – FrameGEN architecture 

The whole process of how a framework is generated 
by FrameGEN is seen in Fig 2. After logging in, users 
provide details about the project on the ‘Product Profile’ 
page. The details include the project name, description, 
estimated cost, etc. In the next, page all IoT stack layers 
required will be listed. By selecting one stack layer, the 
user can start building the layer, interacting with 
FrameGEN. These inputs given by the user, for all 
questions posed by FrameGEN are useful to create the 
right options, components, and flow for the layer. After 
the end of the query, FrameGEN creates a framework for 
the specific layer. This process repeats for all the stack 
layers, and finally, a product framework will be created. 
The product framework contains all individual layers, 
with architecture and flows, to quickly implement. 
Using this product framework, you can quickly jump 
onto product development. 

IV. STAGES OF FRAMEWORK GENERATION 

The whole process in frameGEN can be divided into 
three stages, which are initiation, single stack layer 
development, Product blueprint creation. 

 

 

 

A.   Stage1 - Initiation 

 

Fig.3-Stage1 

In the first stage, the user provides details about the 
project in the 'Product Profile' page after logging in. The 
Project Profile page includes project name, description, 
estimated cost, etc. Based on given inputs, FrameGEN 
creates a customized stack layer where the user can fill 
the query and get the Framework. 

B.   Stage 2 – Single Stack Layer Development 

 

Fig.4- Stage2 

This second stage is critical for FrameGEN. A lot of 
data sharing between users and software takes place in 
this stage. The user extensively interacts with the software 
and provides information about the product. User can 
choose one IoT stack layer among the five and start 
building the framework for the selected stack layer. After 
selecting a stack layer, FrameGEN will ask the user to fill a 
query. This query is about basic details of the product 
and is generic. For example, in the hardware section, 
FrameGEN asks about dimensions, weight, environmental 
conditions, etc. After filing the query, FrameGEN will 
analyze the inputs and prepare the next set of query, which 
will be specific to the product. And this process happens 
multiple times every time the level of query increases 
when compared to the previous query. At the end of all 
set of query, a framework for the stack layer will be 
generated 

C.   Stage 3 – Product Blueprint Creation 

 

Fig.5- Stage3 
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In the final stage, the user can select the next stack layer. 
After selection, stage-2 will be repeated for the selected 
stack layers. After completing any layer, the user can 
access the frameworks for all stack layers developed until 
then. At the end of the final stage i.e. complete 
development for all stack layers, a complete product 
blueprint for the IoT product will be generated. Users can 
also opt for single layer frameworks as per their 
development needs. 

V.  GENERAL QUERIES IN FRAMEGEN 

A.   Hardware 

In this part, FrameGEN enquires the user about 
hardware specifications. In this section, FrameGEN asks 
some necessary details like the  dimensions and  weight 
of  IoT products.  Questions generated  by  frameGEN 
include  the options for development boards like 
microcontroller, microprocessor, and FPGA. Users can also 
choose the required sensors in this section. As an example, 
if one has to develop a product which includes temperature 
measurement, the user can select a preferable option for 
temperature measuring sensor in this section. Aside from 
these questions, FrameGEN also enquires about the user 
about communication protocol, whether the  device  is  
wired  or wireless, precautions that need to be taken while 
using the hardware, the power supply used, etc. 

B.  Software 

This part of the IoT technology stack serves as the glue 
between the real world (Hardware) and the Cloud 
Applications. In this section, FrameGEN enquires about the 
user about the graphical user interface (GUI) used, type of 
video port implemented, how debugging can be done for 
the software, software running time (uptime and 
downtime), the device drivers required. In addition to 
these questions, FrameGEN also enquires about the user 
about the type of programming language used, memory 
management, threats, interrupts, risk management, etc. 

C.  Communication 

Selecting the right communication mechanisms is a 
vital part of constructing an IoT stack. It will determine 
not only how the data gets transmitted between the user 
and Cloud (for example Wi-Fi, WAN, LAN, etc.), but also 
the communication with third-party devices in the same 
building or city. In this section, FrameGEN enquires the 
user about the mode of data communication, speed, 
bandwidth, power consumption, etc. Based on the given 
details, the user can select a mode of transmission, 
communication channel, etc. FrameGEN helps the user 
with communication protocol, data encryption, risk 
management, and security. 

 

 

D. Cloud Platform 

Data sharing is usually done by exposing APIs at either 
the Cloud level or the device level. Cloud APIs allow 
customers and partners to either interact with the 
devices or to exchange data. FrameGEN enquires with the 
user about cloud storage needs. Some of them are the 
data processing rate, the data intensity of application, 
data width, available APIs, device management, security 
management, etc. In this section, some other options that 
user can choose are the Mode of visualization of data, Data 
retrieval methods, whether Big data analytics should be 
used or not, type of analytics library used, etc. Since the 
Cloud platform is one of the primary layers where 
security issues arise, the user should be more cautious 
while choosing a cloud service. So, FrameGEN helps the 
user while choosing a reliable and affordable cloud 
platform based on their requirements like data 
visualization, web interface, etc. 

E.  Cloud application 

This user interface allows the user to access smart 
devices anytime and from anywhere. While creating an 
interface, it is essential to understand what a user needs 
to make a product useful and successful. Cloud 
application has a vital role while choosing a cost-efficient 
cloud platform. Some of the necessary details of the 
product in this layer are target user (mobile, tablet, 
desktop, web), number of screens required, operating 
system (android, iOS, Ubuntu, etc.), system requirements 
for running the app (processor, RAM, ROM), internet 
connectivity, etc. Based on the above details, FrameGEN 
provides a framework with the appropriate options. For 
example, the coding language used, database 
implementation language, authentication process, etc. 
The key point here is we need to identify what 
parameters the customer wants to track, and how does he 
like them to be presented to him over an app. 

VI. PRODUCT USE CASE 

An Innovator wants to develop an IoT product, the 
"Remote Patient Monitoring" system, to help control the 
spread of Covid-19. Being a mechanical engineer, he  
doesn't have much knowledge about IoT Stack and how to 
develop each layer like Hardware, Software, 
Communication, Cloud, and Cloud App. His limited 
software knowledge couldn't be of great help to model the 
product per customer need. He came to know of 
FrameGEN and started using it for generating an IoT 
framework so that he uses it as an engineering blueprint. In 
the Hardware section of FrameGEN, he entered all features 
and identified, sensors, controllers, and interfaces required 
for his product. In the Device Software section, FrameGEN 
asked him about the firmware features and suggested 
suitable drivers and controls implement features. In  
addition, the communication layer section helped the user 
to choose an internet protocol, data rate, and standards. At 
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last, using the cloud and cloud applications section, he 
selected cloud storage, data size, rate of transfer, and 
finally, a useful app that contains all parameters user loves 
to track. FrameGEN blueprint was a basis for the 
innovator to start his product development cycle and 
achieve product success. 

VII. CONCLUSION 

As the Internet of things has become a global sensation, it 
also provided a promising opportunity to develop crucial 
industrial research and applications. In the future, there is 
a high scope for IoT technology. In order to successfully 
make an IoT product, we need to address, an IoT 
enthusiast or developer’s needs to quickly develop, 
deliver, and market. The complexity of development, 
expertise in more than one area of technology, is a 
bottleneck for accelerated IoT development. FrameGEN 
empowers IoT  developers with guidance, tools, and the 
Product Framework. Anyone can build an IoT product 
now, using FrameGEN. The future roadmap for FrameGEN 
includes an AI engine that enhances user interaction, 
system architecture, and dynamically guides, users build a 
product as per the latest standards, security, and 
compliances. 
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