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Abstract - Non-invertible cancellable biometrics are a
combination of the ease of biometric identification and
cryptographic security. An effective method to solve the issue
of fingerprint security are fingerprint templates. In this study,
we create a robust and accurate cancellable fingerprint
template, which works with low-quality fingerprint images.
We utilize Delaunay’s Triangulation Net to produce a 3-
dimensional array from the minute points retrieved from the
fingerprint. The user key is generated by passing a hex string
that gets converted into a 3x4 matrix. These two features
produce a cancellable template of the fingerprint. This
template is used as a high secure authentication template in
biometrics systems. The cancellable template satisfies the
requirements of revocability, unlikability, non-invertibility and
performance.
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1. INTRODUCTION

Biometrics are physical or behavioural human traits
that are digitally used to identify a person. They are unique
to each individual, and to enhance accuracy, they can be used
in combination with traditional identification systems. Some
examples of these biometric identifiers are fingerprints, iris,
voice, DNA. As long as the following requirements are
satisfied, any human trait may be utilised as a biometric: [1]:

e Universality: The biometric characteristic must be
present on all subjects;

e Distinctiveness: The biometric characteristic must
be distinct for any two given subjects;

e Permanence: The biometric characteristic must be
stable and not vary over time;

e  C(Collectability: The biometric characteristic must be
easily acquired and must have the ability to be
measured quantitatively.

If the above requirements are satisfied, biometrics
can be used for authentication in a wide array of
environments. Biometric Systems are pattern recognition
systems that gather a person's biometrical information,
derives a feature set from obtained information and
compares it to a template set in the database [2]. A realistic
biometric system should be used to satisfy precision, speed
and resource requirements, which are non-hazardous for

users and are approved by intended users. There is a need
for biometric robustness even in low-quality fingerprints.
We use a cancellable template as a solution for this problem.
The storing of a modified version of a biometric template is
necessary for cancellable biometrics and hence provides
more privacy, enabling the linking of numerous templates
with biometric data that is equal [3]. This helps to ensure
that biometric data is unlinkable. A cancellable template
must satisfy the following qualities [4]:

e Revocability: The transformed template must have
the ability to be revokable and reissuance with a
new template must be possible using the same
user's biometric data;

e Unlinkability: It must not be possible to link two
templates of the same user. Also, the same
cancellable template must not be used across
various biometric systems. The two transformed
templates must look independent of each other.

e Non-invertibility: Obtaining the original template
from a modified template must be computationally
challenging.

e Performance: When compared with performance
without transformation, biometric recognition
utilising template transformation must be efficient.

Cancellable fingerprint templates are of two types:
(i) Registration Based; or (ii) Alignment-free. Registration-
based methods require that singular points be accurately
detected. [5]. However, in this method, any errors will
produce a false reject (Type - I error) and thus a faulty
cancellable template [6]. Furthermore, any absence of
singular points will increase the False Rejection Rate (FRR)
and affect subsequent processing [7]. In alignment-free or
registration-free methods, both, global and local features of
minutiae point on the fingerprint are considered for
transformation [8].

2. RELATED WORD

A cancellable fingerprint template's key concept is
not to save the original fingerprint template since this
safeguard’s users’ data. Fingerprints are irreplaceable and
number-bound in the human body. The permanentloss of the
data subject will lead to any security compromise in the
fingerprint database. Therefore, many converted templates of
the same fingerprint are maintained and offer additional
levels of anonymity, using a modified fingerprint template. It

IS0 9001:2008 Certified Journal |

© 2021, IRJET | ImpactFactor value: 7.529

Page 486



’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 08 Issue: 08 | Aug 2021

www.irjet.net

p-ISSN: 2395-0072

also helps to promote a broad range of apps' non-linkability
of user fingerprints.

Fingerprints have demonstrated a tremendous
capacity to replace the standard password system or token
safety. The encryption of a biometric fingerprint using a hash
feature is a straightforward technique. To get its original
fingerprint model, it is very hard to reverse engineering
processed template. This fulfils the non-invertibility
characteristic and is a significant element to safeguard
sensitive information. One disadvantage is that even minute
changes in the input can generate significantly different
results. Fingerprints may readily be influenced by the
surroundings in the actual world. Slight changes in
illumination or sweat on the fingers can make a large
variation in the fingerprint template.

Many templates have been sought to solve this
restriction. Yang et al. [9] have examined 8 distinct kinds of
fingerprintattacks. Ratha etal. have analyzed the weaknesses
of the present system [10]. According to them, the template
database along with its sensor module are the most
vulnerable to attacks. They also offered the first technique of
solving a cancellable biometric template. Cancellable
biometrics alter the novel template in such a manner thatthe
possibility to calculate the novel template from the modified
one is not there. An alignment-free fingerprint cancellable
template using minutia templates has been proposed by Ahn
et al [11]. Ahmad et al employed rotational-free and
translation-less polar co-ordinates for information between
tiny locations rather of employing Cartesian co-ordinates
[12]. A Minutia Cylinder-Code (MCC) based cancellable
fingerprint template has been developed Ferrara et al. [13-
15]. The use of a cancellable fingerprint biometric template
mightincrease identification accuracy and template security,
according to Yang et al [9], and proposed a cancellable
fingerprint template formed zoned minutia pair [16]. A
structure based on Delaunay’s Triangulation was used by
Yang et. al to calculate cancellable fingerprint template [17].
A cancellable fingerprint template is proposed by Sandhya et.
al based-on Delaunay triangular structure [18]. Delaunay
triangulation for indexing fingerprint template database was
put to use by Khodadoust et al [19].

The minute topological features may be represented
with computer geometric techniques easily and effectively.
Delaunay triangulation and Voronoi diagram are two
approaches extensively utilized in biometric fingerprint
alignment or local alignment of the minutiae. For structural
stability under random positional noise, Tiiceryan et. al.
carried out a thorough comparison research [20]. Delaunay
triangulation has been shown to be less susceptible to noise.
The triangulation of points in Delaunay has also been proven
to be stable under random disruption of positions by Bebis et
al[21]. The arrangement of the minutia points varies across
impressions that have the same fingerprint template,
however what remains same is their topological structure.
The number of detailed elements in different impressions of
the same fingerprint likewise varies. These fluctuations may
be handled extremely competently by the Delaunay
triangulation of minute points. In the fingerprint templates as

Soleymani et al showed, the Voronoi diagram is likewise
highly successful in alignment but the template they offer is
not free of alignment [22]. Our technique presented offers an
earlier solution and meets the cancellable and non-invertible
fingerprint template criteria.

3. PROPOSED METHOD
The core idea of our cancellable fingerprint template
which we have suggested is to produce 4-dimensional matrix
utilizing minute triangles. The 4-dimentional matrices are
then utilized for user authentication as a fingerprint template.
The following stages are provided in the proposed
framework:
i. Construction of Delaunay Triangulation Net from

minutiae
il. Feature extraction
iii. Computation of 4-Dimentional Feature Set and

Generation of Cancellable template
iv. Fingerprint Matching

The flow chart for the proposed method is depicted
in figure 1.

3.1. Construction of Delaunay Triangulation Net from
minutiae

Minutiae points m; = (x;, y;, 8;)" =1 is extracted, the number
of minutiae is represented by ‘n’, in the fingerprint. The
coordinates of the minutiae and its orientation are
represented by ‘(x;, y:)’, ‘8/, respectively. A Voronoi diagram
is created from the minutiae points which separates the
whole region into miniscule divisions. A minutia point m; is
just one in every tiny location. Then, by linking the
thoroughness of each area with its neighbouring regions,
Delaunay Triangulation Net is created [23]. Structurally,
Delaunay’s Triangulation has more stability. This is the
rationale for adopting Delaunay’s method of triangulation. Ifa
fingerprintimage has a variable distortion, each detail has the
same structure as the minute details beneath the tolerance
zone [24].

3.2. Feature Extraction

For the feature extraction in the Delaunay triangulation
net, the interior angles of each triangle were used. The main
steps are as follows:

i. A triangle Amim;m;3 is selected from Delaunay
triangulation net.

ii. Directions di (i = 1, 2, 3) of the vectors from the
centroid of the triangle to each vertex m; (i =1, 2, 3)
are computed.

iii. The interior angle a; (i = 1, 2, 3) between the
normalized vectors from each minutia to the
remaining minutiae is calculated.

iv. Interior angles (a1, a, a3) calculated in the previous
step are aligned and sorted in ascending order of d..

V. The above procedure is repeated for each and every
triangle in the fingerprint.

© 2021, IRJET | ImpactFactor value: 7.529

ISO 9001:2008 Certified Journal | Page 487



’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 08 Issue: 08 | Aug 2021

www.irjet.net

p-ISSN: 2395-0072

Figure 2(a) shows the fingerprint with the minutiae and
figure 2(b) shows the same fingerprintimage with Delaunay’s
Triangulation Net plotted.

3.3. Computation of 4-Dimentional Feature Set and
Generation of Cancellable Template

With the user-specific key, a 3-dimensional matrix set of
features is projected in 4-dimensional space. Applications
that allow 4-dimensional templates to be diverse, are set
differently. The user-specific key is chosen by passing a
hexstring, that gets converted to a 3x4 matrix. Multiplying the
3-dimensional characteristics set with the user-specific key
yields the projected 4-dimensional matrix which is the
required features set.

3.4. Fingerprint Matching
Two templates are taken for the proposed matching

T,. A possible match is regarded if and only if the distance
between the feature vectors is less than the given tolerance t.
The most optimal match which is the feature vector with
minimal distance from among all the available matches, is
selected. The similarity value 'S' is computed using Equation
1 on the basis of the total number of the match and the
mismatch count.

_ (match gy — mismatch gunt)
S(Tlp Tz) = (Ien‘gfh[:Tl) + IE?lgfh(Tz))
A

Algorithm 1 provides the proposed template matching
algorithm.

Minutiae
Extraction
Select c " Feature Extraction
. ompute
Construction Triangle from Direction of
of Delaunay Delaunay vectors from Calculate
Trlanggltatwon Triangulation centroid to internal angle
Net each vertex
Sort calculated
. All
intrernal | Yes
angles in tr\angte(j?
ascending compute
order
No
Generation of 4D Feature Set
{Cancellable Template)
multiply
3D feature 4D Feature Fingerprint .
Set Set Matching Accepted/Rejected
User Key
Fingerprint
Database

Figure 1: Flowchart of Proposed Framework

method and its similarity score calculated. For a template to Algorithm 1: Proposed Template Matching algorithm

match, two templates T1 and T are taken. An attempt is made
by the matching algorithm to search for the most optimal
match for feature vector, t; from T; among the other feature
vectors, t; of T>. A comparison is then made between feature
vector t; from T1 and each and every feature vector, t; from

Input: Two fingerprint templates ‘T1’,’ Tz ,and threshold ‘t’
Output: Similarity Score 'S’

procedure MATCHING (T, Tz, t)
For t;in T1 Do
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d « duax
ke0
For tzin T2 Do
tr.sort()
tzsort()
dist « distance.euclidean(ts, tz)
If dist <= t and dist <= d Then
d « dist
match_count < matchcount + 1
enrolled_template.remove(tz)
Else
mismatch_count « mismatch_count + 1
Endif
kek+1
Endfor
Endfor
return S < (match_count-mismatch_count))/(((length(T_1 )+length(T_2))/2))
endProcedure

4. EXPERIMENTAL SETUP

Fingerprint databases FVC 2002 DB1, DB2, DB3 and
FVC 2004 DB1, DB2, DB3 are used to test our proposed
methods [25, 26]. Details of FVC 2002 and FVC 2004
databases are in Table 1.

Database Sensor Image Resolution
FVC DB1 | Optical 388x374 | 500 dpi
2002 "pg2 | Optical 296x560 | 569 dpi
DB3 | Capacitive 300x300 500 dpi
FVC DB1 | Optical 640x480 | 500 dpi
2004 "Ry | Optical 328x364 | 500 dpi
DB3 | Thermal 300x480 512 dpi

Table 1: Information on FVC 2002 and FVC 2004
Databases

5. PERFORMANCE METRICS

The performance measures considered in our
experiment are false acceptance rate (FAR), false rejection
rate (FRR), genuine acceptance rate (GAR), genuine rejection
rate (GRR) and equal error rate (EER). The false acceptance
rate (FAR) is the measure of the probability that an
unauthorised user is mistakenly trying to enter the biometric
security system. The FRR is a measure of the probability of
an access attempt made by an authorised user via the
biometric security system being rejected erroneously. The
probability of FAR and FRR being equal is EER. GAR is the
ratio of the number of inputs to the total number of positive
input samples is properly classifiable and GRR is the ratio of
the number of input samples successfully identified as an
imposter to the total number of impostor input samples.

Figure 2: (a) Fingerprint image with minutiae (b) Delaunay
Triangles on the same fingerprint image.

6. RESULTS AND DISCUSSIONS

We compared our proposed method with other similar
existing methods of fingerprint template protection in terms
of EER. The comparison is shown in Table 2.

6.1 Comparison with other models

EER FVC 2002 FVC 2004
DB DB | DB | DB1 | DB2 | DB3
Trivedi et. 1.2 |21 |- - - -
al [34]
Ahmad et 9 6 27 - - -
al. [28]

© 2021, IRJET | ImpactFactor value: 7.529

ISO 9001:2008 Certified Journal | Page 489




’,/ International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 08 Issue: 08 | Aug 2021

www.irjet.net

p-ISSN: 2395-0072

Das etal. 22 137 |- - - -
[29] 7 9

Wang and 35 |4 75 |- - -

Hu [8]

Jin et al. 51 |- - 15.76 | 11.64 | -
[31] 9

Yang et al. 33 |05 |98 |16.51 | 14.88 | -
[30] 6 9

Yang et al. 59 |4 - - - -
[16] 3

Jin et al. 43 |17 |- 24.71 | 21.82 | -
[32] 6 7

Sandhyaet |39 |29 |68 |12.17 | 13.29 | 17.7
al. [18] 6 8 9

Lee et al. 18 |10 |22 | 246 |- -
[33] 2 6

Proposed 1.0 (0.7 |15 | 234 | 313 | 4.68

6.2 Unlinkability

Two distinct templates from the same fingerprint should
not be well matched in order to make the fingerprint
recognition systems a legitimate mark of a single fingerprint.
To assess unlinkability, we randomly chose two different user
keys for two biometric systems. Each fingerprint template
was compared with another template of the same subject.
The two systems showed high degree of unlinkability. This
shows that the proposed template satisfies the condition of
unlinkability.

6.3 Revocability

Biometric revocability means the generation, if necessary,
of a new template from the same biometric sample. If a
fingerprint template is compromised by an attacker, a second
fingerprint template may be generated from the same
fingerprint picture, the template and method for the template
manufacture are considered as being revisable. A new
template may then be produced with a different user key set
of the same fingerprint picture, corresponding to a leaked
User Template, if there is a template data base assaultand the
template is released. If a user template is likely to be harmed
or stolen by our suggested method, a new template may be
created with a newer user key and the same fingerprints
image without the worry that the promised com template is
detected by the attacker. If a new template with a new user
key and the same fingerprint photo are likely to be stolen or
impacted, the enemy can be created without the enemy being
recognized through a promised com template. The prior
template with the attacker does not fit the new template
authentically and there can be no attack. The new templates
and old templates are divided and the template can be
abolished.

6.4 Security

Non-invertibility of cancellable templates assures
that the computational construction of the original

biometrics from the changed template is not possible.
Sandhya et al. assume that the security analysis scenario is
attacked by the adversary attacks [18]. They constructed a
feature set using the Delaunay triangle on three sides. There
are neighboring triangles in the Delaunay triangulation
network. The neighboring triangles therefore are of the same
length with respect to a side line. Finally, the Delaunay
Triangulation Net consisting of tiny points may be recreated
using the feature set. The approximate location of
fingerprints is therefore clear.

7. CONCLUSION

A fingerprint biometric technology that generates a
cancellable template was researched to address several
drawbacks of the conventional token or password
authentication method. In this paper, we presented a
cancellable fingerprint template based on the Delaunay
triangulation net. Our method works exceptionally well for
low-quality fingerprints. On the fingerprint image, detailed
minutiae points are located and extracted. Then, the
cancellable template is generated using Delaunay’s
Triangulation Net and the user-key which is a hexstring. The
FVC 2002 and FVC 2004 database was used to test the
performance of the proposed template. The EER results
demonstrate high efficiency for the suggested template.
Concerns of security and privacy were addressed and one of
these problems is the safety of user templates. The study of
the experiment reveals the strength of the technology
concerning revocability, unlinkability, non-invertibility and
performance.
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