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Abstract - DDoS stands for Distributed Denial of Service.
This type of attacks affects availability of a service like
diminishing performance or downtime of the service. Based on
the protocol it affects, there are mainly two types of attacks
network and application layer attacks. TCP, UDP Flooding, etc
are examples of network layer attacks and HTTP attack is an
example of application layer attack. There are various
prevention and mitigation techniques like rate limiting,
stateful packet inspection, ingress-egress filtering, CAPTCHA
etc all works on countering some specific layer attacks. The
paper outlines the major attacks and prevention defense
techniques employed to counter them.
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1. INTRODUCTION

Service availability is used to measure the how much time
the service is able to run the intended function. It is very
important for any service. DDoS (Distributed Denial of
Service) is an attack where malicious request are sent with
so overwhelming volume that it results in degradation or
outage of the service. [3]

DDoS attacks are very harmful to individuals, service
owners as well as businesses. Daily thousands of attacks
happen all around the world and targets are ISPs, banks and
other organizations majorly. [7]

2. OVERVIEW OF DDOS ATTACKS

2.1. DDoS Motives
The major motives behind DDoS attacks are as below:

1) Financial gains: Few attacks try to exploit the service
to get some monetary gains out of it. [7]

2) Revenge: Personal, professional revenge is also an
observed motive behind DDoS attacks where DDoS attacks
are planned and executed to fulfill the revenge. [7]

3) Ideological differences: Sometimes due to ideological
and political differences some attackers attack on particular
service. [7]

4) Intellectual reasons: The attackers sometimes attack
to prove their potential as an attacker. It is one of the
psychological reasons behind the attack. [7]

5) Cyberwarfare: Sometimes countries or terrorists use
DDoS attacks to adversely affect some other country or
organization. [7]

2.2. Types of DDoS Attack
DDoS attacks are majorly of below two types:

1) Network/transportlayer attacks: This type of attacks
operates on network or transport layers. Flooding attacks
like SYN, UDP, ICMP etc are examples of it.[3][6]

2) Application layer attacks: This type of attacks
operates on application layer of the service. HTTP, DNS
attacks are examples of this attacks. [3][6]

2.3. Examples of DDoS Attacks

1) Smurf Attack: Here attacker uses entire network to
generate very high volume of traffic to down the victim
service. [6]

2) HTTP Flood Attack: In this type of attack overwhelming
HTTP requests are generated to the victim much such that
high computing resources are wasted which makes the
service unavailable. [7]

3) UDP Flood Attack: As UDP services listens on particular
port to serve the requests coming to that port. Here due to
malicious requests to the port server continuously replies
with “ICMP Host Unreachable” packet. It leads to high
wastage of resources and makes the service unresponsive.

[7]

4) SYN Flood Attack: Three way handshaking is a
mechanism where SYN, SYN-ACK and ACK packets packet
sequence is followed to make a TCP connection. In SYN
flooding, spoofed SYN requests are sent to victim service,
service replies with SYN-ACK and as the requests are
spoofed no ACK comes. It leads to half-open connection and
in a short time leads to connection exhaustion and
unavailability of service. [6][7]

3. LITERATURE REVIEW

(I Putu Agus Eka Pratama)[31] In this paper TCP SYN flood
is discussed which is a type of Denial of Service (DoS) attack.
Here, excessive SYN requests are sent and due to spoofing, it
leads to exhaustion of connections. Here SPI (Stateful Packet
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Inspection) method is used to check the packets as it passes
and drop them if they exceed some predefined rate.

(Nipa Patani and Rajan Patel)[32] This paper discusses
prevention of flooding attacks which are type of DdoS
attacks. They are more harful than any other attacks. Here,
CAPTCH (Completely Automated Public Turing test to tell
Computers and Human Apart) is employed to defend
application layer attacks.

(Vidya P N, Dr. Shrinivasa Naika)[35] This paper is
focused on text based CAPTCHA approaches which can
effectively distinguish between bots and human by
representing and taking inputs of annotated text CAPTCHA.
It can restrict automated attacks by making mandatory
CAPTCHA authentication before web application usage.

(Dr. L. Visalatchi, PL. Yazhini)[1] In this paper various
attack types like UDP flood, SYN Flood, ping of death etc are
discussed along with defense techniques like rate limiting,
ingress-egress filtering etc.

(Inzimam Ul Hassan, Amandeep Kaur)[2] This paper
shows various prevention techniques like ingress-egress
filtering, rate limiting, CAPTCHA techniques, Puzzle
technique which can be employed against DDoS attacks.

(Sushmita Chakraborty, Praveen Kumar, Dr. Bhawna
Sinha)[4] In this paper, various terms related to DDoS
attacks are discussed especially in ISP industry context. It
also shows how it affects various industry types.

(Tasnuva Mahjabin, Yang Xiao, Guang Sun and
Wangdong Jiang)[7] This paper elaborates various DDoS
attacks and mitigation approaches. It also studies various
motives behind the attack like economic gain, hostility,
warfare etc. It details attack types like flooding, amplification
attacks etc.

(Deepika Mahajan, Monika Sachdeva)[8] The paper
describes study about various prevention techniques and
defense approaches like ingress-egress filtering, rate
limiting, history based filtering etc.

4. MITIGATION AND DEFENSE TECHNIQUES
4.1. Rate Limiting

Rate limiting is a technique to limit the rate of the packets
with the predefined conditions like source, destination, port
or any combination. All the packets that exceed the rate are
dropped. [1]

4.2. Ingress and Egress Filtering

Ingress and Egress filtering is used to do inbound and
outbound filtering which drops all the packets from unknown
ports in input and output interface respectively. [1]

4.3. CAPTCHA based defense

CAPTCHA stands for Completely Automated Public Turing
Test to tell Computers and Humans Apart which is used to
differentiate between human and boats. Based on that the
boat requests are dropped and such malicious requests
become unable to hamper the service. It is used to defend
application layer DDoS attacks. [2]

4.4. Software puzzle based problem

This is approach similar to CAPTCHA being puzzle as a way to
differentiate between human and bots. Only human can solve
the puzzle and able to proceed further. It can be used to
defend application layer DDoS attacks. [2]

4.4. Blacklisting and Whitelisting

In this technique, blacklisting and whitelisting of ipaddresses
are maintained. When aipaddress is encountered, it is tested
for human or bot. If it is a bot, it gets blacklisted or else it is
whitelisted. [3]

5. CONCLUSION

There are multiple layers on which DDoS attacks affects
different systems like transport layer attacks i.e. TCP, UDP,
ICMP or application layer like HTTP etc. We have different
defense and mitigation techniques as well like rate limiting,
ingress-egress filtering, CAPTCHA based defense but those
techniques works on individual attack and they doesn’t seem
working cohesive and integrative way. So, we need an
integrated and cohesive approach to defend and mitigate
multilayered DDoS attack.
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