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Abstract -A grayscalebased block scrambling image
encryption scheme is presented to enhance the security of
Encryptionthen Compression systems, which are used to
securely transmit images through an untrusted social
channel provider. This scheme is implemented by using the
small sized blocks and a large number of blocks than the
previously used encryption scheme. Due to the use of less
color information (Le. we use the grayscale images) the
encryption can be done securely. The original image has
three color channels (RGB) which decreases the security
against various attacks, such as jigsaw puzzle solver and
bruteforce attacks. These scheme allows the use of color
subsampling, which can improve the compression
performance, although the encrypted images have no color
information. In these scheme we upload the encrypted
images and then download from Social networking sites,
and the results after that is effective for Encryptionthen-
Compression  systems, while maintaining a high
compression performance using advance compression
algorithm

Key Words: image encryption, jigsaw puzzle, EtC system,
JPEG, Grayscale based.

1. INTRODUCTION :

EncryptionthenCompression  systems  with  JPEG
compression have been proposed to be applied to Social
Network Sites and Cloud Photo Storage Services. The
robustness because the of the system cannot be provided
by the color based image encryption scheme against color
subsampling used for JPEG compression because the
encrypted image is fully colored image. To solve these
issue this system is proposed. In these system the gray
scalebased images encryption has been proposed to
encrypt a fullcolor image as a gray scalebased image. The
effect of color subsampling can be avoid by using gray
scalebased image encryption system, The color sub-
sampling operation is not considered in gray scale- based
image encryption system because it is generated from
RGB components. In the colorbased image encryption the
compression performance is decrease strongly due to the
presence of colors. According to, the gray scalebased
image encryption generated from YCbCr components and
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the quantization table for gray scalebased images has been
proposed to provide the better compression performance.
However, the color subsampling operation has not been
considered. In this system we discuss the color
subsampling operation for gray scale based image
encryption. Instead of generating the gray scalebased
image from RGB components, a fullcolor image in RGB
color space is firstly transformed to YCbCr color space.
Hence, color sub- sampling operation can be performed to
generate gray scalebased images. The enhancements of
compression performance and robustness against color
subsampling are evaluated in terms of Rate- Distortion
(RD) curves.

2. LITERATURE SURVEY

Paper 1: Grayscale based block scrambling
encryption for social networking services.

image

Author : Warit Sirichotedumrong, Tatsuya Chuman, Shoko
Imaizumi and HitoshiKiya.

Description : The rapid growth of the Internet and
multimedia systems causes the increment of using images
and video especially in Social Networking Service (SNS).
To securely transmit images through an untrusted channel
provider such as SNS, encryption has to be performed.
There are many encryption schemes which have been
studied for securing anim age . The most secure option is to
fully encrypt the whole image using the famous crypto
systems, such as RSA and AES. However, security is not the
only requirement that crypto systems should satisfy. Low
processing cost and the format compliance have to be
considered for using in many applications. A lot of
perceptual encryption schemes has been proposed to
satisfy the requirements by trading-off the security of
encryption schemes. This paper focuses on encrypting
images before compression process which is called
Encryption-then-Compression  (ETC) systems. For
transmitting the encrypted images over the internet via
many platforms, the format of encrypted image has to be
compatible with the international image compression
standards. The previously proposed ETC This work was

partially supported by Grant-in-Aid for Scientific Re
search(B), No.17H03267, from the Japan Society for the
Promotion Science. Systems is not compatible with with the
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international standards. Consequently, the encryption
schemes for ETC systems with format compliance to
international standards have been proposed. Furthermore,
the security of conventional ETC systems against jigsaw
puzzle and brute force attacks have been discussed and
evaluated. Considering the applicability of ETC systems to
SNS, it has been confirmed that the conventional ETC is
applicable to SNS. However, color components of images
with the conventional scheme can be affected by JPEG
compression. Due to the limitation, the color image must be
split into 16 x 16- blocks. Because of such a situation, this
paper proposes a new encryption scheme to improve
format compliance, robustness against SNS recompression,
and the security against several attacks. The contributions
of this work are: « We propose a new block scrambling
encryption scheme for ETC systems which enhances the
security by dividing the image into smaller block size,
having a large number of blocks, and containing less color
in formation.

Paper 2 : A Survey based on Designing an Efficient Image
Encryption-then-Compression System

Author : Kalyani G. Nimbokar , Milind V.Sarode, Mangesh
M.Ghonge

Description : Firstly we conduct the Image encryption and
then conducted prior to image compression. In this
system how to design a pair of image encryption and
compression algorithms such that compressing encrypted
images can still be efficiently performed. This paper
introduced a highly efficient image encryptionthen
compression (ETC) system which gives a best output in
the form of encrypted image. This image encryption
scheme operated in the prediction error domain which is
able to provide a reasonably high level of security from
different attacks. More notably, the proposed compression
approach applied to encrypted images is only slightly
worse, unencrypted images as inputs. In contrast, most of
the existing ETC solutions induce significant penalty on
the compression efficiency

Paper 3 : Compression Performance of Grayscale- based
Image Encryption for Encryption-then- Compression
Systems.

Author : Warit Sirichotedumrong, Tatsuya Chuman and
Hitoshi Kiya

Description : Multimedia systems and the Internet have
been rapidly growth. A lot of studies on secure, efficient
and flexible communications have been reported. For
securing multimedia data, full encryption with provable
security (like RSA, AES, etc) is the most secure options.

However, many multimedia applications have been
seeking a trade-off in security to enable other
requirements, e.g., low processing demands, retaining
bitstream compliance, and signal processing in the
encrypted domain. To satisfy those requirements, a lot
perceptual image encryption schemes has been proposed.
In order to apply the image encryption to Social Network
Services (SNS) or Cloud Photo Storage Services (CPS),
encryption schemes have to be compatible to international
compressionstandards,suchas]PEG,and alsobeavailable to
be recompressed by the providers because almost SNS and
CPS providers manipulate every uploaded image.
Although, most studies on EtC systems utilize a
proprietary compression scheme which is incompatible
with international standards. Image encryption for EtC
systems have been proposed to provide the compatibility
with international compression standards and availability
of recompression. According to the grayscale-based image
encryption, which is the extension of conventional EtC
systems has been proposed to enhance the robustness
against several attacks such as jigsaw puzzle and brute-
force attacks and also avoid the effect of color sub
sampling carried out by SNS and CPS providers. The
grayscale-based image encryption firstly generates the
grayscale-based image from a full-color image, then the
grayscale-based image is encrypted.

3. RELATED WORK:
A. Block ScramblingBased Image Encryption:

A block scramblingbased image encryption scheme was
proposed for ETC systems in which a user wants to
securely transmit image through different layers via a
Social Networking Service (SNS) provider which is visible
at end of the process, The user does not provide any secret
key K to the SNS provider, The privacy of image may be
shared is under control of the user even when the SNS
provider also recompresses the image . Therefore, the user
can sure about the privacy by him/herself. Noe we
compare the ETC system with CTE systems, In these the
user has to disclose the wunencrypted images to
recompress them. In the system , an image having pixel
size X x Y is firstly divided into non overlapped blocks
with Bx x By; then four block scramblingbased processing
steps are applied to the divided image. The steps required
for performing the image encryption to generate an
encrypted image is asfollows.

Step 1: Divide image having pixel size X x Y into blocks,
each with Bx xBy pixels and permute randomly. The
divided blocks using a random integer generated by a
secret key K1, where K1 is commonly used secret key for
all color components.

Step 2: Rotate and invert randomly each block by using a
random integer generated by a key K2, where K2 is
commonly used secret key for all color components as
well. Step 3: Apply negativepositive transformation to
each block by using a random binary integer generated by a
key K3, where K3 is commonly used secret key for all color
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components.
B. Jigsaw Puzzle Solver Attack:

To assemble encrypted images including inverted,
negativepositive transformed and color component
shuffled blocks extended jigsaw puzzle solvers for block
scramblingbased image encryption have been proposed. It
has been shown that assembling jigsaw puzzles becomes
difficult when the encrypted images are satisfied with
under three conditions

(a) Number of blocks islarge.
(b) (b) Block size issmall.
(¢) (c) Encrypted images include JPEG distortion.

The block size defines the difficulty of assembling
encrypted images . In addition, the most conventional
jigsaw puzzle solvers also utilize color information to
assemble puzzles. Thus, reducing the number of color
channels in each pixel makes assembling encrypted
images much more difficult. The block scrambling scheme
has a higher security level than that of the conventional
ETC scheme, because novel scheme provides a large
number of blocks and the small block size. Other attacking
strategies like known plain text attack (KPA) and chosen -
plain text attack (CPA) should be considered for the
security purpose. The block scramblingbased image
encryption becomes robust against KPA through the
assigning of a different key to each image for the
encryption. In addition, the keys used for the encryption
do not need to be disclosed because the encryption
scheme is not public key cryptography. Therefore, the
encryption can avoid the CPA, unlike public key

cryptography .

TABLE I: Properties of block scrambling-based image
encryption schemes

Effect of color sub-sampling Affected Unaffected

C. Summary of Image Encryption for ETC Systems

The properties of the conventional encryption scheme that
is one such a conventional scheme for ETC systems with
the JPEG standard. The proposed ETC scheme enables to

the use of a smaller block size and a larger number of
blocks which increases both invisibility and security
against several and different attacks. The proposed
scheme include less color information due to the use of
grayscale images for image encryption which makes the
ETC system more robust. The proposed scheme not only
allow us to enhance security against several attacks but
also to avoid the effect of color subsampling.
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4. PROPOSED SYSTEM :

To proposed a novel image encryption scheme using
Blowfish encryption algorithm that enhances the security
of EtC systems for JPEG images.

To use DCT Algorithm for Compression. To provide security
using encryption

s. MATHEMATICAL MODEL :

Let us consider S as a system for Encryption Compression

scheme conversation proposed system

Color channel RGB Grayscale

Minimum  block | 16 x 16 8 x8 5=

size . .

Image size XxY IxXxY INPUT: Identify the inputs

Number of blocks | n* 3n F= f1, 2, f3 ..., FN— F as set of functions to execute

Robustness Robust More robust commands.

against jigsaw

puzzle solver

attacks =11, i2, i3—1I sets of inputs to the function set
0=01,02,03.—0Setofoutputs fromthe functionsets, S=1, F,
0
I = upload Image
O = Output i.e. encryption and compression F = Functions
implementedtogettheoutput Space Complexity:
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The space complexity depends on Presentation and
visualization of discovered patterns. More the storage of
data more is the space complexity.

Time Complexity:
Check No. of patterns available in the datasets=n

If (n(1)) then retrieving of information can be time
consuming. So the time complexity of this algorithm is O
(n"n).

Failures and Success conditions. Failures:

1. Huge database can lead to more time consumption to get
the information.

2.Hardware failure.
3. Software failure. Success:

1. Search the required information from available in
Datasets.

2.User gets result very fastaccording to their needs.

©. CONCLUSION :

This paper considered color sub-sampling operation on
the grayscale-based image encryption for EtC systems.
Firstly, the scenario and requirements of the image
encryption were described. Moreover, we proposed to
generate the grayscale based image from the luminance
and sub-sampled chrominance components. A lot of
images were compressed with 4:4:4 and 4:2:0 color sub-
sampling ratio and decompressed to evaluate the
compression performance and the robustness against
color sub-sampling. The results proved that considering
color sub-sampling operation to the grayscale-based
image encryption does not affect the compression
performance and also provides the robustness against
color sub-sampling.
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