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Abstract - The application’s main aim is to detect chatbots
from a given chat. For this the various patterns in chatbots
that are observed were studied. The research helped in
deciding what patterns are to be observed in order to
implement the chatbot detection features. It was found that
many of the features can be implemented passively like the
time based and size-based methods. Other features like the text
classifier can be implemented by training a model. Various
graphical tools can be implemented to analyze the efficiency of
the system and the help the end users take a decision.
Sentiment of the text will also be analyzed to get an insight
and classify the texts. It can be used by various chat room
administrators and sites to detect if there are any chatbots
present on their website. It will help them in saving the
resources from chatbots. E-commerce websites can prevent
their resources being used up by chatbots by detecting them
and thus directing their resources to real clients.
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1. INTRODUCTION

In the era of Digital marketing where companies try to use
different methods to reach to the customers and provide
services. One such method which is becoming popular in
recent times is a chatbot. Chatbot helps the company to
provide services without any human assistance. The demand
of chatbot has led to increase in frauds done with the help of
chatbot. Therefore, it is the need to bust such chatbot.
Distributed messaging services are facing the growing
problem of “chatbots”. But this problem can be tackled by
studying the behavioral patterns (e.g., message size, inter-
message delays) can be used to passively distinguish
between humans and chatbots. By utilizing certain methods
this “chatbots” can be separate from people. To tackle these
problems the project should be able to determine the
difference between a chatbot and a human by observing the
various patterns it observes it in the text communication
between them. In order to achieve this, the text will be
processed and then analysed by various methods and the
output will be presented to the user. A text classifier will be
used to classify the text based on topic, aspect and relevance
in one of the methods. The text classifier is based on the
Monkey Learn API that will be used to integrate it using
python. The GUI will be based on Tkinter. Also, a Sentiment
Analysis will be done on the given text which will tell us the
sentiment of the given text.

2. SYSTEM DESIGN

The objective is to develop a system that accepts a
conversation exported from popular messaging apps and
then processitto find if one of the people in the conversation
is a Chat Bot and returns the same to the user. The system
uses the various methods of Chat Bot Detection like message
size, time-based methods as well as text classifiers to tell if it
is Chat Bot or not. It also tells us the Sentiment of the given
text. To develop a system that is capable of distinguishing
between a chatbot and a human. To implement the various
methods of chatbot classification. To make an accurate model
for chat classification. To detect the current Sentiment.
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Fig -1: Flow Chart
3. IMPLEMENTATION

The Application is developed wusing python
implementation involves certain steps. A GUl is developed for
the main menu.The menu contains several options through
which one can determine that the person is a chatbot or not.

Chat file which is in ".txt" format is given as input to the
application along with the name of both the persons in the
conversation is given as input. Various methods that are
available are by Inter Message Delay, Size Method and Text
Classifier and one add on feature of sentiment analysis. A
Captcha system is deployed to prevent basic chatbots.
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Captcha App
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Fig -2: Main Menu of Application
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[07/04/20, 2:27:28 PM] NoBroker.com: Messages to this chat and calls are now secured with end

i
[07/04/20, 2:27:28 PM] NoBroker.com: This chat is with the official business account of *Nas:rl

!
|| 107/04/20, 2:27:28 BM] NoBroker.com: Thanks for opting in to receive updates from NoBroker onj

107/04/20, 2:28:00 PM) NoBroker.com: Hi Kshitij, Call Sudhir (owner) at +919967722465 for a by

[07/04/20, 2:28:02 PM] Kshitij Waghmare: 3 |

[07/04/20, 8:57:07 PM] NoBroker.com: Hello! Welcome to NoBroker WhatsApp chat. If you have a |

[07/04/20, 8:57:10 BM] Kshitij Waghmare: checking

Fig -3: View Chat Option

This option enables to see the conversation.
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Chat Bot Detection By Size Method

User Message Statistics

of User I is 4.949747468305833

Average of User Messages is 4.5

The Total Length of User Message is 9

Bot Message Statistics

Standard Deviation of Bot Messages is 73.176498959707
Average of Bot Messages is 112.6

The Total Length of Bot Message is 563

By Message Size method the given chat might be a Chat Bot
The Accuracy of the System is 97.94974746830583%

Graphical Insights

Fig -4: Chatbot detection by Size method

ChatBot Detection by Size Method
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Fig -5: Graphical View of Size Method

From Fig. 4 and Fig. 5 itis seen that average message sizes of
a bot is generally higher as compared to normal human
counterpart.
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| Chat Bot Detection By Time Method

User Chat
Standard Deviation Inter Message Delay of User Messages is 16509.529127143513

Average Inter Message Delay of User Messages is 11674.0

The Total Inter Message Delay of User Message is 23348.0

Bot Message Statistics

Standard Deviation Inter Message Delay of Bot Messages is 10437.527302958302
Average Inter Message Delay of Bot Messages is 4675.8

The Total Inter Message Delay of Bot Message is 23379.0

By Time method the given chat might be a Chat Bot
The Accuracy of the System is 78.0%

Graphical Insights

Fig -6: Chatbot Detection by Time Method
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ChatBot Detection by Time Method
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Fig -7: Graphical View of Time Method

It is clearly seen that the inter message delays of the bot is
lower as compared to humans

O

According to Text Classfier the given text: NoBroker.com: Messages to this chat and calls are now secured with end-to-end encryption. NoBi
is classified as a ChatBot with accuracy of 100.0%

According to Text Classfier the given text: NoBroker.com: This chat is with the official business account of “NoBroker.com”.

is classified as a ChatBot with accuracy of 100.0%

According to Text Classfier the given text: NoBroker.com: Thanks for opting in to receive updates from NoBroker on WhatsApp. In case you
is classified as a2 ChatBot with accuracy of 100.0%

According to Text Classfier the given text: NoBroker.com: Hi Kshiti,
is classified as a Human with accuracy of 11.799939999999999%

According to Text Classfier the given text: Kshitij Waghmare: 3
is classified as 2 Human with accuracy of 100.0%

According to Text Classfier the given text: NoBroker.com: Hello! Welcome to NoBroker WhatsApp chat. If you have a query that is not suppo|
is classified as a ChatBot with accuracy of 100.0%

According to Text Classfier the given text: Kshitij Waghmare: checking
is classified as a Human with accuracy of 42.699939999999996%

Fig -8: Analysis using Text Classifier

A model will be constructed that will classify text based on
topic, relevance
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.com : to this chat and calls are now secured with end-to-end encryption. Noj
[NoBroker.com : This chat is with the official account of ™ com”. (

||NoBzoker.com : Thanks for opting in to receive updates from NoBroker on WhatsApp. In case you|
NoBroker.com : Hi Kshitij, Call Sudhir (owner) at +919967722465 for a brokerage free 1 BHK Fol

Rshitij W 3¢ is (Neutral))

NoBroker.com : Hello! Welcome to NoBroker WhatsApp chat. If you have a query that is not supp‘;

[Kshitij Waghmare : checking (Sentiment is (Neutral))

Fig -9: Sentiment Analysis

Enter Captcha
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Fig -10: Captcha
The captcha is deployed at the beginning of the application
4. COMPARISON

As discussed in the research paper below is the Potential
Chatbot Detector Visualization [1].

harry5317 (12:23:45 PM): so where do you live?
sally614 (12:23:57 PM): I'm from New York. what
about you?

harry5317 (12:24:01 PM): New York is great.
harry5317 (12:24:03 PM): I'm from San
Jose...you cant beat the weather here.

sally614 (12:24:20 PM): you said you have 2
kids?

harry5317 (12:24:31 PM): yes, two sons, tom
and jerry. They love soccer.

r/\/m/—\,_wwwd count deviation
moving average
BOT HUMAN

SEND|

Fig -11: Potential Chatbot Detector Visualization

Based on the visualization below is the result of the output
for the same chat by using our system that is based on this
visualization.
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[22/02/21, 12:23:45 PM] Harry: So, where do you live?

[22/02/21, 12:23:57 PM] Sally: I'm from New York.what about you?

[23/02/21, 12:24:01 PM] Harry: New York is great.

[23/02/21, 12:24:43 PM] Harry: I'm from San Jose... you cant beat the weather here.
[23/02/21, 12:24:20 PM] Sally: you said you have 2 kids?

[23/02/21, 12:24:31 PM] Harry: yes,two sons, tom and jerry. They love soccer.

Fig -12: Chatbot Detector Implementation

¢

Chat Bot Detection By Size Method

User Message Statistics
Standard Deviation of User Messages is 5.656854249492381
Average of User Messages is 19

| The Total Length of User Message is 38

Bot Message Statistics

of Bot is 17.0

Average of Bot Messages is 37.5

| The Total Length of Bot Message is 150

By Message Size method the given chat might be a Chat Bot
The Accuracy of the System is 71.65685424949238%

Graphical Insights

Fig -13: Chatbot Detector Implementation

ChatBot Detection by Size Method
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Fig -14: Chatbot Detector Implementation
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Chat Bot Detection By Time Method

User Chat

ion Inter Delay of User N is 61110,
Average Inter Message Delay of User Messages is 43211.5

The Total Inter Message Delay of User Message is 86423.0

Bot Message Statistics

Inter M Delay of Bot is 43203.006203272475
Average Inter Message Delay of Bot Messages is 21611.5

The Total Inter Message Delay of Bot Message is 86446.0

By Time method the given chat might be a Chat Bot

The Accuracy of the System is 83.0%

Graphical Insights

Fig -15: Chatbot Detector Implementation

ChatBot Detection by Time Method
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Fig -16: Chatbot Detector Implementation

As can been seen based on the qualities defined the
appropriate output was provided.

5. CONCLUSION

Chatbot Detection system can be used by many firms and
employees. Implementation of passive and active chatbot
detection methods would potentially allow chat room
creators and administrators to observe, detect, and remove
bots without unduly interfering with the non-malicious
communications taking place. The discussed detection
methods might also be used by chat room security
administrators for detecting and removing bots from their
systems.
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