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Abstract - Malware protection is a must in all aspects of digital life, whether it be PCs, mobile devices or the cloud. Since a cloud
service typically hosts data and processes of a great number of citizens, enterprises and even government agencies, its security
becomes even more critical and important. Many a times, these services are compromised by uploading a malicious file, which acts
as a backdoor or ransomware, via an authorized client of the cloud service. If any attacker manages to pull it off, the results can be
disastrous. In this project, we have tried to address this issue by developing an intermediate security service that will scan, detect
and remove all kinds of malicious files during transit itself, before it reaches its destination in the cloud. The main focus of this
project will be cloud storage services. It will basically be a platform, just like a cloud service where all cloud providers can subscribe
to the service and place the intermediate malware scanning servers before their own cloud infrastructure, this way every file on its
way to their service will have to go through the intermediate malware scanning service, resulting in better security of the cloud
infrastructure. This service can also be deployed between multi cloud servers to ensure that malwares don’t propagate from one
cloud network to another.
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1. INTRODUCTION

Cloud computing is the most trending technology in the information technology industry today. The pay-as-you-go policy of
cloud providers has reduced the cost of managing IT infrastructure to minimum. New startups and also well-established
multinational corporations rely on the cloud for managing their IT infrastructure.

Though cloud providers provide many services, ranging from simple storage to serverless computing and even Al building
services, the storage services are the ones used the most [1]. These storage services host several petabytes of data of
companies, government agencies, NGOs etc. A considerable amount of this data can be said to be confidential and critical to the
functioning of these organizations.

The tremendous amount of data of various organizations in the cloud needs protection. But since security in the cloud is a
shared responsibility [2], many a times mishaps occur in the form of cyber-attacks and data breaches [3]. Even though a cloud
provider might secure their infrastructure to the best of their capability, it is well known in the information security industry
that 100% security is a myth. A vulnerability in one of the components used in running the cloud can compromise the whole
infrastructure.

Average cost of data breaches in the year 2019 was $3.86 million [4]. Thus, it is not at all advisable for cloud providers to take
cloud security lightly.

One of the most well-known cyberattacks on cloud infrastructure is a malware attack. Once a malware somehow manages to
enter a cloud service, the cloud service is at the mercy of the said malware. These malwares can even be ransomwares, which
upon infecting the system encrypt all files on the system and demand payment of a hefty amount in exchange of a decryption
key [5].

These malware threats on cloud infrastructure bring to light the need for a system to prevent infection of cloud infrastructure.
Since, the service most affected and vulnerable to this attack is the cloud storage service, our solution would be primarily
focusing on this service.
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2. LITERATURE SURVEY

Cloud Security and Protection being a critical activity that intends to avoid or prevent disruption of cloud services has a
massive research and innovation under development. Much of this work has been presented at various international
conferences of various organizations and societies, published in numerous journals and also published as patents as well. A
considerable amount of these works focus on zero-day exploits using malwares [6], ranging from process code injection, file
upload to cryptojacking. One of the solutions that have been proposed in these conferences and journals is having an
intermediate server in-between the clients and the cloud storage [7]. There have also been proposed solutions that put the
intermediate servers in-between multi cloud servers [8], if a particular network employs services from more than one cloud
service provider, in order to prevent the malware infection from spreading to others parts of organization IT infrastructure via
monitoring. Some of these solutions also apply multi-layer protection [9] where files and traffic are scanned for malwares. A
few of the patents have also been filed across the nations, the most notable being ransomware detection and protection in
content delivery networks and cloud file storages [10], though each of them seemed to be using their own detection
methodologies and their own proprietary algorithms and programs for detection and prevention of a ransomware attack [11].

3. PROPOSED SYSTEM

The system we are proposing for the protection of cloud storage services is a cloud service itself, one might even term it as
Security-as-a-Service [12]. The idea is to put a server in front of the cloud storage service so that all files pass through the

server before being stored in the cloud storage.
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Figure 1: Flowchart of Proposed System
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The steps for the process are as follows:

i Start

ii. Select a file to upload, the file can be uploaded via web, desktop or mobile clients.

iii. Click Upload to begin the uploading process.

iv. The file arrives at the intermediate server.

V. The file is scanned by several scanners provided by their respective vendors.

vi. The percentage of scanners flagging the file as malicious/suspicious is calculated.

vii. If even one of the scanners flags the file as “Malicious”, the file is deleted and an error saying “Malicious file
detected” is returned.

viii. If the percentage of scanners flagging the file is “Suspicious” is more than 50% and none of them flags it as

“Malicious”, itis putin quarantine in the server itself and the support team is notified by an email to verify the
file to be malicious. The users are returned a notification saying “File might be a Potential Threat”.

ix. If all scanners flag the file as “Safe”, the file is forwarded to the cloud storage service and the users are
returned the notification saying “Upload Successful”.
X. Stop.

This system ensures greater probability in detection of malware and securing the cloud storage services. Since the systemisa
cloud service, it is more affordable and doesn’t require onsite installation at datacenters.

To connect the security service to a cloud storage service, one just has to access our web platform that provides the control
panel for our security service and connect it to their own cloud storage service. Our security service connects to the cloud
storage service via software defined network, ensuring fastest possible communication between the two services [13]. In case
of heavy data traffic, our systems are able to scale out to meet the heavy traffic demand. This ensures that multiple end users
can upload their files simultaneously and the storage providers can still rest assured that their infrastructure is secure.

A report of all the malwares detected and files uploaded is shared with the storage providers fortnightly. In case a storage
provider finds that a file detected as malware is actually harmless or a file deemed to be safe is actually a malware, the provider
can raise a ticket on our platform for resolution of the issue. If the issue is found to be valid, our database is updated
accordingly to improve our detection capabilities and filter out false positives.

The monitoring servers are setup with a cron job that audits the server regularly for any unnecessarily open ports or
unrecognized connections that might have turned up due to the servers being affected themselves by malware or any other
reason. Regular auditing by a cron job and the subsequent alert sent to the security team ensures the security of our platform,
which in turn ensures the security of the infrastructure owned by storage providers.

Thus, we have removed the drawbacks of the current security services used for cloud storage services that have been explained
in the previous section.

4, IMPLEMENTATION OF THE SOLUTION
4.1 Frontend

The frontend of our solution is a web application for registration of the vendors that would be using our solution for protection
of their cloud storage service, and also for management of the service they have signed up for.

Once signed up, they can log into their dashboard and connect or disconnect our proxy servers from their storage buckets. The
option is given via a button on the screen to connect their bucket to our server. The next page that opens up on pressing the
button asks for the bucket URL. On pressing the Submit button, a set of credentials (a user ID and password) are generated that
the vendor can use for the storage service clients like Digiboxx app, Google Drive app, Mega app etc for authentication with our
server, in order to allow the server to accept the files from the cloud storage client. The URL of our protection server is
displayed to the client as well. These details can be used by the vendor to enable authentication from their cloud storage client
on our server for smooth functioning of operations.
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4.2 Backend

With the smooth experience provided to the vendors, there also comes the complexity of all the processes running in the
backend ensuring the experience.
a. Authentication:
We are using simple email and password authentication. The vendor enters the email and password, our web
application checks whether the vendor exists and verifies the password from our vendor database, upon which the
vendor is successfully authenticated and given access to their dashboard.
In case of an authentication request from a cloud storage client, the credentials are verified by our database service,
namely MySQL, and the file being uploaded is accepted in the vendor’s database.
b. Generation of Credentials:
When the vendor signs up for our protection service, a user ID and password is generated for their applications to use,
so that the vendor’s storage service client can authenticate themselves. In addition, a table is created in the web
application database for handling of files to be scanned for malware.
c. Scanning for Malware:
When a file is uploaded by the cloud storage client, it goes to the vendor’s table in the database. A program detects the
addition of the new record and forwards the uploaded file for scanning to multiple antivirus and antimalware
providers via their APIs and waits for response. On receiving the response, the response is recorded in the table.
From the responses received, the response that is in majority is generally taken to be the correct one.
Let’s look at the algorithm a bit in detail.

I. Start

ii. Select a file to upload, the file can be uploaded via web, desktop or mobile clients.

ii. Click Upload to begin the uploading process.

iv. The file arrives at the intermediate server.

V. The file is scanned by several scanners provided by their respective providers.

Vi. The percentage of scanners flagging the file as malicious/suspicious is calculated.

vii. If even one of the scanners flags the file as “Malicious”, the file is deleted and an error saying “Malicious file
detected” is returned and the same is noted in the table in the database.

viii. If more than 50% scanners flag the file as “Suspicious” or “Potentially Harmful”, the file is deleted and an
error saying “Malicious file detected” is returned.

ix. If the percentage of scanners flagging the file is “Suspicious” is lower than 50% and none of them flags it as

“Malicious”, itis putin quarantine in the server itself and the support team is intimated by an email to verify
the file to be malicious. The users are returned a notification saying “File might be a Potential Threat”.

X. If all scanners flag the file as “Safe”, the file is forwarded to the cloud storage bucket and the users are
returned the notification saying “Upload Successful”.
Xi. Stop.

d. Quarantine:
When a file needs to be quarantined, it is moved from its original location to a hidden location within the server, so
that the team can take a look later and verify whether it is a malicious file or not.

5. COMPARATIVE STUDY

Features Existing Systems Proposed System

Architecture Utilizes Intermediate Servers Utilizes Intermediate Servers

Detection methodology Signature verification or Several detection tools are
reverse connection activity of used from various vendors,
malware based on datasets some utilizing signature
provided by vendor’s own verification and others their
threat intelligence platform own various approaches
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Handling malware Deletion of the carrier files Deletion of the carrier files
along with malware along with malware

Approach Definitive approach, it is Probabilistic approach, a file is
determined for certain by a determined to be malicious
vendor whether a file is based on results given by
malicious several antimalware solutions

Accessibility The systems need to be The cloud storage service can
installed by the cloud storage be connected to our
providers on their own, at intermediate security service
times it is really costly anytime, since it is a cloud

service itself

6. RESULTS

We compared the efficiency of our solution with the current antivirus providers with the latest definitions. The rate of
detection of malware is as shown in Graph 1, where, “Server” refers to our intermediate server.

Since our solution employs multiple antivirus engines for scanning malware, few of which are part of the comparison, the rate
of detection of our solution is same as that of the antivirus engine with the greatest rate of detection.
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Chart 1: Rate of Detection of various Antivirus Providers
7. CONCLUSION
The system is more efficient and employs a probabilistic mechanism for detection of malware. This system is an integration of

various scanners on an intermediate server that acts as an intermediate security service for the cloud storage service. This
service is cheap, easily accessible and enables integration with the cloud storage services without heavy spending on hardware.
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In further future work, we plan to expand this service to other kinds of cloud services and also employ advanced strategies for
improvement in efficiency of this system
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