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Abstract - A phishing attempt is a fraudulent email or 
website that tricks you into giving out personal information 
like passwords, usernames, and credit/debit card details. The 
phishing site will appear just as legitimate sites do but instead 
directs the user to a page where they are asked for their 
sensitive info. There's no way of telling which pages on the web 
aren't legit until it’s too late so make sure your browser has 
anti-phishing features. Our method predicts the phishing 
attacks by identifying certain features and also gives a 
maximum accuracy. This method is used to detect phishing site 
URLs that have these specific characteristics, which we 
identified in order to keep up with our times. Our system 
accurately predicts URL based phishing attacks while also 
being able to protect the user's identity. There are many tools 
and algorithms that can help in making decisions, predictions, 
etc., one of which is machine learning. The algorithm allows 
for better decision-making with less risk than other 
alternatives such as prediction markets or expert systems 
because it creates a model from historical data without bias 
on what will happen next - this makes outcomes more 
accurate overall. Our system is designed to detect phishing 
attacks by using different machine learning algorithms. One of 
the methods being used, a hybrid algorithm approach 
combining multiple other ML algorithms increases accuracy 
and detection rates while still maintaining its simplicity as 
compared with more complex models. 
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1. INTRODUCTION  
 
Don't fall for phishing scams! Phishers use a technique called 
'phishing' to make it appear as if they're coming from the 
original source. They imitate all of the characteristics and 
features of an email, so that you think this message has come 
from your bank or another trusted company but in reality, 
these emails are trying to get malicious links clicked on by 
tricking users into visiting their website. Remember - never 
click on any suspicious looking link found in emails unless 
you know who sent them. Phishing websites are a popular 
way for hackers to steal personal information. These 
phishers create convincing copies of real company's website 
and use alarming messages or validation requests in order to 
get people's private data, which they can then misuse. 
Phishing is often done with the goal of obtaining sensitive 
information such as account numbers, credit card and 
banking details. Phishers make their websites look 

legitimate to ensure that unsuspecting users will choose it 
over other options like Google or Yahoo! The user's input 
closely resembles what they see on a standard website 
window so there are no clues indicating this site could be 
dangerous. Users don't realize these sites aren't actually 
from well-known companies until after submitting personal 
data about themselves which then goes into the hands of 
criminals who use them for malicious purposes including 
identity theft, phishing scams and more. [8]. Phishing is a 
type of cybercrime, where attackers try to gain access to 
your valuable data using email phishing. Phishers often use 
less cost and effort than other types of hackers because they 
are after the more precious information that you have on 
these emails. And this leads down various paths - from 
malware infections all the way up to identity theft or loss of 
personal data. The data which attackers want are password, 
OTP, credit/ debit card numbers CVV. These criminals also 
gather information that can give them access to social media 
accounts and email addresses. [3]  
 
Phishing is a big problem for businesses. One way to detect 
phishers' tricks and traps before we go in too deep, so that 
our company doesn't get any of the information they're 
trying to steal from us, is through using software or 
approaches with algorithms. These are used at academic as 
well as commercial levels - let's take an example: 
 
- While malignant URLs have many features, which separate 
them from regular URLs like lengthiness of name and 
confusing web address (URL), where on one hand it can be 
very long & difficult to read but also look legitimate while 
being quite hard for humans not trained in this area to spot 
differences & tell if something looks off; on the other end 
there might be shorter names. They use IP address rather 
than domain name. They also use a shorter domain name 
which is not close to original name. 
 
We can use the labelled data in the training phase which 
there are samples of a legitimate domain and phishing area 
to be able to improve detection accuracy. We should only use 
websites whose classes are known, which means that we 
label as phishing those pages whom we know were detected 
as phishing and legitimate URLs will be classified as such. 
There are many types of algorithms, each has their own way 
of working. The existing systems uses one machine learning 
algorithm to detect illegitimate website. The current 
algorithm is not as accurate as we would hope given how 
important this topic is to us all. This approach isn't 
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improving prediction accurateness enough. Individual 
algorithms are not as accurate in detecting phishing websites 
so a new approach is required which is by using Hybrid 
algorithm. 
 

2. LITERATURE SURVEY 
 
In this section, we will learn about the different classifiers 
used to predict phishing with the help of machine learning 
algorithms. We will also discuss our proposed approach to 
detect a phishing website - so you don't get scammed. In the 
next section we will explain our proposed system. 
 

2.1 Machine Learning Algorithms and Methods to 
Detect the Phishing Website 
 
If you have been made a victim of phishing, it might be 
difficult for some to identify the malicious websites. Machine 
learning has helped in many areas such as email and website 
detection but there is still room for improvement with other 
methods like malware or SMS text messages. Our focus is on 
detecting website phishing (URL). Using Hybrid Algorithm, 
we combine different algorithms to give better prediction 
and accuracy. There are different applications for data 
analysis in general, we cannot say which algorithm is better 
or worse. Tree classifiers have been around for a long time, 
but they don't work well with the vast amount of data we 
generate today. Here are some solutions that could make this 
old classification method more effective. [5] 
 
Naive Bayes Classifier:  This classification technique is also 
called a Generative Learning Model. The outcome of the 
classifier here relies on Bayes' theorem, which assumes that 
there are independent predictors for each instance and 
features within these instances do not affect one another's 
likelihood to be true or false. In simple words, this means 
that regardless of whether certain traits exist in an 
object/individual- it will still have the same probability as 
any other trait existing without taking into account all 
related properties at once because they're assumed to be 
unrelated. When each feature in a dataset interacts with 
another or is dependent on other features, it is considered as 
independent contributions to the probability of an event 
happening. Naïve Bayes can classify large datasets and is 
easy to use.[14] 
 
Random Forest: Random forest operates similarly to the 
combined learning method of classification, like regression 
and other tasks. It is done by building a group of decision 
trees at training data level during output for individual 
classes or prediction in regression mode. Random forest 
accuracy for decision trees practice of overfitting the training 
data set. [8][14]  

Support vector machine (SVM):  SVM comes under the 
category of supervised learning and is easy to use. It can be 
used for both classification and regression applications, but 
it's more famous as a tool in classifications. . In this algorithm 

each point which is a data item is plotted in a dimensional 
space, this space is also known as n dimensional plane, where 
the ‘n’ represents the number of features of the data. The 
classification is done based on the differentiation in the 
classes, these classes are data set points present in different 
planes. 

XGBoost: XGBoost has been recently discovered by 
researchers and it is proving to be very useful for machine 
learning classification. Its fast execution of boosted decision 
trees makes its performance better than most other 
algorithms on the market today. The output model improves 
the performance of models and also speeds up computation. 
[21] 

Once the model is trained it's important to evaluate and 
validate your classifier so you can be sure that it will work. 
We've seen all advantages and disadvantages of each type. 
Hence we recommend to use more than one algorithm that is, 
if you can get two good ones. You should try combining them 
so they complement each other's strengths and weaknesses. 
This will make your predictions stronger because the models 
are checking for different things when making a prediction. If 
possible, this combination could go beyond just using Naive 
Bayes or Random Forest (both excellent algorithms), by 
adding another algorithm into the mix who has 
complementary qualities with both aforementioned 
algorithms- take care not to overwhelm yourself though; start 
small. After the processing is done by the algorithms the 
result is generated and the website classifies as phishing 
website or a legitimate website. 

Fig -1: Stacking Technique Design 
 

Stacking: Stacking is a technique that combines multiple 
classification models and provides a better output. This 
means that there are multiple different learners and these 
learners gives us an output. The learners at stage 1 are called 
Base Learners. The output of Base Learners (Intermediate 
prediction) is then given to a Meta Learner. Meta learner then 
identifies the mistakes of the base learner and then finally 
makes a prediction that is our final output. In our case, the 
base learners are Naïve Bayes and SVM and the Meta learner 
is the Random Forest algorithm. 
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2.2 Machine Learning Algorithms and Methods to 
Detect the Phishing Website 
 

 
Fig -2: Algorithms Comparison 

 

2.3 Proposed System 
 
We feed our dataset that contains phishing and legitimate 
URLs to the system which then pre-processes the data so that 
it can be analyzed. The features have around 30 
characteristics of phish websites, each with their own set 
attributes and values that are defined for them. We extract 
the features from the URL and identify input range values. 
These values identify the risk level assigned to each phishing 
website, providing an accurate representation of how 
dangerous it maybe. The output for each input is a range of 
numbers between 0-100. If the attribute has been 
successfully phished or not, this will be represented with 
binary code on whether it was present as no 1 and no 0 which 
indicates its presence or absence respectively. 
 
After the features are extracted and the values are assigned to 
it, we apply appropriate machine learning algorithm to it. The 
algorithms will be explained in more detail later on but are 
already discussed at length before now. We use a hybrid 
classification, combining two classifiers, Naive Bayes and 
Random forest to predict an accurate detection for phishing 
URLs. This method of testing data is called a hybrid approach, 
in this process we recommend using the combination of two 
classifiers. We will then test our output and evaluate how 
accurate it was against previous systems. 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

      
Fig -3: Proposed Architecture 

 
The training phase is extremely important because it 
provides a chance to not only label data samples, but also 
practice classifying them. Labelled data can be used in this 
stage of the process and will help with classification by 
utilizing its sample phish area and legitimate area. We should 
use samples whose classes are known to us, which means we 
will only give our labelling of phishing and legitimate URL 
during this process. The dataset to be used must actually 
consist of these features. There are many different types of 
algorithms, each having its own way of working. So, it’s 
important to understand the requirements that every 
individual algorithm comes with. Since each algorithm has 
some disadvantages, it is not recommended to use individual 
algorithm in order to classify phishing websites because this 
would be more time consuming as well as costly. [10] 
 

3. CONCLUSION 
 
We have learned that phishing attacks are very dangerous 
and it is important for us to detect them and be safe. As if the 
user's personal information can be leaked through these 
websites, we need more of an effort put into this problem in 
order to stop anything from happening further down the 
line. One easy solution would involve any machine learning 
algorithm with general classifiers as they could help monitor 
those sites much better than before-hand; whereas before 
not many people were really looking at what was going on 
there anyways so now you're able find out everything about 
someone just by clicking around online. There exist 
classifiers which gives us good prediction rate of phishing 
attacks. However, after our survey and research we've found 
that it would be better to use hybrid approach for predicting 
these types of websites in order to further improve accuracy 
rates on their predictions. After our survey, we have seen 
that the existing systems gives less accuracy because of using 
single machine learning algorithms. So, we propose a new 
method that uses URL based features and we generate 
classifiers through several machine learning algorithms. We 
have found that our system provides us with 70.18% 
accuracy for Naïve Bayes algorithm, 89.44% accuracy for 
Random Forest algorithm and finally 91.43% of accuracy 
when using Hybrid algorithm. Hence, we can conclude by 
saying that Hybrid algorithm is recommended while 
detecting phishing attacks because of its high accuracy. Our 
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approach is also much secure as it detects previous and new 
phishing websites. 
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