‘// International Research Journal of Engineering and Technology (IRJET)

JET Volume: 08 Issue: 12 | Dec 2021

www.irjet.net

e-ISSN: 2395-0056
p-ISSN: 2395-0072

Industrial Automation Integrated with Internet of Things - A Technical
Review

R. Deepak Suresh Kumar?, Justin Joseph?, Janani Kavi Priya V.S2, Venkatesan. BZ, Sreenivas.S?,
Praveen Raj.R2

1Assistant Professor of Mechanical Department, Chennai Institute of Technology-600069, India
2Student of Mechanical Department, Chennai Institute of Technology-600069, India

Abstract - The extreme advancement of the web into an
organization of interconnected articles that establish a keen
climate is described by the term Internet of Things (IoT).
Industrial automation becomes mandatory in the modern-day
to meet the different global challenges like increase in
productivity, enhanced product quality, compatible prices,
fool-proof product delivery in time, etc. Industry 4.0 is used
correspondingly with the fourth mechanical disturbance and
addresses one more stage in the affiliation and control of the
cutting-edge worth chain. Computerized genuine systems
structure the reason of Industry 4.0. The Internet has an
enormous change the corporate industry and individual lives
and kept doing as such. IoT turns into an establishment for
interfacing things, sensors, actuators, and other keen
innovations. Our aim is to examine the effect of arising
Internet of Things (IoT) in current assembling. To meet the
above-mentioned requirement different new technologies
emerging into industries such as service capsulation and
visualization access of manufacturing resources for cloud
manufacturing. These technologies can be made possible with
proper utilization of the sensor and its configuration, present
time manufacturing information, and service encapsulation. In
this article, a detailed review of Industrial Automation based
on loT technology such as factory 4.0 implementation and the
existing industrial scenario is discussed in detail. Here, the
consequence of which the innovation makes everything rich,
easy, comfortable with high security.

Key Words: Cloud, Data encapsulation, Industrial
automation, Internet of things, Manufacturing industry,
Enterprise modelling, enterprise systems.

1.INTRODUCTION

In this fast-advancing world, the changes are tremendous.
Every place on the globe has access to data and information.
These transformations are made within these two decades,
where all came to know the taste of the internet. This
cyberspace is not only meant to connect diverse individuals
all around not just for communication, fun, entertainment,
etc. here comes the great implementation of cyberspace
within the types of machinery in the industries. Butitis been
a bit complex initially but later this became the trend among
all the industries. This was the introduction of the term
“Internet of Things” were been commonly known as “IOT”".
This application of IoT has become mandatory nowadays
cause of the great purpose it serves. Let the [oT is used to
connect all the electrical devices and a lot of sensors through

several wired and wireless connection. Though it gets
connected through the internet it requires the basic skill of
controlling, checking the signal, operating, etc. all the
solutions implemented using this [oT are not been fully easy,
it has its defeats utilizing security bases, networking, data
storage. Let the evolution outgrowths into the
implementation of [oT in automation as “Industrial Internet
of Things” as IIOT. It is nothing but the inter-linkage of
several sensors, instruments, machines networked together
in an industrialized setup. Here the connectivity helps
mainly in the access for remote places and supervising but it
mainly permits for the data acquisition and collection,
interchanging and exploring diverse data resources. Every
industry aims to improve their productivity and efficiency of
their merchandises, this is been achieved by the means of
adapting this IIOT technology. The solutions can also be
implemented fast and at a reasonable cost. This paper, here
to explain the need for Automation by IIOT technology.

2. LITERATURE REVIEW

[1]1. Antony Daniel etal (2019)- the paper describes
the challenges faced in the development of industrial
automation systems, for which they took the
microcontroller. The experiment taken over the raspberry Pi
microcontroller rather using Arduino. They have designed
the pi by which they tried to design a system which can be
automatically operated and supervised the complete
industrial applications. it grants the facility to handle the
applications over internet by giving commands, in which the
distance don’t matters. The authors have also mentioned
about the types of devices used for the internet monitoring
like profit bus, Wi-Fi. The above-mentioned devices are
limited to some radius of influence. But we need an
unlimited connection network, where comes the IOT role.

[2] debasishmondal (2018)- figured out the future prospects
that leads to a roadmap for all the analysts to look into it so
that it explains briefly about the threats, improvements
happened in the sector of IOT market. the author concluded
with the possibilities of the IOT implementations and its
impactin the industry world. It was been 20 years ago where
all discussed about the technology of interconnected things.
Which gave into the rise of internet of things. Though it gave
way for all comforts around the globe, it also has its own
threats. Things in IOT indicates all the electronic devices to
be connected and controlled. The fundamental started with
radio frequency identification. This paper contains a brief

© 2021, IRJET | Impact Factor value: 7.529

IS0 9001:2008 Certified Journal | Page207



"/ International Research Journal of Engineering and Technology (IRJET)

JET Volume: 08 Issue: 12 | Dec 2021

www.irjet.net

e-ISSN: 2395-0056
p-ISSN: 2395-0072

history about IOT and its classes, applications, working flow.
A lot being done by implementing IOT in market but
sometimes the handling of machines become hard manually.
The way for the control of mechanical applications also came
into action. The automotive industry is fully been supervised
and managed by this IOT and hence it become the industrial
internet of things. The IIOT plays a major role in the
production, security, storage. The idea of big data and its
implementation in IIOT have been inserted. The whole
architecture and the data are very significant for the future
of [IOT.

[3] sachinkumar Yadav et al (2017)- provided the detailed
view over the internet of things (I0T) witch emphasis all the
technology, utilization issues. IOT lead to all the flourishing
sectors includes RFID, internet protocols. The major
implementation of IOT is caused to the automatic handling of
the process. The method of interconnecting all the newly
developed applications and devices bridging the various
technology with this physical world. There are many hurdles
faced by this amazing tech. likely there are many protocols
which has its own functions. This emerging concept not only
leads with specific sector, it spreads its wings over others
also. Lot of new fields gets linked like big data, cloud
computing, security. the authors presented the detailed
service applicable illustration to provide desired 10T
services. It includes about the closed-loop and open-loop
feedback control which helps in the advancement of the
automation industry and also in communication, uses in IT
sector, manufacturing sector. It consists of different control
actions namely discrete control(on/off), PID controller, SC
and LC controller. Now comes the types of production
systems like batch production, job shop production, along
with the fixed, programmable, flexible, integrated
automation. at the conclusion the paper contains the pros
and cons, goals of the existing system. the author mentioned
that with the help of IOT the development of Al in future.

[4] Foradis et.al it explains the basic role of internet of things
in the sector and the components used in the industry. The
level of devices was mechatronic which has the interlink
with other levels of mechanical, electrical, software devices.
Here the author explains the concept of UML41oT which
automatically transfers information of mechatronic into the
I0T based cyber physical thing. IIOT have lot of advantages
but sideways it has its own demerits too where the current
industry is lagging from. It is been detailed about the model-
to-model transformer and implemented the prototypein the
laboratory system. This method led way to other ways too
like prototype implementation in industry things based on
Contiki activated embedded boards and c¢ programmes to
demonstrate the complete purpose of the research.

[5] Maheswari et.al (2020) demonstrated the multiple
regression analysis in order to predict efficiency in mining
industry with help of IOT. For this study, an IOT component
incubated with AC500 PLC and Revolution Pi opening
increases the performance, energy efficiency and providing
better accuracy results for mining industry. The

modifications were done for local monitoring
communication for which the data processing was done by
usage of different sensors during the withdrawal of zinc and
lead from ores. These systems also slow to track out real
time data for crucial and critical information for control and
services. The data analysis was to be done under the
machine learning algorithms, predicting the estimation for
extraction of zinc and lead. The variables significantly
showed the extraction productivity of zinc and lead for the
pH level to be less than p<0.05 which reaches up to 94% of
data to be matched and predicting the best suited regression
model which contributes majorly in mining industry. Further
study is to be carried for valuation of routine and efficiency
of mining process in calculation with pH, temperature and
particle size [1].

[6] Hassan et.al (2019) studied about private conservation in
block chain based IOT system for purposes of integration
issues, challenges and future research aspects that has been
displayed. The trends of IOT have been increasing in our
daily life at different aspect levels. The jobs of block chains
have occurred for public organizations which causes a high
possibilities of information spillages. Certain enhancing
techniques and protections were attacked to secure out the
information trade between two distinct gatherings. As of
expanding savvy gadgets the Mobile Crowd Sensing (MCS)
has been declared which totally uses brilliant gadget clients
to take detecting at upper level supplanting out the static
detecting. It gives the nature of administration, item
checking and exactness pace of ongoing information for
encompassing gadgets. This likewise brings about
investigating bigger scope plan of action satisfying out the
few business and political interests in enterprises. The five
significant security preservation plans are utilized for block
chain base IOT framework assigned as - anonymization,
encryption, blending, private agreement and differential
protection which are generally utilized in medical care,
funds, energy frameworks, systems administration and
wearable gadgets [2].

3. DISCUSSION
3.1 Sorts of industrial automation

Mechanical robotization is presently utilized across a horde
of businesses with computerized frameworks doing
everything from performing fabricating undertakings to
working an ATM. [1] The degree of multifaceted nature and
human collaboration with a robotized framework shifts by
application. While there are incalculable uses of modern
computerization arrangements, virtually the entire can be
categorized as 1 of 3 mechanization classes: fixed,
programmable, and Flexible. The following is somewhat more
about every one of these sorts of modern mechanization.

3.2 Fixed

This sort of computerization is likewise alluded to as
unbending or hard mechanization. As the names suggest, this
type of mechanization is the most un-adaptable and is
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regularly used to execute monotonous undertakings with
committed gear to improve creation effectiveness and
through-put rates. When a fixed computerization
arrangement is arrangement, it is trying to alter the cycle or
reconfigure the hardware. Fixed robotization arrangements
are acceptable choices for creation that is steady and stable
after some time and has high volume through-puts. Instances
of fixed computerization are sequential construction systems
in the auto business.

3.3 Programmable

This kind of robotization is best for clumps of items where
the guidelines for the mechanized framework change after
some time contingent upon which item is being fabricated.
[2] The control program can be reconstructed for each cluster
with the given details and the vital handling undertakings and
sequencing. This changeover cycle requires significant
investment as by and large the hardware should likewise be
reconfigured from clump to group. Programmable
robotization is frequently utilized for medium volumes
however can likewise be utilized for low or high volumes
when financial matters are defended. Modern robots are an
illustration of programmable robotization.

3.4 Flexible:

this framework is frequently alluded to as delicate
mechanization. It is like programmable computerization in
that it gives adaptability to item changeovers. The large
preferred position of adaptable mechanization is that the
item changeovers are passed on through the control
framework and happen rapidly and consequently - killing the
time needed to reconfigure the gear in the middle of bunches.
CNC machines are anillustration of adaptable mechanization.

4. Material handling:

Material Handling is the turn of events, security,
accumulating, and control of materials and things all through
collecting, warehousing, transport, use, and evacuation. [3] As
a cycle, material managing joins a wide extent of manual,
semi-robotized, and automated equipment and systems that
help organize and make the store network work. Their
application helps with:

e Anticipating

Asset allotment

e (Creation arranging

e Stream and cycle the board

e Stock administration and control
e C(lient conveyance

e  After-deals backing and administration

An organization's material taking care of framework
and cycles are set up to improve client assistance, lessen
stock, abbreviate conveyance time, and lower generally
taking care of expenses in assembling, circulation and
transportation.

5. Need for Automation:

Diminish Worker Fatigue and Effort or Labour-
Intensive Operation - Typically, people loathe worn-out, dull
assignments. Undertakings that need inconstancy give a spot
to mechanized frameworks to sparkle, yet this additionally
remains constant for frameworks using progressed sensors
and reconciliation. Mechanized frameworks take into
consideration upgrades that profit by reliable execution. [5]
Amazing arranging and preparing don't shield against the
human touch. Eliminate the unplanned information passage
or missed information point from logging. Make the
technique for gathering sensor and cycle information
managed. Also, computerized frameworks may utilize
assessment abilities. Tune the framework and permit the
information to roll in without inclination or predisposition.

6. 10T in Manufacturing:

Industry 4.0 is utilized reciprocally with the fourth
mechanical upheaval and addresses another stage in the
association and control of the modern worth chain. Digital
actual frameworks structure the premise of Industry 4.0.
They utilize present day control frameworks, have implanted
programming frameworks and discard an Internet address to
interface and be tended to through IoT. [6] Therefore, items
and methods for creation get arranged and can 'convey’,
empowering better approaches for creation, esteem creation,
and ongoing advancement. Digital actual frameworks make
the abilities required for keen production lines. These are
similar abilities we know from the Industrial Internet of
Things like far off checking or track and follow, to specify two.
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Figure -1: Industry 4.0
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6.1 Enterprise in planning:

ERP is an abbreviation that means "Enterprise
Resource Management", the combined cycle of get-together
and coordinating business information through an
incorporated programming suite. ERP programming
contains applications which robotizes business capacities
like creation, deals citing, bookkeeping, and that's only the
tip of the iceberg.

6.2 Work process visibility and streamlining:

Prior to ERP frameworks, planning between
numerous worksites took a great deal of time and exertion.
On the off chance that you needed updates on a particular
piece of your business, you needed to call or visit the site
genuinely. Huge companies with public and worldwide areas
the same needed to work around time regions. [7]

ERP frameworks upset work process perceivability.
Presently, in any event, when you're in your office central
command, you can open a typical information base from
your ERP suite to get ongoing insights concerning what's at
the same time occurring at your assembling plants abroad
and conveyance focuses comfortable.

6.3 Cross-department collaboration:

The more offices your organization has, the more
significant it is to oversee inside correspondence practices to
keep away from botches. Furthermore, if your organization
has areas everywhere on the world, you need a route for
everybody to remain in contact across time regions and
language hindrances. [8] A miscommunication between your
crude material provider and circulation focus can prompt
expensive stock blunders. Specialized apparatuses put
together examined reports, documents, messages, messages,
and call chronicles. There are even private, inward channels
for moment correspondence.

6.4 Business intelligence and data analytics:

To maintain your business, your dynamic should be
guided by precise information. ERP arrangements use
business knowledge (BI) devices to give information
assortment, investigation, and revealing techniques. There
are even approaches to examine information continuously to
roll out moment improvements to your creation measures.
You can furthermore utilize authentic information for
business determining.

6.5 Industrial internet of things:

The Industrial Internet of Things (11oT) alludes to
the expansion and utilization of the Internet of Things (IoT)
in mechanical areas and applications. With a solid spotlight
on machine-to-machine (M2M) correspondence, huge
information, and Al, the IloT empowers businesses and
ventures to have better effectiveness and dependability in

their tasks. The IloT envelops mechanical applications,
including advanced mechanics, clinical gadgets, and
programming characterized creation measures. [9]

Figure -2: Impact of [I0T in Industries

7. Difficulties in embracing the IIOT:

e Selection of the IIoT can reform how businesses work,
however there is the test of having techniques set up to
support advanced change endeavors while keeping up
security in the midst of expanded availability. [9]

e Ventures and undertakings that handle operational
innovations can be required to be knowledgeable in
such viewpoints as specialist wellbeing and item
quality. In any case, given that OT is being incorporated
into the web, associations are seeing the presentation
of more savvy and robotized machines at work, which
thusly welcomes a large number of new difficulties that
would require comprehension of the IloT's inward
functions. [11]

8. Automated storage:

An Automated Storage and Retrieval System
(AS/RS) is a mix of hardware and controls that handle, store
and recover materials varying with exactness, precision and
speed under a characterized level of mechanization. [12]
Frameworks change from more modest computerized
frameworks to bigger PC controlled capacity/recovery
frameworks completely incorporated into an assembling and
additionally dispersion measure. AS/RS alludes to an
assortment of PC controlled strategies for naturally keeping
and recovering burdens to and from characterized capacity
areas. Mechanized capacity and recovery frameworks give
an assortment of advantages: Builds throughput abilities ,
Builds exactness levels to 99.99% , Expands ergonomics by
conveying things to the administrator at a helpful stature,
disposing of time lost to strolling, looking, lifting, bowing and
turning exercises ,Gives most elevated conceivable
stockpiling thickness , Sets aside to 85%+ of in any case
squandered floor space ,Builds work profitability up to 85%
,Upgrades item security ,Gives continuous stock control. [13]
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9. The Internet of Nano Things (IoNT)

The second territory where nanotechnology can be
joined with the IoT is in the making of an actual organization,
made out of nanomaterials that encourages the trading of
information through various segments speaking with one
another at the nano level. [14] This is known as the Internet
of Nano Things (IoNT). Regarding advancement, itisn't yet at
the degree of other IoT frameworks, however it is pulling in
interest from the correspondence and clinical areas. One
such model is in field-based applications, where far off
detecting is required, or for estimating various focuses inside
a human body.

10. Cyber security

This Cyber security structures has several systems
interactions sidelong the threats to be occurred. In industrial
automation zone, lot of machineries work allied to one
another by means of outside networking webs upsurges the
risk of unauthorized intrusion. It causes the both personal
data maltreatment and the monetary losses. every
connection and the data collected are to be stored safely, but
in some cause the data are been hijacked by some intruders
or hackers. [15] All devices or sensors epitomizes a possible
hazard. Here it is very important to ensure the safety of the
II0T implementation in automation zone.

11. CONCLUSION:

Unfolding the roles of the advance application, here
the paper explained all the possible things about IOT in
material handling. The manufacturing and logistics sector is
becoming digitalized the second as Industry 4.0 begins to
emerge. The full advancing of the sector takes from the
adaption of IOT. They all ensure the improvement of the
production as well as the security, efficiency, easy to control
and maintain data for further uses. If the industry moves
towards advancement, then IIOT has its major play in the
implementing. Here, the result of which the technology
makes everything elegant, ease, comfy with high security.
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