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Abstract - Recent development in E-Governance would like
to leverage digital signature capabilities, which is usage of
Information and Communication Technology by the
government to provide and facilitate government services,
exchange of information etc. Digital signature is a well-
known mechanism to carry out digital authentication and
verificationof electronic transactions in the online world. As it
comes with the word online, the biggest concern is the
security issue. To provide E-authentication to the user there
are many cryptographic techniques available. This paper
discusses increasing the security, reliability, and
nonrepudiation of the user’s data or information using
Digital signature. It is a highly secured and well-known
method to authenticate and verify an electronic
transaction.

Key Words: Digital Signature, Security, E-Governance,
hash function.

1.INTRODUCTION

E-governance is the platform of Information and
Communication Technology where all the government
services are delivered online, information is exchanged
electronically carrying out important communication
over the network, and transactions are performed
electronically, over the traditional method. There are so
many entities involved in this E-governance system like a
citizen, businesses, and governments. Security is the
crucial element to make sure E-commerce develops safely
and orderly. It is also paid close attention to people. In
traditional trade, we use a personal signature or seal to
denote one's identity and duty. In E-commerce, signature is
used to verifythe identity and truth of data.

1.1 Digital Signature Technology

When a person sends data through a document, it
becomesessential to identify one's authenticity for security
and safety reasons. Digital signatures are used for this
identification. Authentication of the documents is used to
prove that the signature and the seal of the document are
genuine.These signatures are generated using various
algorithms. One such example is Digital Signature
Algorithm (DSA). DSA is a type of public-key encryption
algorithm. It is used to generate an electronic signature.
The digital signature is parallel to the written signature. It
must have the following properties: Thesender can cross-
check the beneficiary’s signature in the message. The
sender can't deny his signature afterward. The

recipient can't forge the sender's signature. Its basic
principle works in the following steps: To from the digital
signature the sender creates a fixed-length of digital digest
from the message and later encrypts it. The digital signature
is then appended to the communication and sent to the
recipient with the message. While the receipt calculates the
original message by Hash function and gets digital digest HI
and then decrypts the signature phrase by the sender's
public key and gains H2. If HI is the same as H2, the recipient
knows that it is the holder of the sender's private key who
sent the message. The digital digest is a method, which uses
the one-way Hash function to avoid the messages from being
changed. It can also turn large messages into a limited
information range and send it combined with the message to
the receipt, so it is more adapted to E-commerce.

1.2. One-way hash function

A Hash value is generated by a function H. It is of the form h=
H (N). N stands for variable-length and H(N) stands for fixed-
length hash. There are a lot of functions whose inputs are
variable-length and outputs are fixed-length. One-way
function has the following special properties: his relatively
easy to compute for given M. Since H(N) is called the
irreversibility, it is arithmetically absurd to find M. The
major purpose of a one-way hash function is to produce a
"fingerprint" of a file that others cannot forge. In some
applications, only the "one-way "property is not enough, it
also needs "collision resistance"”, they are: For any given
block M it is arithmetically absurd to find N 7&N with H(N)=
H(N). This is referred to as weak collision resistance. It is
arithmetically absurd to find any pair (N, N ) such that H(N)=
H (N). This is referred to as strong collision resistance. Using
any Hash algorithm, the hash value is generated and sender’s
private key is used to make it more secure. Now the signed
message is passed by the sender and at the receiver side, the
message is decrypted using sender’s public key. After this
again the hash value is applied to the message to read the
original message send by the sender.

2. Implementation

Here, n stands for modulus, e stands for encryption exponent
and d stands for secret exponent or decryption exponent.
The algorithm is divided into 5 steps:

1. Key Generation,
2. Digital Signing,

3. Encryption,
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4.Decryption and Signature Verification with their
workingfunctions mentioned below:

Step-1: Key Generation

Randomly generate two large prime numbers: p and g.
Calculate n=p * q .Calculate the totient by using the
following formula: ®@(n)= (p-1) * ( q-1) . Now select an
integer ‘e’ such that 1< e <®(n) and gcd(e, #(n)) =1. Now
calculate d,such that d * e = 1 mod ®(n) . Public key is
denoted by (n,e) and the private key is denoted by (n, d).

Step2: Digital Signing

Start created generate message of the document by using
MD5 algorithm. The digest is represented as an integer m.
Digital Signature S is generated using the private key (n,
d), S= md mod n. Sender sends this signature S to the
recipient.

Step 3: Encryption

The plain text is represented as a positive integer m by
thesender. This converts the message into encrypted form
by using the formula of receiver’s public key (e, n).

C=m”emodn
Sender sends this encrypted message to the recipient.
Step 4: Decryption

Recipient does the following operation: Using his private
key (n, d); which converts the cipher text to plain text ‘m’
where m= C*d mod n.

Step 5: Signature Verification

Receiver does the followings to verify the signature: An
integer V is generated using the sender’s public key (n, e)
and signature SV= Se mod n. It extracts the message
digest M1, using the same MD5 algorithm from the given
integer V.It then computes the message digest M2 from the
signature

S. If both the message digests are identical i.e. M1= M2,
thensignature is valid.

2.1. EXPERIMENTAL OBSERVATIONS
Step 1: Key Generation:

1) We have chosen two distinct prime numbers p=23
andq=53.

2) Compute n=p*q, thus n=23*53 =1219.

3) Compute Euler’s totient function, @(n)=(p-1)*(q-1),
thus

@(n)=(23-1)*(53-1)
Therefore 22*52 = 1144,
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4) Nextchoose any integer ‘e’, such that 1 <e <1144 i.e. gcd
(e, 1144) =1. Here, we chose e=3.

5) Calculate d, where d = e-1(mod @(n)).

Therefore d=3-1(mod 1144) = 763.

6) From the above result the Public-Key is (e, n) = (3, 1219)
and the Private- Key is (d, n) = (763, 1219). The Private-Key
is kept secret, and is only known by the user.

Step 2: Encryption:

1) The Public-Key (3, 1219) is given to the user who wishes
to store the data.

2) Let the message to be send is “hello” which is converted to
integer in the following manner: A=0, B=1,a = 27,
b=28,c=29 and so on. Hence the given message is encrypted
tom=49313829413931

3) Data is encrypted now by the Sender using the
corresponding Public-Key which is shared by both the
sender and the receiver.

C=memod
n=C=493138294139313(mod1219)
=625535179657807535.

4) This encrypted data i.e, cipher text is send to the
recipient.

Step 3: Digital Signature and Signature Verification:

1) First using MD5 algorithm the message gets converted to
message digest i.e. to hexadecimal form.

2)MD1=H(m)= 0x000c00f0000000f0426f00f0726000f0.

3) Message digest in decimal form M1=

01202400002406611102401141080240.

4)By using the private key d, digitally sign the message
digest MD1 to generate digital signature S.

5) S=(MD1)dmod
n=0887025800025883929602588501240258.
6) Sender then sends the digital signature S to the recipient.

7) Receiver then computes the integer V using S, e and n.
8) V=Se mod n=01202400002406611102401141080240.

9) Receiver the computes the message digest from S using
MDS5 algorithm.

10) MD2 =01202400002406611102401141080240.

11) Hence the signature is verified as V = MD2.
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technology. Thus, we should continue to explore new
methods so that we can find a more safe and simple
signature method. We also got to know how digital

signatureis implemented using the MD5 algorithm.
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