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Abstract— In recent time progressively enhancement of
people craves faster Internet access on the move, trendier
mobiles, and, in general, instant communication with
others or access to information. The fifth generation (5G)
of wireless communications systems has stringent
requirements in terms of data rates, latency and energy
efficiency, and will be structured in the form of
heterogeneous networks with an increasing number of
smart terminals and their emerging applications. The
proposed Enhanced Authentication (EA) approach secure
the communication of high speed 5G network. The energy
consumption of users is reduced and the transmission
quality is improved due to the shorter distances between
users and some remote antennas arrays. The proper
authentication improves the communication and provides
the proper channel for forwarding the signals or data
packets in network. The high performance wireless
network is achieved by combining the existing network
with the new network using the core Internet protocol (IP)
based network layer, thereby leading to the vision of the
4G and 5G generation. The malicious nodes are forward
optimistic reply at the time of routing by that their
identification is also a complex procedure. The concept of
Micro Base Station and Macro Base station is enhancing
the performance by sending data up to end of mobile
receiver in 5G wireless network. The performance of and
proposed EA scheme is almost equal. The un-
authentication degrades the whole routing performance
but observed that in presence of malicious actions is
identified by EH scheme and improves the data receiving
as compare to MECS mechanism.

Index Terms— 5G, Routing, EA, MECS, MBS, Wireless
Network.

INTRODUCTION

The anticipated Open Wireless Architecture (OWA) in is
targeted to offer open baseband processing modules with
open interface parameters. The OWA is related to
MAC/PHY layers of future (4G) mobiles [1] [2].The 5G
terminals will have software defined radios and
modulation scheme and new error-control schemes can be
downloaded from the Internet The enhancement is seen
towards the consumer terminals as a focus on the 5G
mobile networks [3]. The 5G mobile terminals will have
access to different wireless technologies at the same time.
The 5G mobile terminal should be capable to merge special

flows from different technologies. The network will be
dependable for managing user-mobility. The 5G terminal
will make the ultimate selection among different mobile
access network providers for a specified service. The most
general way of telling a handover (HO) is when a phone
call in progress is redirected from its current cell to a new
cell. This normally happens when the mobile equipment
making the phone call is moving from one base station area
to another and detects that it is losing connection, so it
needs to shift to another base station. This method of
shifting is known as handover [4]. The 5G technology will
reduce the time in getting the data from the antenna by
using powerful tools. Large phone memory, more dialing
speed, more clarity in audio and video will be provide in
the 5G [5]. Multiple Amtenna systems exploits the use of
multiple antenna in 3G, 3.5G and 3.75G. Owing to the
increased data rate requirement multiple antennas alone
may not be fruitful until proper control is not devised.
These multiple antenna array is supported by smart
processing algorithms which adapt automatically in the
interference environment. Smart Array Antenna System
does not only makes the system more smarter by selective
signal processing but also decreases Inter symbol
interference (ISI) and improves Bit error rate. 5G mobile
networks (or 5G network) the next generation standard
for wireless communications are scheduled to follow (but
not replace) current 4G networks with vastly increased
capacity, lower latency, and faster speeds. Anticipated
between 2019 and 2020, some 5G networks will initially
operate in a high-frequency band of the wireless spectrum
between 28 GHz and 38 GHz also known as the millimeter
wave (mm Wave) spectrum [5]. The new 5G networks will
be able to transmit very large amounts of data short
distances. However, 5G is also expected to work in low
spectrum frequencies such as 600 MHz as well as
unlicensed frequencies such as the 3.5 GHz spectrum.
Wireless infrastructure today includes many elements
macro base stations, metro cells, outdoor and indoor
distributed antenna systems (or DAS), small cells and
moreover all working together in a heterogeneous
network. The location information capturing possible by
using the location based approach [6][7]. There are two
types of handovers: horizontal (handovers within the same
technology) and vertical (handovers between different
network access technologies) [8] [9]. Horizontal handovers
are Layer-2 handovers (L2HO, also referred to as ‘micro-
mobility’). Here, only the BS is changed and IP-information
is maintained. Typically this causes small latency and low
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packet loss. Vertical handovers are Layer-3 handovers
(L3HO, also referred to as ‘macro-mobility’), it also
changes the IP attachment point and so IP information is
changed too.

RESOURCE MANAGEMENT

In mobile network, quality of service (QoS) degradation or
even call termination may happen frequently when there
are insufficient resources to support new call request.
Bandwidth is an extremely valuable resource which drives
us to design efficient resource reservation scheme for
increasing resource utilization [10]. Armed with the
prediction information of user mobility, TPs are able to
reserve resource for users who are going to attach in
advance, which can reduce the resource collision and
coordinate the interference between different users. For
example, Soh et al. proposed a dynamic resource
reservation scheme relying on accurate positioning to
achieve efficient call admission control and significant
resource efficiency in [11] and [12]. Furthermore, mobility
prediction is helpful to estimate the sojourn time of users
in specific TPs. If the duration of users staying in specific
TPs is known in advance, the energy efficiency in the
systems can be improved by managing the available
resources more intelligently. However, the 5G wireless
networks consisting of multiple dense “small cells” will
bring about the challenges to network resource
management and security functions. Meanwhile, the
handover delays could increase as the number of cells
increases, which will reduce service quality. Moreover, the
increasing number of deployed small cells causes much
more frequent handovers, which will lead to many security
issues such as success of dropping attack and user
information leakage [13]. Therefore, it is necessary to
design a new authentication mechanism for 5G wireless
networks, which can facilitate the security of
authentication in 5G wireless networks with a high
efficiency in terms of a low authentication delay.

LITERATURE SURVEY

The 5G is very much popular recent technology and the
work done in this field is also provides the opportunities in
future. The research work done in field of 5G with handover
mechanism is mentioned in this section.

In this paper [14] they propose a handover
authentication mechanism based on the EAP-AKA protocol
for 5G wireless networks in order to reduce the handover
authentication delay and to meet the security requirements,
which is called MEC Server-based (MECS) authentication
mechanism. The new authentication architecture for 5G
wireless networks using the MEC servers in the original
EAPAKA authentication architecture. Comparing with the
Authentication, Authorization, Accounting (AAA) server in
the core network, the MEC server is much closer to User
Equipment (UE). Meanwhile, the MEC server has a powerful
storage, so it can store user’s identity information for the
authentication purpose. The performance evaluation shows

that the proposed protocols can improve the authentication
efficiency. The formal verification results prove that the
proposed protocols can meet the security requirements.

In this paper [15] proposed the basic principles of these
two promising schemes, Spatial Modulation (SM) and
OFDMIM, which are still waiting to be explored by many
experts, and review some of the recent interesting results in
Index Modulation (IM) techniques. Furthermore, discuss
the implementation scenarios of IM techniques for next
generation wireless networks and outline possible future
research directions. Particularly, they shift our focus to
generalized, enhanced, and quadrature IM schemes and the
application of IM techniques for massive multi-user MIMO
(MU-MIMO) and cooperative communications systems. The
receiver of the SM scheme has two major tasks to
accomplish: detection of the active transmit antenna for the
demodulation of the index selecting bits and detection of
the data symbol transmitted over the activated transmit
antenna for the demodulation of the bits mapped to M-ary
signal constellation. Unfortunately, the optimum Maximum
Likelihood (ML) detector of SM has to make a joint search
over all transmit antennas and constellation symbols to
perform these two tasks.

In this paper [16], introduced a learning-based graphical
model which allows a fine-level prediction of the
movements and velocities of mobile users inside a cell.
They first divided mobile users into different user groups
by velocities and then learned the path patterns and user
type transitional probability. The transitional probability of
future path and user type at the node were predicted by
two steps including the expectation step and maximization
step.

In this paper [17], A novel framework for mobility
prediction that can accurately predict the traveling
trajectory and destination using spatial conceptual maps.
Besides, knowledge of user’s preferences, goals, and
analyzed spatial information without imposing any
assumptions about the availability of users’ movement
history were also employed. The innovation of this scheme
is incorporating the notion of combining user context and
spatial conceptual maps in the prediction process. The
proposed scheme does not require a warm-up period to
collect history of previously visited locations. Therefore, the
scheme maintains the same degree of accuracy in
predicting users’ movements independently of the time
span. Another two examples of handover management
using road topology-based mobility prediction.

In this paper [18], proposed a heterogeneous cellular
architecture, we discuss some promising key wireless
technologies that can enable 5G wireless networks to fulfill
performance requirements. The purpose of developing
these technologies is to enable a dramatic capacity increase
in the 5G network with efficient utilization of all possible
resources.
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In this paper [19], proposed an Energy Efficiency (EE)
metric that is defined as the ratio of the system throughput
to the total power consumed by the system, i.e. the number
of successfully received information bits per unit energy.
We refer to this metric as TB-EE. Capacity Based (CB-EE)
and Throughput Based (TB-EE) separately, and adapt the
number of active transmit antennas and transmit power,
under a spectral efficiency constraint. Reduced complexity
sub-optimal algorithms are also developed.

PROPOSED AUTHENTICATION SCHEME IN 5G

Secure connection has been established between source
nodes to destination nodes. The Proposed Enhanced
Authentication (EA) algorithm finds out the multiple routes
from source to destination using dynamic on demand
routing algorithm. After finding multiple routes, all the
routes are classified based on the conviction factor of
existence of attacker in route. Then it will prefer the best
route which is having no existence of malicious attack. In
this method the data is secured in presence of propose
algorithm. Then it routes the data through best single route
of multiple established path in WN. In this research we
consider two modules of routing:-

(1) The first module is Mobile Edge Computing Server
(MECS) Authentication. The routing is reliable for
communication because the malicious actions are
block and establish new route then sender delivers
data through next possible routes but
authentication is required in all the possible paths.

(2) The second 1is propose Enhanced Hash
Authentication. In this module provide security in
presence of malicious attack. The attackers are
absolutely performing no routing misbehavior and
provide reliable routing. The whole procedure of
algorithm is mentioned in next point. Centralized
administration or micro station and heavy macro
station in 5G network is to monitor the routing
information and malicious activities.

Proposed Algorithm to Authenticate Routing Procedure

The proposed scheme is the

misbehavior from malicious

improves routing

Number of wireless nodes = 30

Routing Structure=Wired cum Wireless
Attacker Behavior = Malicious

Security Provider = Use Authentication.
Network Consider=5G // Rate is about 70 Mbps

Stepl: Send the request to all intermediate nodes
between sources to destination.

Step2: Add the next hop in routing table if we have to
destination route, otherwise rebroadcast the
request.

Step3: We compare the node (n;) routing table to next
hop routing table if table is matched it means no attack
in the 5G network and route is true, and then forward
all data packet.

Step4: If next node is false, and routing table is not
matched it means no previous data that hop, insert
table new entry which have shortest path to
destination.

the

1. Best paths are selected on the basis of hop
counts hy hy hs_._hp,n=1,23...// m1,m2,m3

2. Y Hn = (hy, hy hs._.. hy) up to destination is
Minimum then select for data sending and next
route of hop count hy hz hs ... hy,= Min is select
for routing.

Step5: If destination is found then select the route of
minimum hop count and deliver data through that
minimum hop count path h.

Step6: If next hop is true, sending data through that hop
is false then send the data packet for checking the
reliability.

Step7: If routing table is not matched at (micro
node(m1) or normal mobile node(n;) it means some

misbehavior activity occur in the 5G network through
malicious node, then authentication scheme is
applied and block that hop and change the path,

forward data packet.
Step 8: End

Proper approaches need to be chosen carefully based on
the data type, the condition of environment and outputs
that we desired. Mobility prediction have been widely
exploited in existing works, where different approaches
and scenarios are considered. These methods have their
own applicable domains and cannot be extended directly
to other scenarios and environments.

RESULT DESCRIPTION

The propose EA mechanism perform is better than
MECS Authentication. The performance of both the
algorithms is measures with different performance metrics.

Signal to Noise Ratio

The SNR of EA is shows the higher value or more than
the previous MEC Server-based (MECS) authentication
mechanism in 5G wireless network Propose approach is
reduces the noise and reaches up to Higher data rate in
network is possible to enhance the noise level but better
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higher signal strength is maintain connection and reduces
the loss of data.

SNR Vs Simulation Time
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Fig.5.1 SNR Analysis
Packet Delivery Ratio (PDR)

The percentage of successful data receiving is evaluated
through PDR performance metrics. The performance of
data receiving is better after applying EA. The PDR
performance of MEC Server-based (MECS) authentication
mechanism is showing better performance of EH is showing
better results to handle the available bandwidth and rate of
data efficiently.
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Fig.5.2 PDR Analysis
Overhead Analysis

The delay is the signals receiving is counted in mille
seconds in network. The performance is improves and the
available channel capacity is utilized efficiently in 5G
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wireless network. In this graph the delay in previous
scheme is more but in EA scheme improves the efficiency of
communication. The channel bandwidth utilization is
improved and the noise ratio is decreased by that overhead
is also reduced.

Overhead Vs Simulation Time
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Fig.5.3 Overhead Analysis
Delay Analysis

The delay is the signals receiving is counted in mille
seconds in network. In this graph the delay in data
receiving is more in previous schemes.The delay is
improving the efficiency of communication in 5G wireless
network. The channel bandwidth utilization is improved
and the noise ratio is decreased by that delay in data
delivery is also reduced.

Delay Comparison
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Fig.5.4 Delay Performance
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CONCLUSION & FUTURE WORK

The concept of data integrity ensured that the
authentication is reliable in 5G wireless network. The
malicious action is wedged by propose Enhanced
Authentication (EH) mechanism and improves
performance in 5G wireless cum wired network. The
performance is measured by performance metrics in case of
MEC Server-based (MECS) authentication mechanism and
proposed EA mechanism. The proposed EH scheme
identified the attacker through next hop information of data
delivery and also forward the Identification of node ID of
attacker in network. If that ID is exist in routing
establishment then the alternative route is select for data
delivery. the MaBS receive data from sender side MBS and
transfers data to other MBS. with more stringent
performance and QoS requirements. The PDR performance
of MEC Server-based (MECS) authentication mechanism is
showing up to better performance but the performance of
EH is showing enhancement in performance due to handle
the available bandwidth and rate of data efficiently. The
delay is the signals receiving is counted in ms in network. In
future improves the channel utilization and SNR ratio of
proposed scheme that provides better results of packets
receiving and minims drop in network.
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