
          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 08 Issue: 10 | Oct 2021                 www.irjet.net                                                                       p-ISSN: 2395-0072 

 

© 2021, IRJET       |       Impact Factor value: 7.529       |       ISO 9001:2008 Certified Journal       |     Page 314 

Database Credentials Policy (Security) 

Atharva Mangeshkumar Agrawal1, Gadage Pratik Santosh2, Dr. G. Rajarajan Ass.Prof SCOPE3  

1,2,3 Vellore Institute of Technology, Tamil Nadu, India 632014 
---------------------------------------------------------------------***----------------------------------------------------------------------
Abstract - Data set verification certifications are a vital 
piece of approving applications to interface with inward 
information bases. Notwithstanding, inaccurate use, 
stockpiling and transmission of such certifications could 
prompt trade off of extremely delicate resource and be a 
springboard to more extensive trade off inside the association. 
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1.INTRODUCTION  
 
   The motivation behind this Database Credentials Policy is – 
a )Various necessities for safely putting away information 
base accreditations like usernames and passwords  
.b)Various necessities for safely recovering those information 
base accreditations for use by a program that will get to an 
information base running on the Internal Departmental 
organizations. Numerous applications running on the internal 
organizations may expect admittance to a portion of the 
information base servers. In this way, to get to those data 
sets, the program should validate itself by giving right 
accreditations; i.e.; Username and its separate secret word. In 
the event that these certifications are not put away as 
expected, they might be penetrated and hence prompting a 
tradeoff of the few different data sets itself.  

1.1 Scope 
 

The extent of this Database Credentials Policy is -  

a) This strategy is aimed at all the programmers who 
might be coding applications that will expect admittance to a 
creation data set server facilitated on the Internal 
Departmental Networks.  

b) This strategy applies to every one of the projects 
(programming projects, applications, modules, libraries or 
APIS) that will expect admittance to a multi-client creation 
information base.  

It is suggested that comparable prerequisites be set up for 
non-creation servers and lab conditions since they don□t 
consistently utilize disinfected data.  

Finally, complete content and organizational editing 
before formatting. Please take note of the following items 
when proofreading spelling and grammar: 

1.2 General Policy 
 

To keep up with the security of inner information bases of 
the organization, admittance to these data sets by any 
thoughtful programming programs (like Api's, programs, 
libraries) should be conceded solely after effective and 
careful confirmation with right accreditations. The 

certifications utilized for this verification should never be 
written in the principle, executing body of the program's 
source code in clear text. Data set certifications should never 
be put away in an area that can be gotten to through a web 
server.  

2.  Storage of Database Usernames and Passwords 
 

Database usernames and passwords might be put away in 
a document separate from the executing body of the 
program's code that might be alluded while executing. The 
consent to peruse and compose this document should not be 
given to any client with the exception of the people who are 
mindful to run the program.  

 Database qualifications might live on the data set 
server. For this situation, just the hash work number 
recognizing and alluding to the certifications might 
be put away in the executing body of the program's 
code.  

 Database qualifications might be put away as a 
component of a validation server (i.e., an privilege 
catalog, for example, a LDAP server utilized for client 
confirmation. Information base confirmation might 
happen for the benefit of a program as a component 
of the client verification measure at the validation 
server. For this situation, there is no requirement for 
automatic utilization of data set qualifications.  

 Database certifications should not dwell inside the 
archives tree of a web server.  

 Pass through confirmation (i.e., Oracle OPS$ 
verification) should not permit admittance to the 
information base dependent on upon a distant 
client's validation on the remote host.  

 Passwords or passphrases utilized as an 
accreditation to get to a data set should hold fast to 
the Password Policy.  

3. Retrieval of Database User Names and Passwords  

 If put away in a document that isn't source code, 
then, at that point, data set client names and 
passwords should be perused from the record not 
long before it is required for use. Also, following 
information base validation, the memory containing 
the client name and secret key should be delivered 
or cleared right away.  

 The scope into which you might store information 
base qualifications should be truly isolated from 
different spaces of your code, e.g., the accreditations 
should be in a different source document. The 
document that contains the qualifications should 
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contain no other code however the certifications 
(i.e., the username and secret phrase) and any 
capacities, schedules, or techniques that will be 
utilized to get to the qualifications.  

 For dialects that execute from source code, the 
accreditations' source record should not live in a 
similar catalog tree in which the executing 
assortment of code dwells, but instead be kept in 
another area which has no executable 
authorizations.  

4. Access to Database User Names and Passwords  

 Every program or each assortment of projects 
executing a solitary business work should have 
exceptional data set qualifications. Sharing of 
certifications between programs isn't permitted.  

 Database passwords utilized by programs should be 
framework level passwords as characterized by the 
Password Policy.  

 Developer bunches should have a cycle set up to 
guarantee that information base passwords are 
controlled and changed as per the Password Policy. 
This cycle should incorporate a strategy for 
confining information on data set passwords to a 
restricted information diet. 

5. Responsibilities  

5.1 Policy Compliance  

 Compliance Measurement -  

The Information Security group will check consistence to this 
arrangement through different strategies, including however 
not restricted to, business instrument reports, interior and 
outer reviews, and offer input to the approach proprietor.  

 Exceptions -  

Any exemption for the strategy should be endorsed by the 
Information Security group ahead of time.  

 Non-Compliance -  

A representative found to have abused this arrangement 
might be dependent upon disciplinary activity, up to and 
including end of work.  

An infringement of this strategy by an impermanent 
specialist, worker for hire or merchant might bring about the 
end of their agreement or task.  

Any program code or application that is found to 
disregard this arrangement should be remediated inside a 
multi-day time span.  

Any representative, authoritative specialist, merchant or 
project worker saw as blameworthy of abusing these 
strategies and not going to the legitimate lengths should 
confront severe lawful activities in consistence with Indian 
Penal Code. 

 1. Definitions  

a) Credentials  

They are essentially the Usernames and passwords that 
are to be put away in the Database. A qualification is a record 
that contains the verification information (namely username 
and secret key) needed to associate with an asset outside SQL 
Server. This data is utilized inside by SQL Server.  

 The data put away in an accreditation empowers a client or a 
program who has associated with SQL Server via SQL Server 
Authentication to get to assets outside the server occurrence. 
A solitary accreditation must be planned to a solitary SQL 
Server login. Furthermore, a SQL Server login can be planned 
to just a single certification.  

        b) Executing Body  

The piece of program that will be executed for demonstrating 
the confirmation and acquiring the authorizations to get to 
the Database  

c) Hash Function  

 A hash work is any capacity that can be utilized to plan 
information of subjective size to fixed-size esteems. The 
qualities returned by a hash work are called hash esteems, 
hash codes, digests, or just hashes. The qualities are utilized 
to list a fixed size table called a hash table. Utilization of a 
hash capacity to list a hash table is called hashing or dissipate 
capacity tending to.  

   Hash capacities and their related hash tables are utilized in 
information stockpiling and recovery applications to get to 
information in a little and almost consistent time per 
recovery, and extra room just partially more prominent than 
the absolute space needed for the information or records 
themselves.  

d) LDAP  

LDAP represents Lightweight Directory Access Protocol. It 
is a lightweight customer server convention for getting to 
catalog administrations, explicitly X.500-based registry 
administrations. LDAP runs over TCP/IP or other association 
situated exchange administrations. LDAP is characterized in 
RFC2251 "The Lightweight Directory Access Protocol (v3)".  

e) Module  

  A module is a product part or part of a program that 
contains at least one schedules. At least one autonomously 
created modules together make up a program. An endeavor 
level programming application might contain a few distinct 
modules, and every module serves interesting and separate 
business activities.  

2.   Related Legislations and Documents [According to Indian 
Penal Code]  

Right now India doesn't significantly have a submitted or 
far reaching act which could be committed towards 
information insurance. Anyway some parts of the data 
innovation act 2000 and SPDI (Reasonable security practices 
and methodology and delicate individual Data or data) Rules, 
2011 are by and large continually refreshed by the public 
authority of India.  

The public authority as of late introduced the Personal 
Data security Bill, 2019 in parliament. Anyway it isn't 
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authorized at this point and is normal that it will before long 
see the light of the day.  

What's more, individual information is additionally 
ensured under Article 21 of the Indian Constitution which 
certifications to each resident, the Right to Privacy as an 
essential right. 

Table- 2 : Approval and Review Details 
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This IT Act makes a risk on a body corporate 

(counting a firm, sole ownership or other relationship 

of people occupied with business or expert exercises) 

which has, arrangements or handles any delicate 

individual information or data in a PC asset that it 

possesses, controls or works to pay harms via pay, to 

the individual influenced in case there is any 

improper misfortune or illegitimate addition to any 

individual caused in view of the carelessness in 

executing and keeping up with sensible security 

practices and techniques to ensure the data of the 

individual influenced. 
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This IT Act specifies that any individual (counting a 

go-between) who, while offering types of assistance 

under the conditions of a legitimate agreement, has 

tied down admittance to any material containing 

individual data about someone else, with the aim of 

causing or realizing that he is probably going to cause 

unfair misfortune or improper increase uncovers, 

without the assent of the individual concerned, or in 

break of a legal agreement, such material to some 

other individual, will be rebuffed with detainment for 

a term which might reach out to three years, or with 

fine which might stretch out to five lakh rupees, or 

with both. 

 Password Generation Guidelines (Appendix A) 
 Poor or weak Password Characteristic (Appendix A) 

1. Appendix A 

Secret word Generation Guidelines  

All passwords should meet or surpass the accompanying 
rules Strong passwords have the accompanying attributes:  

 Contain no less than 12 alphanumeric characters.  

 Contain both upper and lower case letters. 

 Contain something like one number (for instance, 0-
9).  

 Contain something like one extraordinary person 
(for example,!$%^&*()_+|~-=\'{} []:";'<>?,/).  

Helpless secret phrase trademark Poor, or frail, passwords 
have the accompanying attributes:  

 Contain under eight characters.  

 Can be found in a word reference, including 
unknown dialect, or exist in a language shoptalk, 
tongue, or language.  

 Contain individual data, for example, birthdates, 
addresses, telephone numbers, or names of 
relatives, pets, companions, and dream characters.  

 Contain business related data like structure names, 
framework orders, locales, organizations, 
equipment, or programming.  

 Contain number examples, for example, aaabbb, 
qwerty, zyxwvuts, or 123321.  

 Contain normal words spelled in reverse, or went 
before or followed by a number (for instance, 
terces, secret1 or 1secret).  

 Are a few varieties of □"Welcome□□□□123", 
□"Password□□□□123", □"Changeme□□□□123".  
 

You ought to never record a secret word. All things 
considered, attempt to make passwords that you can 
recollect without any problem. One approach to do this is 
make a secret word dependent on a melody title, 
certification, or other expression. For instance, the 
expression, "This May Be One Way To Remember" could 
turn into the secret phrase "TmB1w2R!" or another variety.  

(NOTE: Do not utilize both of these models as passwords!)  

 

 

Approval and Review. Details 

Approval Authority CIO with advice from 
general counsel and Board of 
Directors. 

Advisory 
Committee to 
Approval Authority 

General counsel, Legal 
department, privacy and 
Security analyst , government 
compliance officer. 

Administrator Compliance officer, data 
protection officer. 

Authoritarian Information Security team 

Next Review Date -------------------------------- 
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3. Appendix B  

Writing Survey -  

1.eBay[1]  

Date: May 2014               Impact: 145 million clients accounts 
eBay announced that an assault uncovered its whole record 
rundown of 145 million clients in May 2014, including 
names, addresses, dates of birth and encoded passwords. 
The internet based closeout monster said programmers 
utilized the certifications of three corporate representatives 
to get to its organization and had total access for 229 days—
a sizable amount of time to think twice about client 
information base.  

Things should be possible for improvement: Change secret 
word on assaulted site, and on whatever other site which a 
similar secret phrase is utilized. Survey CC and bank 
articulations frequently, check your credit report at regular 
intervals, and never click on email joins requesting CC or 
Social Insurance numbers, passwords, or other delicate 
data.  

2. MySpace [2]  

Date: 2013 Impact: 360 million client accounts Though 
it had since a long time ago quit being the stalwart that it 
used to be, web-based media website MySpace hit the 
features in 2016 after 360 million client accounts were 
spilled onto both LeakedSource (an accessible data set of 
taken records) and set available to be purchased on dull 
web market The Real Deal with a requesting cost from 6 
bitcoin (around $3,000 at that point)  

As indicated by the organization, lost information included 
email locations, passwords and usernames for "a piece of 
records that were made before June 11, 2013, on the old 
Myspace stage." According to Troy Hunt of 
HaveIBeenPwned, the passwords were put away as SHA-1 
hashes of the initial 10 characters of the secret word 
changed over to lowercase.  

3. Yahoo [3][4]  

Date: 2013-14 Impact: 3 billion client accounts  

The programmer had the option to access Yahoo's User 
Database and record the board apparatus through a lance 
phishing assault that explicitly designated Yahoo 
representatives. Once inside the client information base he 
introduced a secondary passage on a Yahoo server. What 
Yahoo did was that it refuted decoded security questions and 
replies. Constantly upgrading the frameworks that 
distinguish and forestall unapproved access. Required all 
influenced and unaffected clients to change their passwords.  

 

 

4. My Fitness Pal[5]  

Date: February 2018 Impact: 150 million client accounts 
In February 2018 the usernames, email addresses, IP 
addresses, SHA-1 and bcrypt-hashed passwords were taken 
and set available to be purchased. MyFitnessPal recognized 
the break and required the clients to change their 
passwords, however didn't show how the aggressors 
accessed the information.  

What my wellness buddy did was approached its clients to 
change every one of the passwords and they have considered 
a solid secret phrase organization so there isn't any further 
penetrate 

6. Conclusion  

This shows us deep study of various types of database 
policies and we have also came across some example of real 
life data theft of multi national companies which is very 
serious . In this study we different polices that can be applied 
by the companies to enable these type of attacks in future . 
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