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Abstract - The development of data backup and recovery 
technology guarantees the reliability and availability of the 
data. In any case, just reliability and availability cannot 
meet the security needs of data backup and recovery in 
significant zones of military, national defense and other 
high security areas of usage. In this paper, a security layer is 
proposed over the backup and recovery system. This security 
layer is designed through the improved basic access 
authentication, token-based authentication, single sign on 
authentication and password guessing attack prevention for 
ensuring that only the authentic users to have access of 
backup and recovery services. The framework is able to 
understand and recognize the authenticity of data which is 
backed up, and ensures prevention from data leak by 
forbidding the operators to back up data on a illegal 
destination or restore data on an illegal target machine. 
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1. INTRODUCTION AND BACKGROUND 

 Data storage is a significant part of the consistent 
advancement of information technology. To prevent data 
against any loss, data backup and recovery plays a crucial 
role. So as to take care of data availability and reliability, 
the researchers have come up with various techniques of 
backup for database, file system, virtual machine and 
operating system.[1] There are various techniques to 
implement backup and recovery-based system like the 
XOR based backup and recovery technique [3], copy-on-
write and redirect-on-write snapshot. [2]. While discussing 
about the implementation details of backup and recovery 
system, there are different types of backup techniques. 
According to the amount of data to be backed up, there are 
different types of backup types namely full backup, 
incremental backup and synthetic backup. Full backup 
means taking the backup of the entire data which requires 
large disk space to store the data. An incremental backup is 
a sort of backup that lone duplicates information that has 
been changed since the previous backup activity was 
completed. Synthetic backup is created by merging the 
previous and older full and incremental backups. It is 
evident that the disk space required in incremental backup 
is less than the disk space required in the full backup. In 
terms of complexity implementation of incremental 
backup is more complex as compared to full backup.[4][5] 
Key techniques such as data compression and data de-
duplication [5] have come up in recent years to make the 
backup process space efficient. These specified 
technologies have come up in the 

recent years to provide enhancement in reliability, 
availability and performance of data backup and restore 
systems. 

Due to demand from the industry, the above 
mentioned techniques only focus on reliability and 
availability of data without concentrating much on the 
confidentiality if the data. In this paper, through the 
enhanced authentication based on improved Basic access 
authentication, token-based authentication, single sign on 
and prevention of password guessing attack, we design a 
security layer on top of a data backup and recovery 
system that ensures the legitimacy and authenticity of 
data and can be used for higher data confidentially 
operations in military and defense. 

This paper is organized as follows. The first part is the 
introduction and the background. Section 2 explains the 
design of the system and section 3 talks about the 
implementation of the system. Finally, we give the 
summary. 

2. DESIGN OF THE SYSTEM 
 
2.1 Architecture of the system 

The system consists of various components namely 
the management console, backup and recovery server, the 
backup and recovery module and the authentication 
service. The management console is an interface from 
where the user can create the backup and recovery tasks 
and track the status of the tasks accordingly. The 
management console interface can be web based or 
command line. The backup and recovery server serve the 
requests that are received from the management console. 
These requests are related to backup, recover or fetching 
the details of the tasks initiated. The basic backup module 
which is in the server is responsible for start the task of 
backup in the specified storage place. The basic recovery 
module recovers the data stored in the storage devices to 
the target machines. The backup or recovery module can 
handle data from file system, database, operating system 
and virtual machine. These four components from where 
data is to be taken for backup needs to be registered in 
the backup and recovery server. For ensuring the 
legitimacy and authenticity of the data, it is made sure 
that the data is recovered on the registered components 
only. The authentication service is a web-based service, 
which is installed on the backup and recovery server. 
This service is used for registering the authentic modules 
on to the server. The authentication service provides the 
backup and recovery system security services such as 
basic access authentication, token-based authentication, 
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single sign on and password guessing attack prevention. 
Basic access authentication verifies the credentials of the 
user and stored the credentials in an encrypted format in 
the database. The token-based authentication makes use 
of signed token generated using private key which 
provides users to securely connect to the backup and 
recovery module and the management console. Single 
sign on is an authentication scheme that allows the user to 
login with credentials at a time on several related 
consoles. Password guessing attack prevention prevents 
guessing of password of an authorized user by several 
login attempts. 

The backup and recovery server when once register 
the different types of components from which data is to 
be backed up, then it starts serving the backup or 
recovery requests. The backup tasks are created by the 
authorized user in the management console and are 
received by the server. The server serves the 
corresponding requests and initiates the backup in the 
authorized storage spaces. While recovering of the 
backed-up data, the recover tasks are created in the 
management console. The server receivers the recover 
requests and initiates the recovering of data in the 
authorized machines. The data can be recovered in the 
same components- Virtual machines or Database or 
operating systems from where the backup was taken. In 
case of data loss, the data can be restored the same 
machines. The overall architecture of the proposed 
system is described in Figure 1. 

 

Fig-1: Architecture of the system 

2.2 Basic business function 
The basic business function of the system is to serve with 
backup and restore service for the components such as file 
system, virtual machine, database and operating system. 
For all these modules apart from basic backup and 
recovery some advanced features like data-compression, 
resume backup from the break-point, data de-duplication, 
consistency detection, and data encryption are also 
covered. Users can manage all the above features through a 

web interface or command line which is the management 
console. This web interface and command line allows users 
to initiate backup or recovery tasks and also keep a track of 
the status of the tasks initiated. 
 
2.3 Authentication and added security 

While taking recovery of the data, it is to be ensured 
that the data is not recovered in an illegitimate machine 
and hence resulting in data loss. The security has to be 
enhanced in order to ensure that there is no data loss. The 
authentication service is the main module that handles 
security in this system. It ensured that the data which is 
recovered is at a legitimate machine and ensures that 
there is no data leak. There are three different ways in 
which security is ensured. 

1. Basic Access Authentication: It is a simple 
username password authentication in which a 
user passes the username and password to the 
server to authenticate. An unauthorized access to 
the database can expose user credentials, so there 
is a need to make this more secure. For ensuring 
the security, the password is stored using SHA256 
encoding [6] in the encrypted format. This one- 
way secure hash algorithm helps in adding 
security to this method. This authentication 
method helps in making the password of the user 
secure. 

2. Token Based authentication: It is a more 
enhanced form of authentication [8] which makes 
use of private key and public keys. This helps user 
to securely connect to the backup and recovery 
application. The machine from where data backup 
or recover has to be taken is referred to as client 
machine. A trust is made between the client and 
the server which the help of singed token. With 
help of this the server knows on which client the 
data is recovered and data leak can be prevented. 

3. Single Sign on Authentication: It is an 
authentication technique that is used in the 
architecture of this system which allows the user 
to login only once with username and password 
on various management consoles. Single sign on 
makes use of the authentication verification data 
and allows the user to login to different platforms 
of the management console using single sign in [9]. 

4. Password guessing attack prevention: This 
technique is used for preventing the unauthorized 
access to the backup and recovery server. An 
unauthorized access to the server can be made by 
guessing the user password in several 
attempts.[10] To prevent this we may prevent the 
user to make several login attempts and prevent 
the guessing of password. If more attempts are 
made to login and the activity looks suspicious 
then the user is blocked. 
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3. IMPLEMENTATION OF THE SYSTEM 
 

This section talks about the implementation of each of 
the authentication and security function which are used in 
this model. 

i. Basic Access Authentication: The password of the 
user is encrypted using the SHA256 algorithm.[6] 
The password is sent as an input to this hash function 
to generate a hashed text. This is a very secure one-
way hash algorithm which means that the text can be 
encrypted using this hash algorithm but from the 
hashed text it is difficult to get the original text. Also, 
a small change in the input text may completely 
change the hashed text. So, it is very difficult to get 
the original input from the hashed text. In the 
database of the server, the password is stored as 
hashed text using SHA-256. In this way even if 
someone get an unauthorized access to the backup 
and recovery server, still it is not possible to guess 
the original password from the hashed text. 

 
ii. Token based authentication: For implementation 

of token-based authentication, JSON web token 
(JWT) [7][8] are used. It is a secure way of 
transmitting information between client and server 
using a JSON object. The registered user will make a 
request with its credentials from the web console. 
The browser sends a POST request to the server with 
username and password. The server creates a JSON 
Web Token (JWT) [8] token secretly. The server 
returns the JWT token to the browser. The browser 
then sends the JWT token which is signed with the 
user information in the authentication header. The 
server then checks the JWT signature and gets the 
user information. After verifying the user, the server 
sends the response back. The establishing of trust 
between the user and server is displayed in figure 2. 

 

 
Fig-2 Establishing trust between user and backup 

server using JWT token 

iii. Single Sign on Authentication: Single sign on 
authentication in this model helps user to log in only 
once for different types of related interfaces of 
backup and recovery. The user can log in only once 
for even different management consoles like 
command line interface and web interface. This 
process of authentication is done through Security 
Assertion Markup Language (SAML) token.[11] This 
token is used authentication the data. In this 
process there is an authentication server as well 
between the interaction of user and backup server. 
The steps of single sign on authentication are as 
follows: 

 
 The user sends a login request to the 

authentication server from one of the 
management consoles. 

 Authentication server receives the login request 
and generates a SAML token which is digitally 
signed and contains the information of the user 
such and username and password in encrypted 
format. Also, this token is digitally signed. 

 The SAML token is sent back the user. 
 User tries to make a login request from a 

different application which means a different 
management console. In this case in the request 
user sends SAML token in the request. 

 Authentication server decodes the request and 
extracts information such as login credentials, 
SAML token and the session Id of the user. 

 The decoded information is sent to Backup and 
recovery server, which validates the session id of 
the user and sends the response to the user. 

 Based on the response of the server the login 
request succeeds or fails. 

 
Figure 3 describes the single sign on process 

through the use if SAML tokens. 

 

Figure 3 Single sign on process with SAML token 

From the described process, the need to login again for 

different management consoles can be avoided and the 

user is granted access by logging in just once. 
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iv. Password guessing attack prevention: There can 

be an attempt to get the user credentials by guessing 

the password and trying many login attempts. For 

this the user is limit to a specific number of login 

attempts. If the user tries to make login attempt more 

than the set limit, the user is blocked. The logs of the 

user can be used to get the track of the number of 

login attempts. 

4. CONCLUSION 

Based on the current backup and recovery systems 
which mainly focus on data reliability and availability, this 
paper puts light on another kind of important aspects. 
Except to fulfil data reliability and availability many fields 
require the system that can ensure data confidentiality 
requirements which may come from military and defense 
fields. By strengthening the basic authentication method, 
the security of the system can be advanced. The token-
based authentication helps in establishing trust between 
the user and the backup server, so that in no case the 
data is recovered on an illegitimate machine which may 
lead to data loss. The single sign on technique prevents 
the user to indulge in the monotonous task of validating 
credentials for each interface of the management 
console. Lastly, the password guessing attack prevention 
ensures that there are limited number of login attempts 
so that suspicious activity of guessing the password can 
be prevented. 

Overall by adopting the security enhancements to the 
backup and recovery system may help ensuring the data 
confidentiality by preventing recover of data in the 
illegal target machine and hence prevent data loss. 
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