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Abstract- A food supply chain or food system refers to the 

processes that describe how food from a farm ends up on our 

tables. The processes include production, processing, 

distribution, consumption and disposal. The food we eat 

reaches us via food supply chains through which food moves 

systematically in domino-like motion from producers to 

consumers while the money consumers pay for food goes to 

people who work at various stages along the food supply 

chain in the reverse direction. Every step of the supply chain 

requires human and/or natural resources.  Because a food 

supply chain is domino-like, when one part of the food supply 

chain is affected, the whole food supply chain is affected, 

which is often manifested through changes in price. 
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1.  INTRODUCTION 

               In this paper, we propose a blockchain inspired 

internet-of-things architecture for creating a transparent 

food supply chain. The architecture uses a proof-of-object 

based authentication protocol, which is analogous to the 

crypto-currency’s proof-of-work protocol. The complete 

architecture was realized by integrating a RFID based 

sensor at the physical layer and blockchain at the cyber 

layer. The RFID provides a unique identity of the product 

and the sensor data, which helps in real time quality 

monitoring. For this purpose, a small feature size 900 MHz 

RFID coupled sensor was fabricated and demonstrated for 

real time sensor data acquisition. The blockchain 

architecture aids in creating a tamper-proof digital 

database of the food packages at each instance. A detailed 

security analysis was performed to investigate the 

vulnerability of the proposed architecture under different 

types of cyber-attacks. 

 

 

1.1Existing System  

          In existing system, the food packages does not 

contains the proper details like food ingredients, packers 

details, package date and expiry date etc.. So, the end user 

or customer does not have any awareness of that product 

details. That product have product id and shop information 

only.  Real-time monitoring of the food quality and visibility 

of that quality index would prevent outbreak of food-borne 

illnesses, economically motivated adulteration, 

contamination, food wastage due to misconception of the 

labeled expiry dates, and losses due to spoilage, which have 

broad impacts on the food security. 

2. RELATED WORK 

2.1 Ouroboros: A Probably Secure Proof-of-Stake 

Blockchain Protocol 

          In this article , they  present “Ouroboros,” the first 

blockchain protocol based on proof of stake with rigorous 

security guarantees. They establish security properties for 

the protocol comparable to those achieved by the bitcoin 

blockchain protocol. As the protocol provides a “proof of 

stake” blockchain discipline, it offers qualitative efficiency 

advantages over blockchains based on proof of physical 

resources (e.g., proof of work). It also present a novel 

reward mechanism for incentivizing proof of stake 

protocols and they also  prove that, given this mechanism, 

honest behavior is an approximate Nash equilibrium, thus 

neutralizing attacks such as selfish mining. It also present 

initial evidence of the practicality of our protocol in real 

world settings by providing experimental results on 

transaction confirmation and processing. 

  

2.2. A Supply Chain Traceability System for Food Safety 

Based on HACCP, Blockchain & Internet of Things              

            In this paper they  build a food supply chain 

traceability system for real-time food tracing based on 

HACCP (Hazard Analysis and Critical Control Points), 
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blockchain and Internet of things, which could provide an 

information platform for all the supply chain members with 

openness, transparency, neutrality, reliability and security. 

Furthermore, we introduce a new concept Big chain DB to 

fill the gap in the decentralized systems at scale. The paper 

concludes with a description of a use case and the 

challenges to adopt blockchain technology in the future 

food supply chain traceability systems were discussed. 

  

2.3 Design and Development of Sensing RFID Tags on 

Flexible Foil Compatible With EPC Gen 2 

          In this article ,the design, development, and testing of 

printed smart sensing tags compatible with the RFID 

standard electronic product code Gen 2 is presented. Two 

different strategies are employed to interface the sensors: 

1) passive single chip and 2) semi passive architectures. 

Both strategies provide sensor data by directly answering 

to the RFID reader inquiries or using a data logging 

mechanism to store the sensor data in the RFID chip 

memory. Temperature readout is measured using the 

embedded sensor in the RFID chip. Additionally, a light 

sensor and pressure sensor interfaced to a microcontroller 

are implemented in the passive and semi passive tags 

versions, respectively. For the employed RFID chip, two 

different UHF antennas are designed and printed using 

inkjet and screen printing to compare their radio frequency 

performances. Finally, the fabricated smart tags are fully 

validated through measurements in an anechoic chamber 

and their behaviors are compared with numerical 

simulation. The screen printed semi passive RFID tag with 

loop antenna shows a better reading range than the inkjet 

printed one, whereas the passive tag can be considered as 

the most cost-effective system. 

2.4 The Meat Freshness Monitoring System Using the 

Smart RFID Tag 

          In this paper , they  proposed a monitoring system for 

meat freshness and use-by date, based on the smart RFID 

(radio frequency identification)  tag. Freshness can be 

checked by various factors ,such as the presence of 

microorganisms ,bacteria , and gases. This paper focuses on 

detecting the temperature ,humidity ,and the gases released 

by meat. They analyzed the factors affecting the freshness 

of meat and decided to use agas sensor as the main 

detection  method. They use temperature sensor and 

humidity sensor as auxiliary sensors to get the food 

poisoning index. The proposed system consists of an RFID 

tag, temperature sensor, humidity sensor, gas sensor, 

reader, and server. By comparing the temperature, 

humidity, and gas concentration of the meat storage 

environment, we can get the relationship between meat 

freshness and the sensor signal. This monitoring system 

can show the meat freshness at four distinct grades: High , 

Medium ,Low ,and Spoilage. In order to confirm the 

usefulness of the proposed system, they performed 

experiments on pork. With the smart RFID tag, they 

successfully estimated the freshness of the meat. 

  

2.5 Applications of Blockchain Technology beyond 

Cryptocurrency 

          Blockchain (BC), the technology behind the Bitcoin 

crypto-currency system, is considered to be both alluring 

and critical for ensuring enhanced security and (in some 

implementations, non-traceable) privacy for diverse 

applications in many other domains - including in the 

Internet of Things (IoT) eco-system. Intensive research had 

been  conducted in both academia and industry applying 

the Blockchain technology in multifarious applications. 

Proof-of-Work (PoW), a cryptographic puzzle, plays a vital 

rôle in ensuring BC security by maintaining a digital ledger 

of transactions, which is considered to be incorruptible. 

Furthermore, BC uses a changeable Public Key (PK) to 

record the users’ identity, which provides an extra layer of 

privacy. Not only in cryptocurrency has the successful 

adoption of BC been implemented but also in multifaceted 

non-monetary systems such as in: distributed storage 

systems, proof-of-location, healthcare, decentralized voting 

and so forth. Recent research articles and 

projects/applications were surveyed to assess the 

implementation of BC for enhanced security, to identify 

associated challenges and to propose solutions for BC 

enabled enhanced security systems.  

3. PROPOSED SYSTEM 

               In our paper, We use the decentralized system 

blockchain servers to track the manufacturing of packed 

food items. Here we develop three blockchain servers to 

monitor the activities between the suppliers , 

manufacturers and distributors. We propose an 

architecture to monitor the transparency of the food 

product. Whenever a product is going to be manufactured 

the manufacture will be purchasing  the ingredients from 

individual suppliers. Thus the entire flow in a product 

manufacturing will be updated in each  phase in the 

blockchain servers.  So when a customer purchase any 

product  they need to scan the qr code of that product and 

based on the product id  the tracking details like batch id, 

product id ,expiry date and date of packaging of all  

individual ingredients will be listed to the customer. Thus 
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the transparency of  the product is shown to the end 

customer. 

 

3.1 Architecture overview 

            For each product it contains the barcode number and 

its number will be passing through food API then 

ingredients will be taken out by using barcode number. 

First registration. The registration form contains supplier 

details. Then login. Supplier sells the products to all 

manufactures what the produce. The manufacturer initially 

creates the account. They will analyze the raw materials 

and the manufacturer will request the quantity of raw 

materials to the supplier. Then suppliers will accept the 

request from manufacturer and raw material will be added 

to the manufacturer inventory. The manufacture will send 

the product ID, expiry date, number of packets, etc to the 

block chain and then the created product will be added to 

manufacturer shipment. From the block chain the 

manufacturer will retrieve the product. First registration. 

The registration part contains distributer details. And login. 

The distributer will be seeing the product in the 

manufacturer cart and then buying product by the 

distributer will be added to the block chain.  First 

Registration. The registration form contains user details. 

Then consumer login. Consumer buys the product from 

distributer. The consumer scan the QR scan by using the 

mobile app and then view the product in the mobile such as 

manufacturing date, packing date etc. The consumer will 

check the product and they will buy the product by using 

online transaction. Finally user transaction ID, product 

name and cost will be added to the block chain. 

 

 

 

4. SYSTEM  IMPLEMENTATION 

               System implementation is the process of  defining 

how the system should be built ensuring that the system is 

operational and used. The proposed system comprises of 

modules such as  

1. Analyze the barcode number based on API  

2. Manufacture sends product details to Block chain    

3. Distributer purchasing the product  

4. QR scan code verification & bank interfacing  

 

4.1 Analyze the barcode number based on API: 

          For each product it contains the barcode number and 

its number will be passing through food API then 

ingredients will be taken out by using barcode number. 

First registration. The registration form contains supplier 
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details. Then login. Supplier sells the products to all 

manufactures what the produce. 

 

4.2 Manufacture sends product details to Block chain   : 

          The manufacturer initially creates the account. They 

will analyze the raw materials and the manufacturer will 

request the quantity of raw materials to the supplier. Then 

suppliers will accept the request from manufacturer and 

raw material will be added to the manufacturer inventory. 

The manufacture will send the product ID, expiry date, 

number of packets, etc to the block chain and then the 

created product will be added to manufacturer shipment. 

From the block chain the manufacturer will retrieve the 

product. 

 

4.3 Distributer purchasing the product: 

          First registration. The registration part contains 

distributer details. And login. The distributer will be seeing 

the product in the manufacturer cart and then buying 

product by the distributer will be added to the block chain.  

 

4.4 QR scan code verification & bank interfacing: 

          First Registration. The registration form contains user 

details. Then consumer login. Consumer buys the product 

from distributer.The consumer scan the QR scan by using 

the mobile app and then view the product in the mobile 

such as manufacturing date, packing date etc.The consumer 

will check the product and they will buy the product by 

using online transaction. Finally user transaction ID, 

product name and cost will be added to the block chain. 

 

5. RESULTS AND DISCUSSIONS 

               The proposed system is implemented using J2EE 

(JSP,    Servlets), JavaScript, HTML, CSS, AJAX, Hibernate 

Framework, MVC Pattern. 

6. CONCLUSION AND FUTURE ENHANCEMENT 

               In order to improve safety and prevent wastage, we 

have used modern IoT based technologies  to monitor the 

food quality and increase the visibility level of the 

monitored data.  Sensing techniques compatible with 

existing tracking and tracing infrastructure are proposed 

for monitoring food products. These sensors can be 

invasive or non-invasive in monitoring the physical or 

chemical properties of food such as pH, conductivity, and 

permittivity or the packaging environment such as 

temperature, humidity, moisture or aroma. In general, 

these sensors are aimed to prevent defective products from 

reaching the consumers. We should add the all details in 

blockchain. Like product buying place and date, product 

ingredients buying date, product packaging date ,etc. 

Blockchain technology was proposed to improve the 

traceability of a food product.  And most important we have 

used  QR code Scanner wireless sensor for scan the product 

and create sensorID. Each packaged food product with an 

embedded sensorID travels through multiple stages of 

transactions at different terminals starting from packaging 

through transportation, storage and finally to a consumer 

for purchase. A data block is created containing the 

information about the package at each valid transaction. 

Once the transaction is verified, the transaction of the 

sensorID is converted into a block of information and 

appended to its pre-existing data blocks thus forming a 

chain of information blocks and thus a blockchain. Thus , 

the adulteration can be prevented in the packaged foods 

and good quality food products will be reached to every 

customers. 
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