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Abstract: The incremental increase in the usage of
technology has led to an increase in the amount of data
that is being processed over the Internet significantly
over the time period. With the huge amount of data that
is being flown over the Internet, comes the scenario of
providing security to the data, and this is where an
Intrusion Detection System (IDS) comes into the picture
and helps in detecting any virtual security threats. The
IDS which is being proposed is being implemented using
latest technologies such as Machine Learning Algorithms
to classify the attacks and detecting them whenever an
attack happens and also to find which machine learning
algorithm is best suitable for identifying the attack.
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1. INTRODUCTION

The computer systems and computer networks
play a very important role with the increased growth of
the technology in today’s world. The old manual systems
of businesses, enterprises and organizations are being
automated with computerized solutions due to rapid
changes that are happening in the world. Thus, due to
lots of processing, huge amount of data/information gets
generated and is stored in the systems, which needs
security. Here, Information Security comes into action.
Information Security helps in preventing unauthorized
access, modification of information, destroying the
information. The Information may be physical or
electrical. The objectives of Information Security are CIA
(C-Confidentiality, I-Integrity, A-Availability).
Information Security has been evolved over the years
and offers many areas of specialization. Areas such as
Securing Networks, Allied Infrastructure, etc comes
under Information Security. Some of the advantages of
Information Security are protecting the system form
malicious attacks, securing confidential information, etc.

An Intrusion Detection System (IDS) helps to
monitor network and systems for detecting any
malicious activity. An Intrusion Detection System helps
to prevent intrusions with the help of set of rules that
have been defined. An Intrusion Detection System helps

the system to be reliable and secure. In general, IDS tries
to detect the intrusions and an alert gets generated based
on the set of rules that have been defined for any such
intrusion that occurs within a system or a network.

Intrusion Detection System generally can be
categorized into Host based Intrusion Detection System
(HIDS) and Network based Intrusion Detection System
(NIDS). HIDS deals with monitoring the internals of a
computing system and analyzing them. NIDS deals with
monitoring the network traffic and look for any
unauthorized access or a suspicious activity. The
detection method of an Intrusion Detection System can
be either a Signature based Method or an Anomaly based
Method. Though the Intrusion Detection System
monitors for malicious activities, they are prone to
generate false alarms. When IDS is developed, the false
alarm rate should be less when compared to any other
existing Intrusion Detection Systems.

The detection of an intrusion begins where a
firewall ends. Prevention of an unauthorized access is
best, but it is not always possible. Intrusion Detection can
be defined as real time monitoring and analysis of data
and network analysis for any possible vulnerabilities and
attacks that are in progress. Major limitation of many
existing Intrusion Detection Systems is filtering of false
alarms and detecting true attacks. Many machine
learning algorithms are being used for Intrusion
Detection now-a-days. These machine learning
algorithms when implemented can detect attacks which
may be either a true attack or a false alarm. An Intrusion
Detection System needs to be accurate for detection of
true attacks.

The existing Intrusion Detection Systems use
either a signature based detection or an anomaly based
detection as the detection method for intrusions. These
detection methods mentioned above have some
problems in them. The signature based detection method
sometimes tends to generate false positive due to its
capability of detecting only known attacks. While the
anomaly based detection method generate alerts for
even a legitimate events and network traffic resulting in
higher false positive rate. Real time attack detection is
still a challenge for the existing Intrusion Detection
Systems. The existing systems cannot authenticate
remote login users. When the existing Intrusion Systems
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will give higher rate of false positives then the security
analysts cannot depend on them. Zero day attack rate has
been increasing significantly over the time, which are
acting as threats for the existing intrusion detection
systems. At present there is no perfect solution in the
Information Security industry for detecting the
intrusions.

The proposed Intrusion Detection System uses
Machine Learning Algorithms to solve the classification
problem of pattern recognition and intrusion
identification. This system provides us the comparison
analysis of the different machine learning algorithms that
are implemented for classification of attacks and helps in
identifying the intrusions when occurred. This system
will help in overcoming the disadvantage of the existing
Intrusion Detection Systems. The proposed system even
helps in improving the accuracy of detection rate when
compared to the existing intrusion detection systems.
The true positive rate is also increased thus resulting in
better detection of intrusion that are true and are not
false.

2. LITERATURE SURVEY
Existing Tools for Intrusion Detection System:
e Snort: Snort is one of the Intrusion Detection
tool and it is programmed in C language. Martin
Roesch developed Snort in 1998. It is open
source software and is currently under Cicso.
Snort acts as a real-time traffic monitor.

e OSSEC: OSSEC known as Open Source HIDS
SECurity. It helps in performing log analysis.
OSSEC also performs integrity checking, rootkit
detection, alerting in real time and active
response.

e Prelude SIEM: Prelude SIEM is a hybrid
Intrusion Detection System. Prelude SIEM
generates alerts when an Intrusion or any
security threats occurs within a network in real
time.

e Suricata: Suricata acts as an intrusion detection
and prevention system. It acts as a complete
network security monitoring system. When
compared with Snort, the advantage with
Suricata is that it works all its way to the
application layer.

e AIDE: AIDE known as Advanced Intrusion
Detection Environment is another free intrusion
detection system. Its main focus is on rootkit
detection and file signature comparisons. It uses
both signature based analysis and anomaly
based analysis which is run on demand. It is Host

based Intrusion Detection System for UNIX and LINUX.

e Zeek: Zeek was called formerly as Bro. It is free
and open source software for Network Intrusion
Detection. With the help of Zeek we can also
perform live analysis of network events.

SNORT:

Snort is the tool that we are going to use for
detecting Intrusions for the system that has been
proposed. Snort as mentioned above is owned by CISCO
Systems and it is an open source software and can be
used free of cost. This software can be installed in
Windows, UNIX and Linux Operating Systems. Snort is
used to detect any intrusions that occur within a
network. Snort can be operated in three modes Sniffer
mode, Packet Logger mode and Intrusion Detection
Mode. In the Intrusion Detection mode, Snort can be able
to monitor the network traffic against a rule set that has
been defined and it takes action based on what that has
been identified. Snort allows users to define their own
rules in the rules file. Generation of alerts is also a feature
that is available in Snort and which makes it more
efficient.

3. METHODOLOGY

The system that has been proposed is going to be
implemented in Python and KDD Datasets are going to be
used. The datasets that have been downloaded contains
training dataset and testing datasets with four different
classes for the Intrusions. The attacks that are going to be
detected are Denial of Service attack, User to Root (U2R)
attack, Remote to Local (R2L) attack and Probe attack.
These are the four attacks that are classified into classes
of intrusions.

The downloaded datasets for the Intrusion
Detection System are applied on the Machine Learning
Algorithms. The machine learning algorithms that are
being implemented in the system that has been proposed
are Decision Tree Algorithm, Random Forest Algorithm,
Logistic Regression Algorithm and KNN Algorithms.
These four machine learning algorithms that are being
implemented are classification machine learning
algorithms that are used for Classification purpose.

The Decision Tree Algorithm is a supervised
machine learning algorithm, mostly used for the purpose
of Classification. In this machine learning algorithm we
split the sample into two or more homogeneous sets
based on the most significant splitter or differentiator in
input variables. In the Decision Tree Algorithm, the
internal node represents a test on the attribute, while the
branch depicts the outcome and leaf represents the
decision that has been made after computing attribute.
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The Logistic Regression Algorithm is also a
supervised machine learning algorithm and used for
Classification. Logistic Regression is a regression model,
which builds a model to predict the probability that the
data belongs to a particular category. The threshold
value setting is very important aspect of the Logistic
Regression because Logistic Regression becomes a
classification technique only when decision threshold
value is set.

The Random Forest Algorithm is a machine
learning algorithm that is capable of performing
classification as well as regression based on the
requirement. It uses Bootstrap Aggregation (also known
as Bagging) for performing classification or regression
with the help of multiple decision trees. The output is
determined by combining multiple decision trees rather
than depending on a single decision tree.

The Random Forest Algorithm is a machine
learning algorithm that is capable of performing
classification as well as regression based on the
requirement. It uses Bootstrap Aggregation (also known
as Bagging) for performing classification or regression
with the help of multiple decision trees. The output is
determined by combining multiple decision trees rather
than depending on a single decision tree.

The KNN (K Nearest Neighbor) Algorithm is
another supervised machine learning algorithm that is
used for solving classification problems. In this algorithm
the distance between a query scenario and a set of
scenarios is calculated by using a distance function, for
example Euclidian Distance formula. It is a competitive
learning algorithm because it internally uses competition
between the data instances in order to take predictive
decisions.

The datasets that have been downloaded are
taken as input by the four machine learning algorithms
that are being implemented. The input is processed and
attacks are classified. The testing data set will not be of
the same probability distribution as that of the training
dataset. The testing dataset also has attacks that are not
present in the training dataset. Thus it makes the task to
be more realistic.

The accuracy of intrusion detection is calculated
for the four machine learning algorithms that are being
implemented. A comparison analysis report is generated
for the accuracy rate in percentage for the four machine
learning algorithms in the form of a graph. From the
graph we can then clearly analyze which algorithm is
more efficient for the attacks that have been classified as
classes of intrusion earlier. Not only the accuracy rate of
intrusion detection is calculated, the mean square error
rate, mean average error rate are also being calculated
for a proper analysis.

We have rule-sets defined in Snort in snort.conf
file. When Snort is configured to Intrusion Detection
mode, based on the rule-sets defined in the snort.conf file

the network is monitored to detect an intrusion when
occurred so that an action can be taken based on what
has been identified. Snort here acts as Vulnerability
Assessment tool.

The comparison analysis graph generated for the
four machine learning algorithms helps us to understand
which algorithm works efficiently for the attacks that we
have considered for the system that has been proposed.
The detection rate of each attack is plotted in a graph for
better understanding.

Snort can also perform protocol analysis with
which detection of different types of attacks and probes
can ne possible. The snort config file is available at / etc
/ snort / snort.conf. We can include some rules in rule
file. Snort rule structure is as follows:

<Rule Actions> <Protocol> <Source IP Address>
<Source Port> <Direction Operator> <Destination Port>

We can insert some snort rules in our rule file:

1. Foralert
Example: alert icmp any any -> any any
(msg: "Ping Detected”; sid:1001466; rev:1)
This rule makes alerts on each and every icmp packet as
well as shows source and destination port addresses.

2. ToRunsnort
Snort -dev -c /etc/snort/snort.conf -1

/var/log/snort/ -i ethO -A full -k none

Architecture of the system:
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4. RESULT AND DISCUSSION

The main disadvantage in the existing IDSs is the
higher rate of false alarms. To excel in the reliability of a
security system, we need to lower the rate of false alarms
or false positives. The system that has been proposed
helps to detect the true attacks because of the four
machine learning algorithms that have been
implemented. Even if a particular attack is missed from
getting detected in an algorithm, it would get detected in
any of the other algorithms, thus the detection rate of the
intrusion is high. With the help of Snort, the Vulnerability
Assessment is performed with defined rule-sets, for
which an action is taken for an intrusion that has been
identified. The comparison analysis helps us to clearly
understand which algorithm is efficiently detecting the
attacks. The use of machine learning algorithms helps us
to classify the true attacks and false alarms, thus helping
us to build good IDS that can decrease the false alarm
rate and can provide reliability and security.
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Fig-1: Comparison Analysis of the Machine Learning
Algorithms
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Fig-2: Alert Checking in Snort

5. CONCLUSION

The system that has been proposed can be made
more reliable and efficient by implementing other
machine learning algorithms along with the ones that
already have been implemented so that intrusion can be
detected easily. Also the other types of attacks can also
be classified as the classes of intrusion to identify more
attacks and provide more security and reliability. Thus
further development of the system can help to increase
the detection rate and lower the false positive rates.
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