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Abstract - With the exchange of data in electronic way, it 

has become a necessity to keep our data in a secured way. 

The hybrid cryptography algorithm aims to build an efficient 

and secure encryption algorithm based on merging the 

encryption algorithm to make hybrid encryption algorithm 

that can encrypt and decrypt data efficiently and in secure 

manner. 

This paper presents Hybrid (AES & DES) encryption 

algorithm to safeguard data security. To make the algorithm 

more secured the key generation technique used is complex. 

This has helped in avoiding any chances of repeated or 

redundant key. 
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1.INTRODUCTION  
 

Due to the rapid usages of data communication, 
security is becoming a more crucial issue. The fundamental 
requirements for security include authentication, 
confidentiality, integrity, and non-repudiation. To provide 
such security services, cryptography is the foundation and 
most system uses two major classes of cryptographic 
algorithms namely private-key and public-key algorithms. 
They usually operate at relatively high speed and are 
suitable for bulk encryption of messages. Public-key 
algorithms are based on the idea of separating the key used 
to encrypt a message from the one used to decrypt it. They 
are relatively slow and therefore unsuitable for encryption of 
large bulky messages. 

Security becomes a very important issue in data 

transmission and there are so many methods to make files 

more secure. One of that method is cryptography the original 

file. Cryptography is derived from a Greek word which 

means, the art of protecting information by transforming it 

into an unreadable format. To prevent our data from 

unwanted users to get access to our data we need 

cryptography. Cryptography is associated with the process of 

converting original plain text into not human readable 

format. It is a process of transmitting data in a form that only 

those who can access the data can read and process it. 

Cryptography is a method to secure data by writing the 

hidden code to cover the original file.  

The aim of the research project is to encrypt and decrypt 

data efficiently and effectively protect the transmitted data. 

This model uses the AES and DES security algorithm that 

encrypt and decrypt transmitted data. The proposed hybrid 

cryptography algorithm aims to build an efficient and secure 

encryption algorithm based on merging the encryption 

algorithm to make hybrid encryption algorithm that can 

encrypt and decrypt data efficiently and in secure manner. 

 
2. METHODOLOGY 

   This project introduces hybrid approaches by combining 
two most important algorithms AES algorithm and DES 
algorithm. This hybrid encryption algorithm provides more 
security as compare to other security algorithm. The 
parameter on which this  algorithm is  analyzed was 
Avalanche effect, Bit Independence criteria and time 
consumed. In order to ensure more security the key which is 
given to  this algorithm by the user in the beginning is given 
to a random function which generates more complex key 
which is then given to this hybrid algorithm. This provides 
more security. 

The project studies the different set of algorithm and its 
implementations and examines it on some parameters which 
is time consumed, avalanche effect and bit independence 
criteria on the basis of above parameters a new hybrid 
algorithm is developed.  

It provides more security as the key which the user enters is 
given to a random function which generates a more complex 
key which is then given to the hybrid algorithm. 

2.1 Avalanche Analysis 
 
The avalanche effect property is very important for 
encryption algorithm. This property can be seen when 
changing one bit in plaintext and then watching the change in 
the outcome of at least half of the bits in the cipher text. One 
purpose for the avalanche effect is that by changing only one 
bit there is large change then it is harder to perform an 
analysis of cipher text, when trying to come up with an attack. 
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  AvalancheEffect=  Number of flipped bits in ciphered text 

                                     Number of bits in ciphered text          

2.2 Bit Independence Criteria 
 

A second property which would seem desirable for any 
cryptographic transformation is that, for given set of 
avalanche vectors generated by the complementing of single 
plaintext bit, all the avalanche variable should be pair wise 
independent. In order to measure the degree of 
independence between a pair of avalanche variable, we 
calculate their correlation coefficient, if its zero it mean that 
the variable are independent, if its 1 that mean stronger 
positive correlation and -1 is stronger negative correlation. 
 

3. PROPOSED SYSTEM 
 
 A method that follows two encryption and decryption 

algorithm that are AES and DES by using symmetric key. 

3.1 Encryption 

 

Fig-1: Flow chart of Encryption Process 

 

Step1: The user will upload the file which is to be encrypted. 

Step2: He will also enter the key 'K'. 

 Step3: The Key which is entered is divided into two parts 

'K1' and 'K2' and given to the key generation process . 

Step4: After the operations of key generation are performed 

K1 key is given to AES algorithm and K2 key is given to DES 

algorithm.  

 Step5: Then AES encryption is performed on the plain text 

and later DES algorithm is performed on it which results into 

hybrid encrypted text. 

 Step6: In this step, the result of the above step is given to 

the decryption process for further operations. 

3.2 Decryption: 

 

Fig-2: Flow chart of Decryption Process 

Step1: The resultant hybrid text in the encryption process is 

given in this step of the decryption process. 

Step2: The user is been asked to enter the same key which 

he entered at the beginning of the encryption process. 

Step3: The entered key is divided into two parts 'K1' and 

'K2' and key generation process is performed on it. 
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Step4: After key generation process K2 is given to DES 

algorithm and K1 is given to AES algorithm. 

Step5: First DES is performed on the hybrid encrypted text 

and later AES is performed on it. 

Step6: The above step result into plaintext which is similar 

to the plain text which user had uploaded 

3.3 Key Generation 

 

Fig-3: Flow chart of Key Generation process 

 

Step1:  The user will enter the key of any length and it will 

be denoted by X. 

Step2:  We will compare the length of the input that is 

length(X) with A. (A is the specific length decided) 

 Condition1:  If  length(X)  <  A 
Key padding will be performed until  the length 

of X is equal to A size. 

X  +  B (100..)  =  A 

Where,   ‘B’ are extra bits which are added. 

 Condition2:  If   length(X)  >  A 
Key alteration will be performed until the 

length of X is equal to A size. 

X  -  B   =  A 

Where,  ‘B’ are bits which are eliminated. 

Step3:  After step2 is performed we will get a key of length 

A. 

Step4:  The key which is obtained in the above step is 

divided into two equal parts that is y and z. 

Step5: y will be given to MD5 algorithm to perform hashing 

function. 

Step6: z  will be given to MD5 algorithm to perform hashing 

function 

Step7:  The result of above two steps  is termed as K1 and  

K2 respectively. 

Step8:  K1 is further given to AES algorithm during encrypt 

ion and decryption process. 

Step9: K2 is further given to AES algorithm during 

encryption and decryption process. 

Step10: Key generation process ends here. 

4. RESULT AND ANALYSIS 

SR.NO PLAINTEXT BIT 
CHAN

GE 

AVALANCHE 
EFFECT 

 
 

1 

1101000110010 

11111001 

(hey) 

 
 

37 

 
 

57.8% 

1101000110010 

11111000 

(hex) 
 
 
 
 

2 

1100101110111 

0110001111100 

1011110011110 

0001110100 

(encrypt) 

 
 
 
 

29 

 
 
 
 

51.7% 

1100101110111 

0110001111100 

1011110011110 

0001110110 

(encrypy) 
 
 

1100110110100 

1110110011001 
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3 

01 

(file) 

 
32 

 
50% 

1100110111100 

1110110011001 

01 

(fyle) 
 
 
 
 

4 

1100011110100 

1111000011010 

0011001011110 

010 

(cipher) 

 
 
 
 

34 

 
 
 
 

53.1% 

1100011110100 

1111000011011 

0011001011110 

010 

(cipler) 

 
 

5 

1100110110100 

1110111011000 

01101100  

(final) 

 
 
 

38 

 
 
 

         59.3% 

1100110110100 

1111111011000 

011101100  

(fi~al) 

 
AVERAGE 

 
    54.38% 

 

Table-1: Results of avalanche effect of 
Hybrid algorithm 

 
According to the analysis performed the avalanche effect 
calculated  for Hybrid algorithm is 54.38%.  

 

5.CONCLUSION 
 
Using a combination of cryptography encryption algorithms 

such as AES and DES with SHA256 is one of secure and 

convenient technique for secure data via cloud storage 

services and achieve the confidentiality, integrity and non-

repudiation. In the future, we will try to apply this method 

using GPU scheduling concepts to reduce the execution time 

for encryption and decryption phases. So this hybrid 

algorithm can be further used to transmit the encrypted data 

on the cloud. Moreover the proposed complex key 

generation in this project will further increase the security of 

the entire system.  
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