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Abstract - Currently used Electronic Voter Machines [EVM]
have vulnerabilities, which led to many cases that testified the
security of both Electronic Voter Machine (EVM) and the Voter
Verified Paper Audit (VVPAT) system. Some cases infer that
these machines are tampered and the votes are hacked from
one party to another. There are several problems in the
existing voter machine such as no transparency to the voter,
limited storage capacity, Separate ballot and control unit and
chance for bogus voting as authentication purely depends on
the officer in the polling booth. Our idea solves these problems
by bringing transparency in the voting process, using Internet
of Things (IoT) based technology to store votes in a cloud
server with a new protocol called Random Code Transmission
Protocol, making each machine an independent unit and
reducing bogus voting with biometric authentication. Our idea
is to provide an electronic voting machine which is a highly
secure and efficient voting system to our country.
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1. INTRODUCTION

The Indian electronic voting machine (EVM) was developed
in 1989 by Election Commission of India in collaboration
with Bharat Electronics Limited (BEL) and Electronics
Corporation of India Limited (ECIL). Since then the
electronic voting machines have been used in all general and
state assembly elections of India since 2004. Out of 120
countries that follow democracy, only 31 countries use EVM
for either for small elections or nationwide. Other countries
still use paper voting system as they have no trust in EVMs.
Some cases were filed in the Supreme Court of India testified
the security of these EVM which are still left unanswered.
There is no transparency to the voter about the voting
process and the process inside the machine. Even BEL, ECIL
and Election Commission of India cannot read the software
inside the EVM. There is only limited storage capacity. Each
EVM is separated into two units, a ballot unit and a control
unit. It brings complexity to the system. Also, the chance for
bogus voting is high as the authentication purely depends on
the officer in the polling booth. The voting process involves a
lot of man power which can be reduced. Hence a solution
that uses modern technological advancements to resolve
these problems becomes necessary. This paper proposes
such a solution that solves the problems in the existing
machine and provides an efficient voting system that is
highly safe and secure.

2. PROPOSED ARCHITECTURE

Our idea proposes an EVM that uses [oT based technology to
transmit the votes from the machine to the cloud server
through Wi-Fi. This EVM includes a QR code scanner to scan
the QR code present in the AADHAR card of the voter. The QR
code is used to obtain the details of the voter such as
fingerprint and name from the AADHAR Database. These
details are compared with the fingerprint obtained using a
Biometric sensor during voting process. Only after the
validation of the voter, the vote is taken into count. This
prevents bogus voting and assures that only the voter casts
the vote himself/herself. The EVM brings transparency by
displaying the entire program running inside the machine
when the concerned button to display the program is
pressed. Since all the functions are incorporated into a single
unit, this EVM doesn’t require any control unit. The section
below describes the voting process involved during an
election with our EVM.
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Fig -1: Internal Architecture of the proposed EVM

The Raspberry Pi has an inbuilt Wi-Fi module which is here
used to transmit the votes through the internet. An Organic
Light Emitting Diode (OLED) is used to display the status of
the voting. The balloting unit consists of a number of buttons
and LEDs corresponding to the candidate’s name and party.
The LEDs serve as an indicator to the button pressed
respective to the candidate. A Battery of 3000 mAH is used
as the power supply to the EVM in order to last long for one
day. A provision for direct power supply will also be
available for emergency purpose.
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2.1 Voting Process
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Fig -2: Flow chart of the voting process with our proposed
architecture

The voting process starts with the scanning of QR code in the
AADHAR Card. The voter details are fetched from the
database. Then the voter has to cast the vote followed by
placing his/her thumb on the biometric sensor. The
fingerprints are compared and only then the votes are taken.
If the vote is taken into count, it is indicated with a beep from
the buzzer. If the fingerprint didn’t match, the voter is given
three more chances to validate the fingerprint. Else the
officer in the polling booth will be alerted through the rapid
beep sound from the buzzer. From the beginning of the
process till end, the voting status is displayed in the LED
Display. Whenever a vote is validated, the vote is transmitted
to the server through internet. Like VVPAT system, the
candidate and party name to which the voter has voted will
be displayed for 7 seconds in the LED display.

2.2 Transmission Protocol

To make the system more secure, we implement our new
protocol called Random Code Transmission Protocol (RCTP).
This protocol runs over TCP/IP uses 64-bit data segment for
transmission. The protocol uses Transport Layer Security
(TLS) for encryption. The data format of the protocol, below
the fixed header will be random and different for each
transmission of data. This format is decided by the sequence
number and format offset bits in the fixed header of the data

packet. The server (receiver) has to decode the data based
on this sequence number and offset. If there is a change in
the format, itindicates that either the data is manipulated or
there is some error in the transmission. Hence the data
manipulation can be easily identified. This protocol provides
additional security to ensure secure transmission of votes to
the server. The data format of the protocol is given below in
the ‘Fig-3’ and the ‘Table-1’ describes the fields in the data
format.

0 1 2 3 4 s i 6 i 7
dyte l Message Type Protocol Version Format Offset
Byte2 Device Address
Byte 3 Length Reserved Bits
Byted Chedksum / CRC

Byte5-n Payload
Byte n+l TCR/UDP/...... payload

Fig -3: Data Format of RCTP

Table -1: Fields in the Data Format of RCTP

Field Description

It indicates the type of the message,

Message Type whether it is a post or get message.

Length It defines the header length

It indicates the version of the protocol

Protocol Version
used

These two fields are used to define the

Format Offset format of the data packet below fixed
header
. This field contains the address of the
Device address EVM

Reserved Bits This field can used for future purposes.

Itis used for cyclic Redundancy check or

Checksum / CRC checksum of the payload
Payload It cont.ains the data (votes) to be
transmitted
TCP/UDP It contains the payload from
Payload TCP/UDP/other protocols

2.3 Server End Process

The votes are stored in the server using blockchain
technology. Since by design, the blockchain technology is
resistant to data modification, the votes are stored securely.
Our solution includes a software running in the server which
segregates the votes and provides the overall result of the
election. The votes are stored and classified by the
constituency which makes easier to identify the EVM and the
number of votes from it. The total number of votes from each
constituency, total number of votes from each polling booth,
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total number of votes to a party in a state and analysis on
overall percentage of votes acquired during the election can
be accessed from the software in the server. This reduces the
workload to make analysis and eliminates the need for a day
of counting process.

3. RESULTS
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Fig -5: Internal architecture of our prototype
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Fig -6: Screenshot of software displaying the vote
results in server

Duts Packec Bacelvd

Fig -7: Screenshot of Data Packet of RCTP protocol
received in the server

Our proposed architecture is demonstrated with the
prototype as shown in Fig-4 & Fig-5. The box case of the
prototype is made up of 6mm plywood as it weighs lighter.
The box case has a closable board on top, which can be
screwed and sealed. The Fig-6 shown above is the screenshot
ofthe software that displays the votes from the EVM taken in
the PC that acts as the server here. The Fig-7. shows the data
packet of our protocol ‘RCTP’. In Fig-7, to demonstrate the
security of our protocol we added an option to replace the
packet received for decoding. Even if a small part of the
packet is manipulated, the checksum will not match with
manipulated packet. Hence manipulation of data can be easily
identified. The software will notify if such type of
manipulation occurs.

4. CONCLUSIONS

Expected outcome of our proposed architecture is an easy,
efficient and secure voting system through our EVM. Our
solution makes the whole election process more easy and
secure. Italso reduces the overall manpower involved in the
election process. We believe that this system will create an
impact in the society as it brings transparency between a
voter and the voting machine, so that people will have trust
in the voting system.
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