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Abstract - Recently, agent-based software technology has 
received significant attention from research committees due to 
its vital role in performing tasks remotely in distributed 
systems. However, security is a major concern in this 
technology. When a mobile agent carries a task to be 
performed remotely, the visiting mobile agent may be attacked 
by the visited destination machine. On the opposite side, the 
visited destination machine may be attacked by the visiting 
mobile agent. This conflict in ensuring security at both the 
mobile agent side and the destination machine side is the key 
problem addressed in this work. In this work, we present a 
Module-based Security System (MbSS) that ensures the 
security of the visiting mobile agent against the destination 
machine. In addition, it ensures that the visiting mobile agent 
does not exceed its privileges to damage the destination 
machine. MbSS adds a kind of isolation to the mobile agent 
when performing a task within the space of the destination 
machine. This isolation is represented by self-decryption and 
self-communication features. Compared to similar security 
systems, the proposed MbSS shows better performance in 
terms of security level and total execution time. 

 
Key Words: mobile agent, destination machine, encryption, 
decryption, module, security requirements. 
 

1. INTRODUCTION  
 
 Importance of agents. Agent-based systems play a vital 
role in distributed systems to perform tasks remotely. The 
agent is a mobile code that can perform tasks on behalf of a 
network user. The importance of mobile agents comes from 
their contribution to many research fields, such as network 
management tasks and information management systems [1, 
2]. To perform a task, the owner of the agent first creates the 
agent. The agent migrates from the Home Machine (HM) to a 
Destination Machine (DM) through an itinerary predefined 
by the owner of the agent. The itinerary may include more 
than one destination machine [3]. Figure 1 illustrates the 
general scenario of performing a carried task by a mobile 
agent. 

 
Fig -1: General scenario of performing a task by a mobile 

agent (migration). 
 
 Statement of the problem. The scenario shown in Figure 1 
is completely unsecure. On the one hand, the visiting mobile 
agent may be attacked by any DM, and the problem is 
accentuated by the mobile agent executing within the space 
of the visited DM. On the other hand, the visited destination 
machine tries to ensure that the visiting mobile agent is 
benign (i.e., it will cause no damage such as updating the 
security profile or accessing sensitive data). This trade-off 
forms the key problem, as shown in Figure 2. 

 
Fig -2: Trade-off between the visiting mobile agent and the 

visited DM. 
 

 Research questions. Three main research questions can be 
inspired from Figure 2. First, under the assumption that the 
DM is an attacker and the visiting mobile agent can be 
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attacked (the carried task itself or the results of the 
execution of the task), the question of how to enable the 
mobile agent to carry the protection mechanism is 
considered important for research. Second, since the visiting 
mobile agent is executed within the space of the DM, how to 
isolate this visiting mobile agent from the hosted machine's 
memory space, so that self-communication can be achieved, 
is another research question. The final question is how to 
ensure that the visiting mobile agent came from a trusted 
HM and will not perform malicious activities at the DM. 
 
 Contribution. The use of public key infrastructure is 
considered an effective way to ensure confidentiality and 
authentication of the visiting mobile agent at the DM side. 
However, this approach cannot provide protection to the 
mobile agent against the DM when it acts as an attacker. By 
employing a mediator that can be sent (or carried) by the 
mobile agent and then using this mediator as a function for 
the encryption key generation process, we can protect the 
mobile agent, achieving self-protection and self-
communication. In general, the contribution of this work is 
as follows: 
 

 We propose a novel system called the Module-based 
Security System (MbSS) that ensures the security of 
the mobile agents in distributed systems. MbSS 
employs a third key called a mediator in the process 
of encryption and decryption to achieve self-
decryption and self-communication. 

 We present a new security metric that depends on 
the number of security requirements that are 
achieved. This metric is used for evaluation purpose 
and involves 13 security requirements in its scale.  

 We conduct extensive experiments to evaluate the 
proposed system compared with four systems 
proposed previously in the research field of agent 
security. 

 
 The rest of the paper is organized as follows. The related 
work is presented in section 2. The proposed approach is 
provided in detail in section 3. The used metrics are 
presented in section 4, followed by experimental results in 
section 5. Finally, the paper is concluded in section 6. 

 
2. RELATED WORK 
 
 There are two main classes of approaches proposed in the 
research field on the security of mobile agents: the 
approaches that secure the agent platform (i.e., DM) against 
malicious mobile agents and the approaches that secure the 
mobile agents against malicious platforms. Each class has its 
own techniques.  
 
 Many survey papers have explored the approaches on both 
sides, the most recent of which were in 2019 and in 2017, 
located in references [3] and [4], respectively. We review 
some approaches on both sides in this section. 

2.1 Protecting visiting mobile agent against 
malicious DM. 
 
 In this category, many techniques are employed to protect 
the mobile agent against any malicious action that may be 
applied by the DM.  
 
 The co-signing technique relies on hiring an external trusted 
party to co-sign the migration of the agent. In [5], the 
preceding DM is considered the external party, which acts as 
an observer by assuming the responsibility of co-signing the 
mobile agent. The work in [5] was proposed to give mobile 
agents resistance against multiple colluding DMs that seek to 
corrupt the results of execution. Another approach is 
presented in [6] based on the co-signing technique. The key 
idea is that after producing the results, the DMs encapsulate 
them with the information of the mission carried by the 
mobile agent. The entire encapsulated package is encrypted 
and sent to the next DM at the same time. When the mobile 
agent reaches the next DM, a comparison is performed 
between the generated results and the mission information 
to discover any attack that may have occurred. 
 
 The fragmentation-based encryption technique aims at 
enhancing the performance, where only the sensitive data 
that may be exploited by a DM are first extracted. These 
sensitive data are then encrypted. Finally, the encrypted 
sensitive data are randomized so that only the agent knows 
the process of returning the correct order. In [7], the bytes of 
the agent's code are scanned, and the sensitive parts are 
encrypted and inserted within predefined arrays. When 
execution at the DM occurs, the agent uses the same 
randomization key (i.e., the seed) to retrieve the correct 
ordering of all code bytes. Similar to [7], the protocol 
proposed in [8] depends on a fragmentation technique. The 
difference is that the extraction, encryption, and 
randomization stages are performed by a TTP. 
 
 The Digital Signature (DS) technique is commonly used in 
secure communication networks and satisfies confidentiality 
and integrity. It is similar to the code signing technique, but 
the difference is that it applies a digital signature to the 
mobile agent itself instead of the carried code. A DS-based 
approach supported by a checkpoint mechanism is provided 
in [9]. The objective of the checkpoint mechanism is to 
guarantee the validity of the mobile agent using 
fragmentation and defragmentation methods. Based on both 
DS and the verifying method, another approach is proposed 
in [10]. In that work, the authors mixed the code signing 
technique with the DS technique. The code of the agent is 
signed by the creator, and the code is executed at the DM 
after being verified by the owner of the agent. 
 
 Originally, watermarking referred to the process of 
embedding a watermark within an information entity, such 
as image [11], audio, video, or text files for copyright 
protection purposes. In addition, it can be performed on a 
high-performance computing infrastructure [12] and using 
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datamining techniques [13]. The authors of [14] exploited 
the watermarking technique to detect an attack that aims at 
modifying the results of the mobile agent's mission 
execution. Consequently, the results are watermarked, and if 
a DM attacks them, the embedded watermark is damaged or 
destroyed. This technique can be enhanced by using agents 
to save power consumption [15]. However, relying on agent-
based software technology has a drawback related to privacy 
protection required in location-based services [16, 17, 18]. 
To detect the occurrence of an attack, the watermark is 
extracted at the HM and compared with the original. The 
work [14] was developed by the same authors in [19] to be 
adopted with various kinds of watermarks. During 
execution, the agent can employ any kind of available 
information as a watermark, such as dummy data, input data, 
intermediate variable values, or data originating from 
communications. 
 

Before you begin to format your paper, first write and 
save the content as a separate text file. Keep your text and 
graphic files separate until after the text has been formatted 
and styled. Do not use hard tabs, and limit use of hard returns 
to only one return at the end of a paragraph. Do not add any 
kind of pagination anywhere in the paper. Do not number text 
heads-the template will do that for you. 

Finally, complete content and organizational editing 
before formatting. Please take note of the following items 
when proofreading spelling and grammar: 

2.2 Protecting visited DM against malicious visiting 
mobile agent 
 

Similar to the previous category, many techniques are 
used to protect the visited DM against malicious mobile 
agents. 

 
Code signing is a technique that attempts to ensure the 

integrity of the code that is executed on the DM platform. It 
tunes with both the one-way hash functions and the DS 
concepts to ensure that no modification is made to the code. 
Therefore, this technique assumes that the creator of the 
code is trusted. The authors of [20] provide proof of the 
resistance of this technique, which is used in ActiveX 
controls and Java applets. An enhanced verification-based 
approach was introduced by Malik et al. [21]. Their key idea 
depends on using whitelists and blacklists of entities, where 
a security manager checks the incoming code. If it is coming 
from a trusted entity (i.e., included within the white list), the 
code is granted full permissions to be executed. Otherwise, it 
will be frozen. 

 
In the Proof-Carrying Code (PCC) technique, the creator of 

the code marks the code (i.e., generates a proof attached to 
the original code), so that any modification that occurs will 
be detected and the code will not be allowed to execute. 
Compared to the code signing technique, the PCC is better in 
terms of time and computation costs. This is because the PCC 
does not require cryptography for the digital signature. In 

[22], the authors proposed a foundational PCC, in which the 
code was verified with the smallest possible set of axioms, 
using the simplest possible verifier and the smallest possible 
runtime system. An enhanced PCC-based technique is 
presented in [23], where the major concern is allowing 
dynamic access to the platform of DM, with a tolerance of 
strict proof representation. 

 

3. PROPOSED SYSTEM 
 
 To ensure agent security, we must ensure that (1) the 
visiting mobile agent is benign (i.e., not malicious) and (2) the 
DM is prevented from performing malicious actions on the 
visiting mobile agent (i.e., the DM is honest). For this purpose, 
we must ensure the following security requirements: 
authentication, authorization, confidentiality, availability, and 
integrity. To achieve this, we support middleware (or an 
agent manager, such as Concordia) by some modules that can 
implement these five security requirements. Figure 3 shows 
the deployment architecture of the proposed system. 
 

 

Fig -3: Deployment architecture of the proposed system. 

3.1 System architecture 
 
 The proposed system consists of six modules, as shown in 
Figure 4. 
 

 

Fig -4: Architecture of the proposed system. 
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 In terms of the communicated modules, MbSS achieves self-
decryption (or self-protection) and self-communication. Each 
module has its own objective. They are as follows: 

1. Authen M, used to satisfy the authentication 
security requirement, where the visiting mobile 
agent must come from a trusted machine. 

2. Author M, used to satisfy the authorization security 
requirement, where the visiting mobile agent must 
not exceed its privileges. 

3. Auditor M, used to satisfy the accountability and 
non-repudiation security requirements (i.e., 
traceability of malicious actions to attackers, 
holding them responsible for their actions and 
ensuring that the agent platform which sends agent 
to the DM cannot deny that it is the owner of the 
mobile agent). 

4. Behaviour detector M, used to detect the behaviour 
of the visiting mobile agent, so that if any malicious 
behaviour occurs, the agent is terminated.  

5. Encryption M and Decryption M, used to satisfy the 
confidentiality security requirement, where the 
information collected by the mobile agent must be 
kept secret. 

 

3.2 Achieving security requirements practically 
 
 To achieve the security requirements, many steps are 
performed at both the HM and the DM. Before presenting the 
details, the following definitions are presented. 

 Definition 1.  denotes the set of the privileges that the 
agent must have to perform a task at the DM. It is defined as 

 

 Definition 2.  refers the session key of the AES 
symmetric algorithm. It is generated based on another key 

called the mediator key , so that 
 

 

 Definition 3.  denotes the public key of the DM. Any 

message encrypted using  is decrypted using the 

private key of the DM, denoted as .  
 Based on the previous three definitions, the steps 

performed at the HM are as follows: 

1. The agent owner creates a mobile agent.  

2. The task to be performed at the DM and its 

corresponding set of privileges are defined. 

3.  is defined. 

4. The function of generating  is 

defined.  

5. Both  and  are 

encrypted using  as follows: 

 

  
6. The hash of the task to be executed at the 

DM is calculated, and both (i.e., the task and 

its hash) are encrypted using  as 

follows: 

  
7. The mobile agent starts the migration to 

the DM, carrying  

 

 In other words, if any party (including the DM) wants to 

obtain , it must know the function that takes 

 as an input to generate . Here, the 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 

                Volume: 07 Issue: 04 | Apr 2020                  www.irjet.net                                                                     p-ISSN: 2395-0072 

 

© 2020, IRJET       |       Impact Factor value: 7.34       |       ISO 9001:2008 Certified Journal       |     Page 1252 

decryption module knows this function. Figure 5 shows the 
start of mobile agent migration. 

 

Fig -5: Starting migration of mobile agent. 

 The steps performed at the HM are as follows: 

1. The decryption module sends a request, 

asking the execution platform (i.e., DM) to 

decrypt  .The execution 

platform processes the request and 

decrypts it according to the following 

formula: 

 

 This ensures the authentication security requirement (i.e., 
the DM ensures that the visiting mobile agent comes from a 
trusted source). 

2. The decryption module sends a request, 

asking the execution platform to decrypt 

. The execution platform processes the 

request and decrypts it according to the 

following formula: 

 

   

 This ensures the authorization security requirement (i.e., the 
DM knows exactly what privileges the visiting mobile agent 
has). This gives the DM the ability to detect any malicious 
activity that the visiting mobile agent may perform outside its 
privileges.  

3. After receiving , the decryption 

module decrypts it to obtain  based 

on the function by which  is 

generated. The decryption module knows 

this function.  

After obtaining , the following steps can be 
performed. 

4. The decryption module included in the 

agent manager decrypts both  and 

 according to the following formula: 

  

5. The hash of the decrypted task is calculated 

and verified according to the value of the 

decrypted hash by the following formula: 

 

 If they are matched, then three security requirements 
(verification, integrity, and confidentiality) are ensured.  

6. After the correct matching, the task is 

executed at the DM. Both the results of the 

executed task  and  

are encrypted using the public key of the 

HM ( ). This is accomplished by the 

communication between the decryption 

and encryption modules. The following 

formula shows the encryption process to 

protect the results of the executed task 

(from malicious altering) and the mediator 

key (from revealing to the DM). 

 It is worth mentioning that  can be decrypted by 

the public key of the next DM included in the itinerary of the 

mobile agent if it visits more than one DM. In this case, the 

first DM is considered the HM, and the next DM is the current 

DM. All previous steps are performed where 

 
 Figure 6 illustrates the steps performed at the DM to achieve 

self-decryption and self-communication. 
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Fig -6: Achieving self-decryption and self-communication 

at the DM. 

4. USED METRICS  
 
 Two kinds of metrics are used for evaluation in this work: 
security metrics and performance metrics. 
 

4.1 Security metrics 
 
 We depend on the security requirements that may be 
achieved to measure the security level. The system under 
evaluation gains one point if a security requirement is 
guaranteed. Since the DM tries to ensure its security against 
the visiting mobile agent (considering this agent as an 
attacker) and the visiting mobile agent tries to protect itself 
against the DM (considering it as an attacker), we consider 
the security requirements that should be achieved on both 
sides (i.e., DM and mobile agent). Table 1 summarizes the 
security requirements involved in the measurement. 
 Let SL denote the security level; the maximum value is 13 
according to the used security requirements, and the 
minimum value is 0. Then, 
 

 
 
 The higher the SL value, the higher the security level 
achieved by a given security system, and vice versa. 
 

Table -1: Used security requirements. 

Abbr./Name Description 

Traditional security requirements 

C 

(confidentiality) 

Ensures that information carried by the 

mobile agent must be kept secret and only 

authorized parties can access it. 

I 
(Integrity) 

Guards the carried information against 
improper modification or destruction. 

A The assurance that the carried data are 

Abbr./Name Description 

(Availability) accessible when needed by authorized 

parities, including users and DMs. 

Six A's 

An 

(Anonymity) 

Achieving load balancing between keeping the 
actions of the agent private and auditing the 

agent when utilizing/logging the resources of 

the DMs. 

Ac 

(Accountability) 

Ensures that actions performed on a DM are 

traceable to the agent that committed them 
(i.e., logs should be kept, archived, and 

secured). 

Au 

(Authentication) 

The positive identification of both the agent 

seeking access to a current DM and the carried 

information from a previous machine in an 
itinerary before execution of the mission on 

the current DM. 

Ar 

(Authorization) 

The act of granting the agent actual access to 

information resources of the DM, where the 

level of access may change based on the 
agent's defined access level. 

At 

(Accounting) 

The logging of access and usage of the DM's 

resources—in other words, keeping track of 

the agent that accesses what resource, when, 

and for how long. 

As 

(Assurance) 

The controls used to develop confidence that 
security measures are working as intended. 

Auditing, monitoring, testing, and reporting 

are the foundations of assurance. 

Additional security requirements 

Non-R 

(Repudiation) 

The agent platform that sends the information 

to an agent owner or other DM cannot deny 

that it is the owner of the specific information 

and agent.  

Ve 

(Verification) 

Ensures that only the authenticated mobile 

agent is permitted access into the DM and 

verifies the code of the migrated agent from 

the HM before execution. 

Security requirements for isolation from the DM's space 

SD 

(Self-Decryption) 

Ensures that the agent manager is supported 

by a special module to perform any decryption 

task. 

SC 

(Self-

Communication) 

Ensures that the agent manager is supported 
by special modules and the modules 

communicate with each other directly without 

a third party (i.e., DM's platform).  

 

4.1 Performance metrics 
  
 Time is the most important performance metric. In this 
context, we define all processes that require a specified time 
to end: encryption, decryption, hash calculation, and function 
calculation. Each process has its corresponding time. The 
total time that results from the sum of all times represents 
the performance metric, defined as 
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 The lower the T(total) value, the higher the performance 
level, and vice versa. 
 

4. EXPERIMENTAL RESULTS AND EVALUATIONS  
 
 We evaluate the proposed system based on the metrics 
defined previously and compared with four works. The four 
works are shown in Table 2. 
 

Table -2: Works involved in comparison. 
 

Work 
 No 

Work 
 ref 

Used  
technique 

Purpose 

1 [6] Co-signing (CoG) Protecting the 
mobile agent 2 [10] Digital Signature (DS) 

3 [21] Code signing (CodG) Protecting the 
DM 4 [23] PCC 

 
 SL-based evaluation. In the context of this evaluation, we 
count the points that each work gains according to the 
security requirements achieved. Table 3 shows the 
calculated points. 
 

Table -2: Gained points. 

 Work  
 
Security req 

CoG DS CodG PCC MbSS 

C 1 1 1 0 1 
I 0 1 0 1 1 
A 0 0 0 0 1 

An 0 0 0 0 1 
Ac 0 0 0 0 1 
Au 1 1 1 0 1 
Ar 0 0 0 0 1 
At 1 1 0 1 1 
As 0 0 0 0 1 

Non-R 0 1 0 0 1 
Ve 0 1 1 0 1 
SD 0 0 0 0 1 
SC 0 0 0 0 1 

Total Sum  3 6 3 2 13 

 

Figure 7 illustrates the results obtained in Table 3. 

 

Fig -7: SL-based comparison. 

 Discussion. The proposed security system, MbSS, achieves 

the highest security level. There are several reasons behind 

this. The use of encryption based on  and decryption 

based on  ensures traditional security requirements 

and authentication. In addition, defining the privileges of the 

visiting agent ensures authorization. Since the auditor 

module monitors the behaviour of the mobile agent within 

the space of the DM, the rest of the “six A's” security 

requirements are guaranteed. This is because the agent is 

traceable and cannot deny any of its actions. Finally, MbSS 

was originally designed to achieve self-decryption and self-

communication. In terms of ranking, DS followed the 

proposed system, achieving 6 points. Since the DS technique 

relies on hashing and then encrypting it using the public key 

(of the receiver) and the private key (of the sender), the C, I, 

and Au security requirements are achieved. The enhanced 

technique used ensures three additional security 

requirements (i.e., At, Non-R, and Ve). Both CodG and CoG 

have the same security level, where each hit a score of 3. PCC 

has the poorest security level with only 2 points. This is 

because it targets performance rather than security, where 

no encryption or decryption stages are involved at all.  

 -based evaluation. In the context of this evaluation, 

we involve only CoG and DS in the comparison. This is 

because they are considered the most common methods 

used for protecting mobile agents. We compare the three 

systems according to the total time spent increasing the size 

of the sent agent, as shown in Figure 8. 
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Fig -8: -based comparison. 

 Discussion. As shown in Figure 8, the proposed MbSS 
performs worst, followed by DS, and CoG performs the best 
at the beginning (i.e., when the size of the agent is small). 
This is because CoG does not require the same computation 
as DS and MbSS, which results in a short execution time. 
Since the time required to perform a digital signature on the 
whole code of the mobile agent is less that the time needed 
to perform the different processes (i.e., encryption, 
decryption, hashing, and function of the mediator key), DS 
outperforms MbSS. However, when the size of the mobile 
agent increases, the whole scenario changes. DS performs 
worst because the time needed to perform the hashing, 
encryption, decryption, and matching processes is long 
because of the large size of the mobile agent. CoG comes in 
second because of the time needed to communicate to the 
third part responsible for the entire process of signing and 
sending back the signed code. The system proposed in this 
work performs best. This is because the digital signature 
(including the hashing, encryption using the public key of the 
DM, and decryption using the private key of the DM) is 
performed only on the task carried by the agent, not on the 
whole code of the mobile agent. Second, the key of the 
encryption session is generated locally using the function 
associated with the mediator key, not by the encryption and 
decryption process. This means that the time needed to 
obtain the session key is shorter than that needed to obtain 
the same key in DS and CoS. Finally, not all the code of the 
agent is encrypted in MbSS (i.e., the itinerary and other 
parameters), which means that a kind of fragmentation is 
performed, which leads to less time required to end the 
whole mission. 
 

5. CONCLUSION  
 
 Security is considered the most important issue in agent-
based software technology. The security problem arises from 
the fact that when a mobile agent caries a task to perform on 
a remote destination machine, the execution of the mobile 

agent is performed within the space of the hosted machine. 
This means that if the destination machine is an attacker, the 
whole task is compromised, or the agent will return with 
false results. In addition, the destination machine has the 
right to ensure that the visiting mobile agent will not bring 
damage to its platform. In responding to this problem, we 
present the Module-based Security System (MbSS). The 
system consists of six modules: authentication, 
authorization, auditing, behaviourbehaviour detection, 
encryption, and decryption. The communication among the 
modules is conducted within the manager of the agent 
(middleware installed on the destination machine). In 
addition, the decryption process is performed using a 
mediator key, which ensures that the process of generating 
the encryption key of the session is not controlled by the 
destination machine. Based on 13 security requirements—
confidentiality, integrity, availability, anonymity, 
accountability, authorization, accounting, non-repudiation, 
assurance, verification, self-decryption, and self-
communication—MbSS outperforms similar systems, 
achieving a score of 13. In terms of performance time, MbSS 
also performs better than similar systems when the size of 
the agent increases. 
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