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Abstract - Site to site VPN is the VPN connection established 
between two VPN gateways that reside in two different 
networks over the Internet, so that both networks computers 
can exchange data securely. There is no VPN client needed on 
user computers. The VPN connection will be established 
between both VPN gateways. Both VPN gateways will encrypt 
and decrypt the communication data to ensure the security 
and integrity of data.[1,2,3]. 

The site to site VPN can be supported by IPsec tunnel mode, 
PPTP, L2TP over IPSec tunneling protocols. 

Key Words:  B2B: Business to Business, B2C: Business to 
Customer, ISP: Internet Service Provider, LAN: Local Area 
Network, VPN: Virtual Private Network, WAN: Wide Area 
Network.  

1. INTRODUCTION  

A virtual private network (VPN) is the extension of a private 
network that encompasses links across shared or public 
networks like the Internet. With a VPN, data can be 
exchanged between two computers across a shared or public 
networking a manner that emulates a point-to-point private 
link (such as along whole T-Carrier-based wide area network 
[WAN] link). 
 
Virtual private networking is the act of creating and 
configuring a private network. 
 
To emulate a point-to-point link, data is encapsulated, or 
wrapped, with in headers that provide routing information, 
which allows the data to traverse the shared or public 
network to reach its endpoint. 
 
To emulate a private link, the data is encrypted for 
confidentiality; Packets that are intercepted on the shared or 
public network are indecipherable without the encryption 
keys. 

The logical link over which the private data is encapsulated 
and encrypted is a VPN connection. 

Users working at home or on the road can use VPN 
connections to establish a remote access connection to an 
organization server by using the infrastructure provided by 
a public network such as the Internet From the user's 
perspective, the VPN connection is a point-to-point 
connection between the computer (the VPN client) and an 
organization's server (the VPN server). The exact 
infrastructure of the shared or public network is irrelevant 

because it appears logically as if the data is sent over a 
dedicated private link. Organizations can also use VPN 
connections to establish site-to-site connections with 
geographically separate offices or with other organizations 
over a public network such as the Internet while maintaining 
secure communications. With both remote access and site-
to-site connections, an organization can use VPN connections 
to trade long-distance dial-up or leased lines for local dial-up 
or leased lines to an Internet service provider (ISP).[5]. 

2. THE PROBLEM: 

 Network data protection how to keep all network 
communications secure between two sites over an 
unsecured Internet. 

 Expensive cost of private circuits (leased lines). 

 Non-safety-the-shelf software, specifically in security 
applications. 

 Closed source VPN such as IPSEC VPN contains too 
many options to be configured and   administered 
securely by non-expert personnel, it also operates in 
kernel space providing the opportunity for catastrophic 
failure. 

 Traditional IPSec implementations required a great deal 
of kernel code, complicating cross-platform porting 
efforts. 

 SSL is not design for site-to-site VPNs. SSL provides 
access to web-based applications from any location with 
a Web browser and an internet connection. 

3. Objectives: 

 To help alleviate and minimize the administrative 
workload, through the implementation of an 
alternative method of authentication to Different 
network can safely grant network access to each 
other's through a secure site to site VPN Tunneling. 

 To make a secure connection between Different sites. 

 Saving cost on lease lines for remote users using public 
network. This is very     important if many members of 
an organization need to connect outside the local area 
network. 

http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&uact=8&ved=0CFIQFjAD&url=http%3A%2F%2Fen.wikipedia.org%2Fwiki%2FDifferent&ei=zj1_VMO4NZPraLGXgMAM&usg=AFQjCNFE7jTnor8jsEgWjXZ7Ohw6ablpcQ&bvm=bv.80642063,d.bGQ
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&uact=8&ved=0CFIQFjAD&url=http%3A%2F%2Fen.wikipedia.org%2Fwiki%2FDifferent&ei=zj1_VMO4NZPraLGXgMAM&usg=AFQjCNFE7jTnor8jsEgWjXZ7Ohw6ablpcQ&bvm=bv.80642063,d.bGQ
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 To design an open source simple, secure, and fast site 
to site VPN that neither suffer from complexity of IPSec 
VPN nor just works on browser. 

4. VPN Background: 

Virtual private networking is the collection of technologies 
applied to a public network the Internet to provide solutions 
for private networking needs. VPNs use obfuscation through 
secure tunnels, rather than physical separation, to keep 
communications private. 

Protection of private corporate information is of utmost 
importance when designing an information infrastructure. 
However, the separate private networking  

Solutions are expensive and cannot be updated quickly to 
adapt to changes in business requirements. The Internet, on 
the other hand, is inexpensive but does not by itself ensure 
privacy. 

There are, in general, two ways to make a conversation 
private: physical separation, where only the intended 
audience can access the signal, and obfuscation, where even 
though many might detect the signal only the intended 
audience can understand the message. When the 
communication happens in a public medium, obfuscation is 
the only solution. For businesses in particular, the Internet is 
rapidly becoming the communications medium of choice. Yet 
conducting business requires private communications, and 
the Internet is a public medium. 

Everyone who access to the internet may gain access to data 
of everyone, and between them lie a tremendous amount of 
"unwelcome" third parties that want to steal information 
from others for good, or even control other computers for 
illegal use.[4] 

 

Fig -1 Third parties can use their computers to track the 
dataflow between user and internal network. 

Here comes the problem: how to keep the data flow 
between the user computer and internal network secure 
from others and so VPN? 

 

 4. INTRODUCTION TO VPN: 

The terms VPN, which stands for Virtual Private Network, is 
introduced to provide a secure connection between remote 
computers to local area network (LAN) through internet to 
gain access to internal computer's resources. Data between 
two ends are encrypted before transmission, making others 
impossible to interpret the content even they can track the 
data flow in the connection (Figure 2). 

 

Fig-2 VPN connection between remote computer and VPN 
server. 

In a virtual private network (VPN), various networking 
technologies are applied toward the goal of providing 
private communications within the public Internet 
infrastructure. 

A VPN is a concept composed of two parts: a virtual network 
overlaid on top of the ubiquitous interconnection of the 
Internet and a private network for confidential 
communications and exclusive usage. In VPNs, "virtual" 
implies that there is no physical network infrastructure 
dedicated to the private network. Instead, a single physical 
network infrastructure is shared among various logical 
networks. For example, you can use the same network access 
circuit to access the Internet, to connect different corporate 
sites, and to connect to another business's network. This 
virtual network allows the construction of additional logical 
networks by changing device configuration only. This 
approach is faster to deploy and is less costly than employing 
dedicated physical infrastructures. 

Perhaps even more important is the "private" aspect of the 
VPN. The very purpose of a private network is to keep the 
data—and sometimes even the act of communicating the 
data—confidential so that it can be received only by the 
intended audience. This privacy ensures that advantages you 
gain by using a public infrastructure do not come at the 
expense of data security. 

The aim of VPNs is to use the public Internet to enable 
private communication to be conducted securely and 
reliably across the globe.[6,7]. 
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4.2 VPN MOTIVATION: 

4.2.1 Ubiquitous coverage: 

Adding new destinations to a private network means adding 
new circuits. Thus, the coverage of a private network is 
limited. The Internet, on the other hand, is a vast 
interconnection of heterogeneous networks. Any host 
connected to a network that is connected to the Internet is in 
turn connected to any other host connected to a network 
connected to the Internet. 

4.2.2 Scalability: 

As an organization grows and more companies must be 
added to the network, the number of leased lines required 
increases dramatically. Four branch offices require six lines 
for full connectivity; five offices require ten lines, and so on. 
Mathematicians call this phenomenon a combinatorial 
explosion, and in a traditional WAN this explosion limits the 
flexibility for growth. VPNs that utilize the Internet avoid 
this problem by simply tapping into the geographically-
distributed access already available. 

4.2.3 Cost reduction: 

Another advantage gained by using an Internet-based VPN is 
cost reduction based on the system's economy of scale. 
Simply put, it eliminates the need to purchase and maintain 
several special-purpose infrastructures to serve the different 
types   of communication needs within a corporation. 

Cost Reduction had done in 3 ways: 

One way a VPN lowers costs is by eliminating the need for 
expensive long-distance leased lines. With VPNs, an 
organization needs only a relatively short dedicated 
connection to the service provider. This connection could be 
a local leased line (much less expensive than a long-distance 
one), or it could be a local broadband connection such as DSL 
service. Another way VPNs reduce costs is by lessening the 
need for long-distance telephone charges for remote access. 
Recall that to provide remote access service, VPN clients 
need only call into the nearest service provider's access 
point. A third, more subtle way that VPNs may lower costs is 
through offloading of the support burden. With VPNs, the 
service provider rather than the organization must support 
dial-up access for example. Service providers can in theory 
charge much less for their support than it costs a company 
internally because the public provider's cost is shared 
amongst potentially thousands of customers. 

4.2.4 Security: 

VPNs use cryptographic technology to provide data 
confidentiality and integrity for the data in transit. 
Authentication and access control restrict access to 
corporate network resources and services. 

 

4.2.5 E-Commerce: 

More and more business is being conducted using the 
Internet. Electronic commerce is not only a major new 
method of retailing merchandise (called   "B2C" for business-
to-consumer e-commerce), but it is also a way for businesses 
to trade goods and services among themselves (called "B2B" 
for business-to-business e-commerce). Interconnectivity of 
businesses is essential, and the Internet is the logical choice 
for the interconnection technology. E-commerce must be 
secure. Private networks use physical separation for 
security, but it is impractical to have a separate 
infrastructure for each customer or B2B partner. A public 
infrastructure is more flexible but lacks security. VPNs 
provide both interconnectivity and security (2). 

4.3 ADVANTAGES OF USING VPN: 

1. Cost is saving on lease lines for remote users using public 
network. This is very important if many members of an 
organization need to connect outside the local area network. 

2. Enable high speed remote user to securely connect though 
public network. 

3. No workload on monitoring direct access data links of 
remote users 

4.4 FIELDS WHERE VPN USED: 

1. Banking (especially E-banking service). 

2. Some public service of the government. 

3. Commercial (like E-commercial, E-shopping, etc). 

4. Educational use. 

4.5 TUNNELING TECHNOLOGY: 

Tunneling is a method to transfer data from one endpoint to 
another through a network (internet). A tunneling protocol 
encapsulates one protocol or a session into another. It can 
transport a network protocol through a network which could 
not support it. The data (frames or packets) that sent from 
one endpoint is added with an additional header. The 
additional header provides routing information so that the 
encapsulated data can be transferred to the other endpoint. 

 

Fig-3 Tunneling model 
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The tunnel client and the tunnel server must use the same 
tunneling protocol, when they establish a tunnel. 

4.6 TUNNELING PROTOCOLS: 

4.6.1 IP security (IPSec) protocol: 

IPSec tunnel mode encrypts IP packets, and encapsulates 
them into an IP header before sending them across internet 
or a corporate IP network. IPSec functions at the network 
layer (layer 3 of OSI model), and it supports both IPv4 and 
IPv6. IPSec contains several cryptographic protocols: 
Encapsulating Security Payload (ESP), Authentication 
Header (AH) and Internet Key Exchange (IKE). ESP and AH 
secure packets flows by providing authentication, data 
confidentiality (only provided by ESP) and message 
integrity.IPSec can be used to protect both UDP and TCP 
protocols, and it’s flexible. These are all contributed by 
working on layer 3, but that also increases its complexity and 
processing overhead. 

4.6.2 Layer 2 Tunneling Protocol (L2TP): 

L2TP carries PPP (Point to Point Protocol) frames and acts 
as a data link layer protocol for tunneling between two 
endpoints. It utilizes two kinds of messages, data messages 
and control messages. The figure below shows the structure 
of L2TP. 

 

Fig-4 shows L2TP structure. 

PPP frames are encapsulated by a Packed Transport (UDP, 
FR, ATM, etc.), then passed over an unreliable Data Channel. 
The control messages are sent through a reliable Control 
Channel.L2TP does not provide confidentially 
authentication. Nested protocols which are running within 
each session is needed to realize reliability and security. 
IPSec is often used to support L2TP to provide 
confidentiality, authentication and integrity, and this 
combination is known as L2TP/IPSec. 

4.6.3 Point-to-Point tunneling protocol (PPTP): 

PPTP works on layer 2. It encrypts and encapsulates the PPP 
frame in an IP header, which is sent across the internet or a 
corporate IP network.[3,4] 

 

Fig-5 Structure of a PPTP packet. 

4.7 VPN TYPES: 

4.7.1 Remote Access VPN: 

Here, VPN is "client initiated”. It’s intended for remote users 
that need to Connect to their corporate LAN from various 
points of connections. It is intended for salesmen equipped 
with laptops and telecommuters that will connect 
intermittently from vary diverse locations (homes, hotels, 
conference halls..).  

The key factor here is flexibility, as performance and 
bandwidth are usually minimal and less of an issue. More 
than encryption, authentication will be the main security 
concern 

4.7.2 Site to Site Intranet VPN: 

This type of VPN is "client transparent". It is usually 
implemented for networks within a common network 
infrastructure but across various physical locations. For 
instance, several buildings may be connected to a data 
center, or a common mainframe application that they can 
access securely through private lines. Those VPNs need to be 
especially secure with strong encryption and meet strict 
performance and bandwidth requirements. They must 
remain easily upgradeable, since many users may be added 
to the load down the road (additional locations or 
Applications). 

4.7.3 Site to Site Extranet VPN: 

In this case VPN uses the Internet as main backbone. It 
usually addresses a wider scale of users and locations, 
enabling customers, suppliers and branch offices to access 
corporate resources across various network architectures. 
They rely on VPN standards such as IPSec to ensure 
maximum compatibility while trying not to overly 
compromise security (3). 

4.8 Open VPN: 

The project is created in 2002 by James Yonan and is 
continuing to improve all the time.Open VPN is an open 
source tool used to build site-to-site VPNs with the SSL/TLS 
protocol or with pre-share keys. It has the role to securely 
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tunnel the data through a single TCP/UDP port over an 
unsecured network such as Internet and thus establish VPNs. 

 

Fig-6 shows Open VPN structure. 

Open VPN uses a free and open source version of SSL called 
OpenSSL for the encryption and authentication tasks. 
OpenSSL is a toolkit composed of the:  

 SSL library. 

 Crypto library. 

 Command line tool. 

The cryptography library implements a wide range of 
cryptographic algorithms such as: 

 Symmetric algorithm: Blowfish, DES, 3DES, AES ... etc. 

 Certificates: x509. 

 Hash function: HMAC, MD5.[3,6,7] 

5. Methodology: 

5.1. How The System Works: 

To describe the way the system works, it is important to 
know about initial TCP/IP stack, which consists of four 
layers: 

1-Physical. 

2-Network interface (or data link layer). 

3-Internet. 

4-Transport. 

5-Application. 

Physical Layer: 

Layer 1 corresponds to basic network hardware just as layer 
1 in the ISO 7-layer reference model. 

 

Network Interface: 

Layer 2 protocols specify how to organize data into frames 
and how a computer transmits frames over a network, 
similar to layer2 protocols in the ISO reference model. 

Internet layer: 

Layer 3 protocols specify the format of packets sent across 
an internet as well as mechanisms used to forward packets 
from one or more routers to final destination.  

Transport layer: 

Layer 5 protocols, like layer 5 in the ISO model, specify how 
to ensure reliable transfer. 

Application layer: 

Layer 5 corresponds to layer 6 and 7 in the ISO model, each 
layer 5 protocol specifies how one application uses an 
internet.  The following figure illustrates how these layers 
work with each other to provide communication services 
between two devices using TCP protocol: 

 

Fig-6 shows TCP/IP layers. 

5.2. SOCKET 

Details of TCP/IP stack figure (4.1) do not performed by the 
user because the operating system is doing this process and 
hides it from end users.To simulate this system (TCP/IP 
stack) network programming must be used.Some networks 
provide file transfer service, when user needs a file gets it by 
just clicking a button without knowledge of what is going on 
behind the scenes, to see what is going on behind the scenes 
a SOCKET is used. 

Is the end point to transfer data between two devices, there 
is a group of sockets that is used in the process of data 
transfer, namely: 
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5.2.1. Sock Stream: 

Used in case of using TCP/IP protocol to transfer data 
according to their arranged, it's secure and provides Double-
exchange of data in both directions and belongs to the family 
AF_INET. 

5.2.2. Sock datagram: 

Used in case of using UDP (user Data protocol) to transfer 
data ,It's fast and not secure, belongs to the family AF_INET, 
and can be used with the family PF_PACKET when using the 
function SEND (). 

5.2.3. Raw Socket: 

Raw mode is basically there to allow bypass some of the way 
that computer handles TCP/IP. Rather than going through 
the normal layers of encapsulation/den capsulation that the 
TCP/IP stack on the kernel does, just pass the packet to the 
application that needs it. A raw socket is a socket that 
allows direct sending   and receiving of network packets by 
applications, bypassing all encapsulation in the networking 
software of the operating system. Usually raw sockets 
receive packets inclusive of the header, as opposed to 
standard sockets which receive just the packet payload 
without headers.  

5.2.4. Sock SeQPacket: 

It's provides a contact organizer of the data, reliability, 
possibility of double contact, and simultaneous connection. 

5.2.5. Sock_RDM: 

Provides a secure connection with datagram, but does not 
guarantee the order of the data. 

Since this system is interested in time and passes data 
between two or more different networks, it is required to 
have a device (Router) responsible from passing data 
through data link layer by using raw socket without 
intervention of the operating system. 

 

Fig-7 shows how to deal a socket with packets. 

5.3 Sending processes: 

5.3.1 The process of receiving packets: 

1. Create a Raw Socket. 

2. Set interface you want to sniff on in promiscuous mode. 

3. Bind Raw socket to this interface. 

4. Receive packets on the socket (All packets received will be 
complete with all headers and data). 

5.3.2 Processing received packets: 

1. Extract Ethernet header from received packet.  

2. Encrypt all the rest of the packet. 

5.3.3 The process of injecting packet onto network: 

1. Create a raw socket. 

2. Bind socket to the interface you want to send packets onto. 

3. Create a TCP packet. 

4. Encapsulates an encrypted packet within TCP packet 
(Tunneling). 

5. Send the packet through raw socket to the other router. 

 

Fig-8 shows the processes of packet in the sending side 

5.3.4. Receiving processes: 

5.3.4.1. The process of receiving packets: 

1. Create a Raw Socket. 

2. Set interface you want to sniff on in promiscuous mode. 

3. Bind Raw socket to this interface. 

4. Receive packets on the socket (All packets received will be 
complete with all headers and data). 

5.3.4.2 Processing received packets: 

1. Extract original packet from encapsulating packet. 

2. Decrypt the whole packet.  

3. Make ARP command with destination IP header exists in 
original packet to bring the intended recipient MAC. 
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4. Create Ethernet header with router's MAC as source 
Ethernet header and intended recipient MAC as destination 
MACheader. 

5. Concatenate Ethernet header with decrypted packet.  

5.3.4.3. The process of injecting packet onto network: 

1. Create a raw socket. 

2. Bind socket to the interface you want to send packets. 

3. Send the packet through raw socket to intended recipient.  

 

Fig-9 shows the processes of packet in the receiving side. 

To Forward packets, two sockets are used, each socket 
connected to specific NIC by bind function, Where one socket 
is allocated to receive packets from the NIC that linked it, 
and passes the packets after processing them through the 
other socket connected to other NIC which is used to pass 
packets to receiver, thus Forwarding process have been done 
in one direction. To make Forwarding in opposite direction, 
also two sockets are used the same way as was mentioned 
previously. Making four sockets working in a single program 
leads to loss of packets and complicate sending and receiving 
process. Because of this complication and possibility of 
packets being lost, the program was subdivided into two sub 
processes each containing two sockets one of them 
completing the process of reception and processing packets 
and passes them in to other direction via other socket, as 
well as the other program make the forwarding in opposite 
direction, that means each program containing four sockets 
two for sending and two for receiving. 

 

Fig-10 shows the processes of encryption/decryption and 
tunneling. 

 

 

6. Results and Recommendations: 

6.1 RESULTS: 

6.2 Tasting the project using wire sharke: 

1. Shared folder 

2. Web server 

3. Remote desktop connecting  

6.3 Connecting to get the shared folder from other 
network: 

 

Fig-11 show the connection to get the shared folder 

6.4 Connecting to the web server from the other site: 

 

Fig-12 show the connecting to the web server from other 
site 
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6.5 Remote desktop to the other site:  

Fig-13 show the remote desktop connecting 

7. Recommendations: 

To make this system more reliable and provide Attractive 
services we recommend doing some tasks we didn't achieve: 

1. Development the system to run on IPV6. 

2. Use real-time adaptive link compression and traffic-
shaping to manage link bandwidth utilization. 

3. Modify security model to protect against passive attacks. 

4. Using software encryption instead of using the existing 
encryption software in the OpenSSL library and check. 

5. Using software encryption instead of using the existing 
encryption software in the OpenSSL library and check. It first 
to make sure they are free of gaps and to ensure high degree 
of confidentiality and security .elaborate study of the time 
needed to break the encryption algorithm is done. 

6. Select different algorithms for encryption. 
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