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Abstract— The network which we use daily is prone to
many attacks. The only remedy to prevent such cyber
attacks is the usage of firewalls. Authentication by the
firewall is the prime factor. The modern firewalls pave the
best way than the traditional types.
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|. INTRODUCTION

Computer Security is the barrier of computer system and
particulars from wunauthorised wuse. It protects the
computing system and the data that they store and access.
Computer networks are designed to connect one or more
computer located at same or different corners of the world.
They are free to exchange information among the
connected computers. This kind of sharing is a great
advantage to both for the individual as well as for the
cooperate environment. But we know in this era, the most
important and confidential information is shared on the
internet. So, the attacker can easily attack the important
information and harm the company in any manner.

To prevent our information from the attackers is to ensure
a security mechanism in order to safeguard or inside
information from outsiders. The one such solution to this
problem is firewall. The main task of the firewall is to
regulate the information flow between the computer
networks. It protects the network by standing between the
network and the outside world [1]. In our project we have
used different types of firewall, need for fire wall, existing
system using [Pv4 and IPv6 and proposed system using
VLAN.

1. FIREWALL

Firewalls area unit the mainstay of enterprise security and
therefore the most generally adopted technology for
safeguarding non-public networks. it's been determined
that the majority firewall policies on the net area unit
poorly designed and have several errors [2]. Firewall could
be a network security that notice and controls input and
output network supported set of security rules. Firewalls
are divided into either network firewalls or Host based
firewalls. In network firewall the filter is between two or
more network and it will run on network hardware. Host
based network run on host computers. Firewall have three
generations of filters. First layer is a packet filter, second
layer is stateful filter and third layer is application layer.

firewall

III. NEED FOR FIREWALL

A good web application firewall and commonplace firewall
would provide reliable protection to your laptop computer
and system. keep updated regarding harmful applications
and sites web application firewalls defend any code that
options a front face connected on to the online. they're
doing the on high of to prevent attack or infiltration
through and applications web interface. associate degree
honest example of best apply is to have every web
application firewall protection and network wide
protection. fob Firewall merchandise integrate superbly
with web application firewall to produce superior
protection. However, they cannot exclude or repair any
malware that may have compromised your laptop
computer. it'll only be used as a interference and protection
live and not a repairing and restoring one. A Firewall is
needed if you are constantly connected to the online and
comes in code kind (on your PC) and routers (external
communication devices). If a scourge has infected your
laptop computer, you need to install the foremost effective
antivirus code to scrub your system. block attacks from
outside threats like Trojans, hackers and viruses A firewall
is needed on every laptop computer, whether or not or not
you have sensible web security code place in or not. it'll
facilitate to increase your security greatly and could be a
important interference tool. nearly every laptop computer
comes with a firewall place in on it and each one you have
to do to to is modify it. If you don’t have antivirus code on
your laptop computer, a Firewall a bit like the fob Firewall
can facilitate to prevent hacking and totally different cyber
threats.
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IV.TYPES OF FIREWALL

There are different kinds of firewall available for the
implementation.

A. Packet filtering firewall

Packet filtering could be a firewall technique wont to
management network access by observation outgoing and
incoming packets and permitting them to pass or halt
supported the supply and destination this type of firewall
options a summation of firewall security rules which can
defend traffic supported scientific discipline protocol,
scientific discipline location and/or port vary below this
firewall administration program, all net activity area unit
permissible, likewise as electronic assaults
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B. Stateful firewall

This is sort of a packet separating firewall, nonetheless it's a
lot of wise concerning staying conversant relating to
dynamic associations, therefore you'll be able to
characterize firewall administration standards, for instance,
"just allow bundles into the system that area unit a bit of
associate  degree formally settled outward-bound
association." you've got understood the built up association
issue pictured higher than, nonetheless despite everything
you cannot differentiate within the middle of "good" and
"terrible" net activity.
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C. Circuit level gateway firewall

Circuit-level gateways work on the session layer of the OSI
model, or as a "shim-layer" between the applying layer and
so the transport layer of the TCP/IP stack. They monitor
protocol shake between packets to examine whether or not
or not a requested session is legitimate [3]. It gives UDP

(User Datagram Protocol and TCP (Transmission Control
Protocol) provides a security between the transport and
application layer such as the session layer in OSI network
model. They are relatively at low cost and have the
advantage of conceal information about the private
network they protect.
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D. Application proxy firewall

An application negotiator goes concerning as a middle
person certainly application activity, (for example, HTTP, or
web, movement), capturing all solicitations and acceptive
them before passing them on. The usage of a full application
negotiator is, be that as a result of it would, very arduous,
and every negotiator can merely handle one convention. It
is a firewall proxy which provides network security. It
filters the incoming node traffic to certain specifications
which mean the only transmitted network application data
is filtered [3].
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V. HOW DOES FIREWALL ZEST

Firewalls are literally associate degree impediment to
defend our computer i.e., it defends our computer from
illegitimate remote access. It conjointly zest North
American country by creating the web gambling out of
harm’s approach. this can permit full information measure,
un-filtered access to the web.
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VI. EXISTING SYSTEM

Firewall is already finished net protocol IPv4 associate
degreed IPv6 it's conjointly an existing system. Mobile
devices often modification their communication informatics
addresses in mobile IPv6 network following its current
hooked up domain. This raises a giant challenge for
building firewall for mobile devices. IPv4 that is that the
most generally disposed net layer protocol. The inheritance
net protocol (IPv4) is been given firewall during this
planned configuration though the accessories that were
dealt before served with this net protocol (IPv6). the
excellence from IPv4 is that it's additional addresses. IPv6
has over three hundred trillion, trillion, trillion addresses.
it's salient to understand that you just don’t have to be
compelled to resolve IPv6 or IPv4. The empirical thanks to
address the modification to IPv6 is to possess each IPv4 &
[Pv6 promptly.

TO ADD associate degree IPV4 ADDRESS TO one FIREWALL

From the properties dialog switch to the interface format.
piece the informatics address data by choosing Static and
enter the IPv4 Address.

The Network Settings area unit mechanically entered.

e (static informatics address only) proceed to configuring
VRRP settings for single firewalls.

VII. PROPOSED SYSYTEM

In our project planned system is predicated on VLAN. At
this time firewall enable several authorized cluster of
laptop by victimization VLAN. VLAN may be a virtual native
space network. It support single physical link into many
little items of virtual link. VLAN should be designed with
switch or router were the interface is connected. VLAN
need to main links access and trunk link. Access Links
square measure the foremost common sort of links on any
VLAN capable switch. All network hosts connect with the
switch's Access Links to achieve access to the native
network. These links square measure the standard ports
found on each switch, however designed to access a specific
VLAN. Trunk Links square measure the links that connect 2
VLAN capable switches along. whereas associate Access
Link is designed to access a selected VLAN, a Trunk Link is
sort of perpetually designed to hold information from all

obtainable VLANs. In our project several PC’s square
measure connected in VLAN to a switch and to firewall and
so a main server. If the scientific discipline address of 1
laptop or cluster of laptop square measure designed it
permits solely the approved addressed and doesn't enable
the unauthorized data.

VII.CONFIGURATION AND PINGING

Cisco ASA

Ciscoasa(config)#interface vlan 1

ciscoasa(config-if)#no ip address

192.168.1.5-

ciscoasa(config)#no address

192.168.1.35 inside

dhcpd

ciscoasa(config)#interface vlan 1
ciscoasa(config-if)#ip address 172.16.1.1 255.255.255.0
ciscoasa(config-if)#no shutdown
ciscoasa(config-if)#nameif inside
ciscoasa(config-if)#security-level 100
ciscoasa(config)#interface vlan 2
ciscoasa(config-if)#ip address 203.1.1.2 255.255.255.0
ciscoasa(config-if)#no shutdown
ciscoasa(config-if)#nameif outside
ciscoasa(config-if)#security-level 0
ciscoasa(config)#interface ethernet 0/1
ciscoasa(config-if)#switchport access vlan 1
ciscoasa(config)#interface ethernet 0/0
ciscoasa(config-if)#switchport access vlan 2

Pinging of authorized computer

Zpproximate round trip
Minimum = 0Oms,
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Pinging of unauthorized computer

tination host unreac
ination host

0, Lost = 4

(100% loas),

IX. LIMITATIONS OF FIREWALL

Till currently as we have a tendency to mentioned
concerning all the safety it provides to U.S. and additionally
a firewall is a particularly useful security live for any
organization however at an equivalent time it doesn't solve
all the sensible security issues.

Its main limitations are as follows:

Virus attacks: A firewall cannot fully defend the inner
network from virus threats as a result of it can't scan each
incoming packet for virus contents [1].

Direct net traffic: A firewall is just effective if it's the sole
entry exit purpose of a network however if there exist quite
one entry exit purpose from wherever [1].

X. CONCLUSION

*  After the modeling and simulation of the designed
firewall network, comprehensive analyses and
comparisons are performed on the network at
various conditions of operation with different
type’s traffic being applied.

* The obtained results showed enhanced
performance of LAN security by using the

proposed packet filtering firewall scheme.
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