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Abstract: Wireless spoofing attacks are easy to launch, it plays a significant role in the performance of wireless sensor 
network. OTCL language is used for simulation. Linux is used as OS. Network simulator 2 is a simulation tool for Linux. The 
clustering approach is employed to detect the spoofing attackers and localize them. This approach fails to predict the 
attackers accurately.  

1. INTRODUCTION 

Spoofing attacks are easy to launch in, it plays a major role the performance of wireless sensor network. Among various 
attacks spoofing attacks are easy to launch that degrades the network performance. To overcome this problem, proposes 
Intrusion Detection System to detect the spoofing attackers. IDS monitoring all node activities within the network. If the 
IDS find the attacker, it passes the alarm message to the source node which eliminates the attacker. IDS  mechanism is 
used to determine the number of spoofing attacks and localize the same network. The simulation result clearly shows that 
the scheme detects the spoofing attackers in wireless network efficiently.  

II. Proposed system 

The use of RSS -based spatial correlation and a physical property associated with each wireless node is hard to disprove 
and are not approximate on cryptography for determine spoofing attacks. Attackers who have different location and then 
spatial information is used not only to recognize the presence of spoofing attacks but also to localize adversaries. The 
nodes information in the cluster is collected by cluster head which acts as Intrusion Detection System for monitoring the 
cluster member. If the IDS find the attacker, it passes the alarm message to the represented node which eliminates the 
attacker. The K-Means clustering approach and Intrusion Detection System mechanism are implemented to work out the 
amount of spoofing attacks and localize an equivalent in wireless sensor network. Among various sorts of attacks, spoofing 
attacks are easy to launch that degrades the network performance highly. At the guts of any routing protocol is that the 
algorithm (the "routing algorithm") that determines the trail for a packet. 

Routing protocol: 

The purpose of a routing algorithm is simple: given a gaggle of routers, with links connecting the routers, a routing 
algorithm finds a "good" path from source to destination. 

Hybrid routing algorithm: 

Hybrid Routing Protocol could even be a network routing protocol that mixes Distance Vector Routing Protocol and Link 
State Routing Protocol features.  

HRP is employed to work out optimal network destination routes and report topology data modifications. Distance Vector 
is straightforward routing protocol which takes routing decision on the amount of hops between source and destination. A 
route with less number of hops is taken into account because the best route. 

Watch dog Timer: 

A watchdog could also be a tool used to protect a system from specific software or hardware failures which can cause the 
system to stop responding.  

The application is initially registered with the watchdog device.  

Once the watchdog is running on your system the appliance must periodically send information to the watchdog device. 
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III. Problem statement 

S.RoselinMary1, M.Maheshwari2, M.Thamaraiselvan3 [1]"Early Detection of DOS Attacks in VANET Using Attacked Packet 
Detection Algorithm (APDA)"in this year 2013,in this paper, they study the safety of VANET (Vehicular unplanned 
Networks) is crucial as their very alive relates to analytic life threatening situations. VANET may be a subtype of the 
MANET. During which the mobile nodes are all vehicles equipped with an On-Board Unit (OBU) that enable them to send 
and to receive messages to the other Nodes within the network. Amarpreet Singh, Priya Sharma [1]"A novel mechanism 
for detecting DOS Attack in VANET using Enhanced Attacked Packet Detection Algorithm (EAPDA)".in this year 2014, in 
this paper, they study Security is that the major concern with regard to the critical information shared between the 
vehicles. Vehicular unplanned network could even be a sub class of Mobile unplanned network during which the vehicles 
move freely and communicate with one another and with the roadside unit (RSU) also. Amarpreet Singh , Priya Sharma 
[2]"A novel mechanism for detecting DOS Attack in VANET using Enhanced Attacked Packet Detection Algorithm 
(EAPDA)"in this year 2015,in this paper, they study Security is that the major concern with regard to the critical 
information shared between the vehicles. Vehicular unplanned network could also be a sub class of Mobile unplanned 
network during which the vehicles move freely and communicate with each other and with the roadside unit (RSU) also. 
Munazza Shabbir, Umair Shafiq Khan , Nazar A. Saqib[3]"Denial of Service Attacks in Detection and Prevention of 
Distributed VANET"in this year 2016,in this paper, they study Vehicular adhoc networks are getting a well-liked and 
promising technology within the modern intelligent transportation world. As per the safety applications of VANETs any 
information circulating through the network are often life crucial. Therefore the integrity of the knowledge could also be a 
critical need. The mobility of the nodes and therefore the volatile nature of the connections within the network has made 
VANET susceptible to many security threats. Paramjit Singh Waraich, neera batra[4]"Prevention of Denial of Service Attack 
Over Vehicle unplanned Networks using Quick Response Table" in this year 2017,in this paper, they study Secure routing 
over VANET may a serious issue because of its high mobility environment. Thanks to dynamic topology, routes are 
frequently updated and also suffers from link breaks because of the obstacles i.e. buildings, tunnels and bridges etc. 
Frequent link breaks can cause packet drop and thus end in degradation of network performance. 

 

Energy:                                                                                           Throughput: 
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 IV. System requirements 

This chapter highlights the wants of this poject 
requirements of this project function a tool for capturing the 
gestures of the user to be used for authentication by the 
system. The following are the hardware specifications:  

System : Pentium IV 2.4 GHz.  

Hard Disk :40 GB.  

without which the fruitful fulfillment of this project isn't 
possible. The requirements of this project may be broadly 
classified into two categories, namely:  

Hardware Requirements . 

Software Requirements . 

Hardware requirements: 

The hardware  

Floppy Drive : 44 Mb.  

    Monitor : 15 VGA Color.  

    Ram : 512 Mb.  

Software requirements: 

    The tools required are:  

    Tools: Network Simulator-2  

    Os: Linux  

    Languages: OTCL. 

V. Advantages 

The presence of spoofing attacks is detected and prevented.  

Identify abnormal network activity.  

Detect policy violations in WSN.  

Losing an important event is avoided.  

VI. Conclusion 

Finally, this paper consisting to find the stolen person by 
using three techniques, 1.Intrusion detection system this 
represent to find person's location and the number of stolen 
persons.2.Watch dog timer this provide alarm sound when 
the persons information or messages rob by the attacker .3. 
Routing algorithms means to detect the shortest path 
because to reach the destination from source path. 
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