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Abstract— The cloud data services, it is commonplace for data to be not only stored in the cloud, but also shared across 
multiple users. Unfortunately, the integrity of cloud data is subject to skepticism due to the existence of hardware/software 
failures and human errors. Several mechanisms have been designed to allow both data owners and public verifiers to 
efficiently audit cloud data integrity without retrieving the entire data from the cloud server. Public auditing on the 
integrity of shared data with these existing mechanisms will inevitably reveal confidential information. Cloud Computing 
has been envisioned as the next-generation architecture of IT Enterprise. It moves the application software and databases 
to the centralized large data centers, where the management of the data and services may not be fully trustworthy. This 
work studies the problem of ensuring the integrity of data storage in Cloud Computing. In particular, we consider the task 
of allowing a threshold proxy re - encryption, on behalf of the cloud client, to verify the integrity of the dynamic data stored 
in the cloud. While prior works on ensuring remote data integrity often lacks the support of either public Audit ability or 
dynamic data operations, this paper achieves both. 
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1. INTRODUCTION 

Distributed computing has been envisioned as the accompanying creation information development plan for endeavors, 
due to its broad summary of unparalleled inclinations in the IT history: on-ask for self-advantage, inescapable  framework  
get  to, zone  self-choosing  resource pooling, quick resource adaptability, use based assessing and transference of peril. As 
an aggravating development with huge consequences, distributed computing is changing the specific method for how 
associations use information advancement. One fundamental piece of this standpoint changing is that data are being 
united or outsourced to the. From customers' view, including together individuals and IT tries, securing data remotely to 
the in a versatile on-ask for strategy bring engaging focal points: landing of the weight for storage space organization, vast 
data access with put self-sufficiency, and avoidance of advantages costs on hardware, programming, and staff frameworks 
of help, etcetera. While distributed   computing   make   these   compensation   more captivating than some other time in 
ongoing memory, it also passes on new and testing security risks to customers' outsourced data.  As organization 
providers (CSP) are  part administrative    components,    data    outsourcing    is    truly surrendering customer's last 
control more than the fate of their data. As an issue of first significance, in spite of the way that the structures 
underneath the are altogether more powerful and trustworthy than individual enlisting devices, they are  still before the 
broad assortment of both inside and outside risks for data respectability. 

2. RELATED WORKS 
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3. ANALYSES OF PREVIOUS METHOD 

Cloud Computing has been envisioned as the next-generation architecture of IT Enterprise. It moves the application 
software and databases to the centralized large data centers, where the management of the data and services may not be 
fully trustworthy. This work studies the problem of ensuring the integrity of data storage in Cloud Computing. In 
particular, we consider the task of allowing a threshold proxy re-encryption, on behalf of the cloud client, to verify the 
integrity of the dynamic data stored in the cloud. While prior works on ensuring remote data integrity often lacks the 
support of either public Audit ability or dynamic data operations, this paper achieves both. The integrity of shared data 
with these existing Mechanisms will inevitably reveal confidential information—identity privacy—to public verifiers. 
Public auditing mechanisms can actually be extended to verify shared data integrity. 

However, a new significant privacy issue introduced in the case of shared data with the use of existing mechanisms is the 
leakage of identity privacy to public verifiers. Once a block in this shared file is modified by a user, this user needs to sign 
the new block using his/her private key. Eventually, different blocks are signed by different users due to the modification 
introduced by these two different users. The main problem with this approach is that it requires all the users using 
designed hardware, and needs the cloud provider to move all the existing cloud services to the trusted computing the 
verifier does not need to download all the blocks to check the integrity of data. Non-malleability indicates that an 
adversary cannot generate valid signatures on arbitrary blocks by linearly combining existing signatures. 

4. ANALYSES OF PROPOSED METHOD 

In this paper, we propose an effective and flexible distributed scheme with explicit dynamic data support to ensure the 
correctness of users’ data in the cloud. We rely on Block chain Genesis technique in the file distribution preparation to 
provide redundancies and guarantee the data dependability. This construction drastically reduces the communication and 
storage overhead as compared to the traditional replication-based file distribution techniques. By utilizing the 
homomorphism token with distributed verification of block chained data, our scheme achieves the storage correctness 
insurance as well as data error localization. To allow not only data owner itself but also a public verifier to efficiently 
perform integrity checking without downloading the entire data from the cloud, which is referred to as public auditing 
With ring signatures, a verifier is convinced that a signature is computed using one of group members’ private keys, but 
the verifier is not able to determine which one. The public verifier knows each block in shared data is either signed by 
Alice or Bob, because it needs both users’ public keys to Verify the correctness of the entire shared data. 
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Fig: Proposed diagram 

DATA INTEGRITY 

Data integrity refers to maintaining and assuring the accuracy and consistency of data over its entire life-cycle, Data 
integrity is the opposite of data corruption, which is a form of data loss. The overall intent of any data integrity technique 
is the same: ensure data is recorded exactly as intended (such as a database correctly rejecting mutually exclusive 
possibilities,) and upon later retrieval, ensure the data is the same as it was when it was originally recorded. In short, data 
integrity aims to prevent unintentional changes to information. 

Data integrity is not to be confused with data security, the discipline of protecting data from unauthorized parties. 

 

Fig: Data Integrity 

 



          International Research Journal of Engineering and Technology (IRJET)       e-ISSN: 2395-0056 
                Volume: 07 Issue: 03 | Mar 2020                   www.irjet.net                                                                    p-ISSN: 2395-0072 
 

© 2020, IRJET       |       Impact Factor value: 7.34       |       ISO 9001:2008 Certified Journal       |     Page 812 

ALGORITHM: 

BLOCK CHAIN ALGORITHM: 

Step 1: Given a signal of m blocks, recode to n 

➢    Blocks where n > m 

➢    Optimal: reconstruct signal given any m 

➢    Unique blocks 

Step 2: Suboptimal: Reconstruct signal using (1+e) 

m unique blocks 

• Rate r=m/n, and storage overhead is 1/r 

Optimal erasure codes have the property that any k out of the n code  word  symbols  are  sufficient  to  recover  the  
original message (i.e., they have optimal reception efficiency). Optimal erasure codes are maximum distance separable 
codes (MDS codes) 

Step 3: A cloud storage system, consisting of a collection of storage servers, provides long-term storage services over the 
Internet. Storing data in a third party’s cloud system causes serious concern over data confidentiality. 

Step 4: General encryption schemes protect data confidentiality, but also limit the functionality of the storage system 
because a few operations are supported over encrypted data. 

Step 5: Parity check 

Parity check is the special case where n = k + 1. From a set  of k values   ,  a  checksum  is  computed  and 
appended to the k source values: 

 

The set of k + 1 values   is now consistent with regard to the checksum. If one of these values,  , is 
erased, it can be easily recovered by summing the remaining variables: 

 

AES or DES 

It is a web tool to encrypt and decrypt text using AES encryption algorithm. You can chose 128, 192 or 256-bit long key 
size for encryption and decryption. The result of the process is downloadable in a text file. 

AES ENCRYPTION 

AES (acronym of Advanced Encryption Standard) is a symmetric encryption algorithm.The algorithm was developed by 
two Belgian cryptographer Joan Daemen and Vincent Rijmen. 

AES was designed to be efficient in both hardware and software, and supports a block length of 128 bits and key lengths of 
128, 192, and 256 bits. 

 

 

http://en.wikipedia.org/wiki/Maximum_distance_separable_code#MDS_codes
http://en.wikipedia.org/wiki/Maximum_distance_separable_code#MDS_codes
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AES ENCRYPTION ALGORITHM: 

AES encryption is used by U.S. for securing sensitive but unclassified material, so we can say it is enough secure. String 
key=”sgarfdh73286” 

int mode=Cipher.ENCRYPT_MODE; DESKeySpec dks = new DESKeySpec(key.getBytes()); 

SecretKeyFactory skf = SecretKeyFactory.getInstance("DES"); 

SecretKey desKey = skf.generateSecret(dks); Cipher cipher = Cipher.getInstance("DES"); // 

DES/ECB/PKCS5Padding for SunJCE 

if (mode == Cipher.ENCRYPT_MODE) { 

cipher.init(Cipher.ENCRYPT_MODE, desKey); 

CipherInputStream cis = new 

CipherInputStream(fise, cipher); 

//doCopy(cis, os); 

byte[] bytes = new byte[64]; 

int numBytes; 

while ((numBytes = cis.read(bytes)) != -1) { 

fos.write(bytes, 0, numBytes); 

} 

} 

CHECKSUM ALGORITHM WORKING: 

Owner file size = 10MB 

Number of lines in owner’s file = 360 lines 

1st split file size and number of lines = 3.3MB / 120 lines 

2nd split file size and number of lines = 3.3MB / 120 lines 

3rd split file size and number of lines = 3.4MB / 120 lines 

User edited size = 10.2MB 

Number of lines in edited file = 370 lines 

Edited 1st split file size and number of lines = 3.3MB / 120 lines Edited 2nd split file size and number of lines = 3.32MB / 
130 lines Edited 3rd split file size and number of lines = 3.4MB / 120 lines 
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While comparing the Owner file and the edited file the changes can be found exactly in the particular area and it will be 
considered as an authorization and notification is send to the owner 

CONCLUSIONS 

We proposed a privacy-preserving public auditing system for data storage security in cloud computing. We utilize the 
homomorphic linear authenticator and random masking to guarantee that the TPA would not learn any knowledge about 
the data content stored on the cloud server during the efficient auditing process, which not only eliminates the burden of 
cloud user from the tedious and possibly expensive auditing task, but also alleviates the users’ fear of their outsourced 
data leakage. Considering TPA may concurrently handle multiple audit sessions from different users for their outsourced 
data files, we further extend our privacy- preserving public auditing protocol into a multiuser setting, where the TPA can 
perform multiple auditing tasks in a batch manner for better efficiency. 
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