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Abstract - The recent outbreak of novel corona virus has taken the world with a toll forcing lockdown multiple restriction on the
way of living and stressing the health care system to a brink. Hence business all over are now planning for the post-pandemic world
and looking for innovative ways to protect the health and being of all. Where wireless systems like mobile application are proposed
to be thriving example that can play a key role in assisting exposure tracing to get a halt on local infection outbreak and prevent
further spreading of virus. Therefore, in this paper, we aim to present a theory and a working system and mechanism for multilevel
exposure tracing and notification which can act as an updated version of application proposed till date to counter the problem.
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1. INTRODUCTION

Across the world, governments and health authorities are working together to find solutions to the viral pandemic, and to
protect people to get society back up and running. Software developers are providing their contribution by designing technical
tools to help defeat the virus and save us. So, in this spirit of collaboration, international companies like Google and Apple have
announced a joint architect to start the use of Bluetooth technology to help governments and health agencies reduce the spread
of the covid, with user security and privacy central to the design. During this pandemic and world lockdown and an absolute
grave threat to lives one thing has been challenged the most is the traditional method good? Is it safe to walk without making
contact with an infected person or infecting anyone? How to trace how many people we have been in contact with or where. So,
in response a way proposed and architected by engineers is exposure tracing via technology. This application can be used to
trace a multilevel exposure of a person say Covid for instance or any other viral infection. So, to reduce the spread of Covid, itis
necessary to let people know about their close proximity to positive tested individuals. Therefore, a chain can be traced with
use of this application. So far, the health department and affected individuals have identified possibly infected individuals via
personal conversations based on each individuals' memory. Which has led to a big number of unknown connections, e.g. When
using public transport, we come in exposure with many people we don’t know about hence this application is developed. With
this application, we can help to interrupt chain of infection. With minimum effort and with max data protection. This system
can avoid any personal information hence it does not know who you are. So that you can protect yourself and the people
around you better.

Typically, digital contact tracing protocol have two major responsibilities namely exposure logging and infection reporting.
Exposure Notification system only defines encounter log which is a decentralized architect, with majority of the infection
reporting, currently most of it is centralized, so being neglected to individual app implementation. Even the presentarchitect of
one-layer tracing has not been enough to own this problem of community spread hence an updated version of this problem is
required today it might just be a problem that can be dealt with one layer of exposure tracing but this is the high time when we
getready to overcome any such problem in the coming future? But the introduction of contact tracing apps to general public has
led to a debate regarding the architect, data-management, security, and privacy of the application. Most of these application claim
to be privacy-preserving which means that they do not reveal any Personally Identifiable Information identity, or information
about location of the contacts without explicit user permission and hence divide into three chambers of development which
would be discussed in upcoming parts. The aim of this paper is to provide an alternative to support world to stand again
defeating this pandemic.

1.1 PROBLEM STATEMENT

Older methods of contact tracing are critical or trustworthy to contain the spread of infection. Technology can support and
enlarge these efforts by allowing public health authority to quickly notify all people who may have been exposed to a person
who has infected with COVID. Exposure tracing is the process of identifying, managing, and assessing people who have been
exposed to a disease to prevent further transmission. When applied systematically, exposure tracing will surely break the chain
of transmission of an infectious disease and is thus an essential public health tool for controlling infectious disease outbreaks
The Application implementation should aim to augment the exposure-tracing process, via BLE (Bluetooth low energy) process
over a distance of 3 meters or more max 6 meters The app uses Bluetooth device, and your Bluetooth data is stored securely on
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your phone. It'll only be shared with centralized batch if you test positive for COVID, and for the sole purpose of exposure
tracing. Also, all Bluetooth data stored on your phone is automatically deleted after 15 days. This system would be an essential
part of transitioning back to our daily lives while managing the risk of further outbreak. But till which level should it be traced?
Is this only pandemic me would ever face such question needs to answer and only answered by multilevel of exposure tracing
by multiple loops to prevent any possibility of another world lockdown.

1.2 PROJECT OBJECTIVES

1. Thissystem would be first to present a chain of exposure tracing or multi-level exposure tracing notification along with
tracing distance up to Smeters.

2. Assoon as person is in contact with other the Bluetooth function would do its job of saving the key from each other’s
phone and no one would know, even during notification the person won’t know who they have been in contact with or
who has tested positive respecting people’s privacy.

3. The system would be decentralised and hence database of personal information would be stored in a personalized
database which would be only access at times of emergency with the personals permission along with all contact traced
would be stored in personal database in mobile and no other person can access the same or have any authority over the
data.

4. To achieve the security measures the notification system would only be accessed with a special onetime code which
would be given along with the test result if tested positive.

5. Toavoid threat of hacking the system would use Bluetooth on static bases to avoid any other use of the function. Along
with this the key generated by the Bluetooth would keep on changing every 15 min.

6. Forpeople who don’tto know how long they need to stay in Quarantine or isolation days respective information would
be added.

7. This system can be transformed into any viral application tracing mode just by changing few data restriction and loops.
2. RELATED WORK
2.1 Present System Architecture

Atpresent the type of system architecture adopted for the operation and data collection aspects of exposure tracing application
has been a matter of great debate among both privacy and security issue and concerns as well. We will discuss these three
proposed systems and widely used system architects for development of exposure tracing applications. Namely the centralized,
the decentralized, and the hybrid approaches that combine features from both the centralized and the decentralized
architectures.

I) CENTRALIZED: - The initial requirement for the application is that a user has to pre-register with the central server. The
server then generates a privacy-preserving Temporary ID (TemplID) for particular device. This TemplID is then encrypted with
a unique key which is only know to the central server authority and sent to the devices. Devices exchange these TempIDs in
Bluetooth encounter messages when they come in close contact with each other hence the mechanism of the application. Once
a user has tested positive, they can volunteer to upload all of their stored encounter chirps to the central server.

© 2020,IRJET | ImpactFactorvalue:7.529 | 1S09001:2008 Certified Journal | Page 659



u, International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 07 Issue: 12 | Dec 2020 www.irjet.net p-ISSN: 2395-0072
ol
-
"I R"“—-._ B Heakh authosisy nosihy
LY qﬁ""'\-u___\_n:hss b exposum e ——
- e Tm——
Lisor B -\1""—-\..____\_ _____.—-"' 4, Disgnoss "---______
— —— —
® B e ——
i N P —
- - —
e T — 5. Hoafth Official
e 1. Angistration _,___q:i’ Traging _;:‘-1:—_-—\\" am..r:ﬁnja-i -k I
Z Gerwrate TemplD 'm_._\__:l_:\'_w | ~—
. - CAfEr svery 1.5 min) - -?:H |
E. Ercounfars _)_,-"' X {1 }I“‘--\._'_i,:_"‘
I daia upioad _.-_FM _,_.—-"'I - S i \
— Lk lors
A o — _____‘_/-‘_ recarn Lisar anocunior
3. Excha T
T:m:-l;::'.:—"}" T
ol —"""B. Haalth stharity
. f/r e ._-.:—s.:li:l?a n-‘::'uls...ﬂr\:lﬁ
||

Fig -1: Centralized Architecture

The server maps these TemplIDs in these messages to individual’s data already with the central server to identify at-risk
contacts. In this mod system, the authority knows enough to contact all the people who may have been near the person who has
later tested positive. This includes all data about personal associations, which can be quite sensitive. Figure below shows the
main entities and the interactions of a centralized system.

II) DECENTRALISED: -But to an absolute contrast of the centralized architect system, the decentralized process proposes to
move core functionalities to the user devices, leaving the central server with minimal involvement in the contact tracing
process leading to maximum support of privacy and least involvement of the centralized system at the best. The ideology
behind this is to enhance user security and privacy by generating anonymous identifier at the user devices and keeping real
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Fig -2: Decentralized Architecture

Users’ identities as a secret from the other users as well as the main server and processing the exposure notifications on the
centralized server with no personal details on that end. In the decentralized model, the authority usually it only knows the
identities of the users who has been diagnosed with COVID-19. Under this decentralized model, the exposure tracing app
compares that list of ID’s of all people who tested positive with the list of IDs it has ever been in contact with locally, on the
users’ phone for past 15 days. And thus, it takes the Private Automated Contact Tracing protocol as its base to describe the
decentralized approach. Since this architect does not require any app users to ‘pre-register’ itself before using, thus avoiding
the storage of any info with the server.

III) HYBRID: - Since in the centralized approach, the server performs all the complex tasks, e.g., risk analysis, TempID
calculation, encryption, notifications, and decryption of alerts for the at-risk contacts. And on the other hand, all these functions
are limited to devices in the decentralized approach, hence keeping the server only as a bulletin board for lookup purpose.
Hence the hybrid architecture proposes that all these functionalities should be split between the server and the devices to
achieve stability. Elaborately let the TempID generation and its management remain a decentralized approach protecting
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privacy while the risk analysis partand the notifications be the responsibilities of the centralized server system.and privacy by
generating anonymous identifier at the user devices and keeping real,
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Fig -3: Hybrid Architecture
3. METHODOLOGY

1. First, two phones come near each other.

Fig -4: Close Contact

2. The phones exchange unique chirp codes that frequently changes.

Fig -5: Exchange of Chirps

3. Each phone store the code it received and the one it transmitted.

==\/]

Fig -6: Storing in personal database both Chirp and Seed

4. Ifaperson has tested positive, they can upload all the log of chirp codes they transmitted to a public database.
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Fig -7: Uploading Seed

5. Other phones regularly check that database for the code it has received from other phones.

<— | —

Fig -8: Checking in personal database of chirp

6. Ifamatchisever found, the phone knows it was near a person who has recently tested positive and triggers an alert.

Fig -9: Notification Received of Exposure

7. Personreceives the notification with a specially designed code with helps the machine understand the level of contact
with recently tested positive patient.

=T [z

Fig -10: Checking for level of exposure and uploading dataset if level 1

8. The machine checks for level of contact if it is first level it asks permission to notify all people in there contact as well
which gives a chain of exposure tracing.
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Fig -11: Checking for Exposure

9. 2nd level of exposure is also notified via this method

Fig -12: Notification Received
4. SYSTEM DESCRIPTION

4.1 PROCESS:

1) APP INSTALLATION

Exposure tracing apps that adopt the decentralized architecture do not necessarily require an interactive registration

process during the app installation stage. The app installation process only verifies a user's smartphone and deploys a
random TAN generation algorithm that is not linked to the phone.

-4 E
User Apple/Google
Store

Access the mobile phone application store
1

.t

- E‘ Download and install the COWVID-12 App
B3

App wverifies phone and :
deploys random seed 3 :
generator

A 4

Fig -13: Installation Process

2) GENERATING TAN, CHIRPS AND EXCHANGING CHIRPS

1. Once the decentralized tracing app is installed, the TAN/seed is generated (with an expiry period of 10 min) by the
user’s device.
2. This seed and the current time are subsequently used in a pseudorandom function to generate the chirp.
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3. The chirps are not linked to an individual or their phone - so in principle, they are anonymous. The app generates
chirps with a time granularity of 1 min using seed.

4. Thesearebroadcasted every min via the Bluetooth beacon. In the listener's phone, the system will impulsively store all
chirps received to it (step 4).

5. Theinformation stored in the receiving app includes the chirp, the timestamp when the chirp is received. All identical
chirps that was received within a minimum difference are ignored. The main difference from the centralized
architecture where Temp IDs are created by the main server in the decentralized case, the seeds and chirps are
generated at the device.

Receiver will store the
received chirp, timestamp,
maximum RSS| and
location {(opticonal) locally

- Generate chirp

Update the seed message
using seed

. eve hour -
“I hd every minute

User A's 1 2 _." '~,.
Timeling ------—--——-—--L___" R AP, I, V"R e >

T User X

Broadcasting chirp
every few seconds

Fig -14: Chirps Seed Generation and Sharing Process
3) UPLOADING ENCOUNTERS DATA

1. Ifauserisdiagnosed positive, they are given a unique “~permission number" by the relevant authority to authorize the
upload of all used seeds that are locally stored in their phone (illustrated in Figure), as well as the creation and expiry
times of the seeds.

2. Note, the server in the decentralized architecture only gets the seeds associated with a single identified user.

3. This is to be compared with the centralized architecture where the complete contact list (with TempIDs) of all
encountered individuals is uploaded to the server.

4) THE CONTACT TRACING PROCESS

1. Contrary to the centralized architecture, the tracing process in the decentralized architecture is performed locally by
the app user on their device (instead of the central server).

2. Theapp users can have a communication with the server, typically once every day, to download any seed uploaded by
infected users.

3. Given such seeds are downloaded (step 8), the user's app then reconstructs all the corresponding chirps (using
pseudorandom calculations based on the seeds and discrete-time intervals between the start and expiry time).

4. Finally, the app performs a search to check if any of the reconstructed chirp information appear in its local encounter
log. If so, proximity and duration times are then derived for contact level analysis purposes.
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Fig -15: Contact Tracing Process
5) Multilevel Notification
1. During self-check of chirp check the level of contact by the support message from server.
2. Ifthelevel of contact 1 notify server.

3. Upload the set of tuples

4. Broadcast of the recently received data set of second level with specially designed message to let machine know it is
second level contact

5. Absolute no human intervention required during this process.

6. Follow the same process of self-check

-> -> >
i i
D C B server

Download database

Selfjchegk

_ d
Check Tar level o] If level 1 notify the server

clcntact [

LA

Permit user B & C to upload stored tuples

Upload stored tuples

Download broadcast data set

L]

«! Download broadcast data set

. Download broadcast data set

|:. heck ffor lewvel

conjact

Fig -16: Multilevel Notification
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4.2 DATABASE:

1) Functions of Main Server

1.

2.

Store the TAN of person if he/she under goes test.

If tested positive notify the personal.

Ask to upload the set of tuples of past 15 days

This set of tuples would contain all the seeds and chirps generated by the mobile in past fifteen days.
Broadcast the set of tuples along with a specially designed message of level of contact.

Get notified from level 1 exposed mobile data sets

Ask for the set of tuples from the user who have been in 1stlevel of contact.

Broadcast the set of tuples received from 1stlevel of contact.

Add them with designed message that states it is not the first level contact.

((‘é’))
AN

Store T.AMN Broadcast Receiwved
MNotify if +—wve set of tuples wwith

Ask to upload lewvel 1 exposure
tuples message

= ~~N\L o /
~. ™~

i Broadcast Received
set of tuples WVVWVith

I

Ve

-

N\

Get mnotified
Ffrom all lewvel 1

exxposed phones 1 1 =

tuples from lewel message

1 exposed

preople

D

Fig -17: Main Server Database

2) Functions of personal Database

1.

2.

Store all seeds generated for 15 days.
Store chirps of people been in contact with in separate database
Delete the sets of seed after 16 days.

Download all broadcasted tuples from main server run a search algorithm with our data and check for if been in
contact or close vicinity of a recently tested positive person.

While searching for tuples in seed data check the level of contact and notify accordingly.
And if in level 1 contact send a copy of tuples from your data set to main server.If underwent a test
Verify store Send TAN to main server

Send all sets of chirps generated in past 15 days to main server.
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Fig -18: Personal Database
5. SYSTEM APPROACH

5.1 Use case model

store seed
generation

share if positve

store chnp
received

receive
database of seed
if positive

delete data of
chrip and seed after
15 days

userl

broadcast with
level 1 message J <

)

> server

received
troadcast data

\

get natification
of level 1

search for
exposure

receive
database of level
1 exposure

check
for the level of
exposure

breadcast
with level 2

actitlevel 1

Fig -19: Use Case model
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5.2 Flowchart
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Chart -1: Flowchart
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6. CONCLUSIONS

In this paper, we propose a joint end-to-end model, of an exposure notification application model. The COVID-19 pandemic still
continues to affect the way of life. Hence the contact tracing apps are likely to play a crucial role in halting the spread of the
virus while also aiding the health authorities quickly identify individuals that may have been exposed to the virus. The
important interest for adoption of tracing app technology will actually improve the tracing capability for health authorities.
There are many responses to this system including protection of vulnerable, building new protocols for daily life to reduce
transmission, and containing uncontrollable local outbreaks of corona virus. Testing and exposure tracing will be crucial to this
last strategy, especially, in period of the high transmission rate of COVID-19 and exposure notification can be a key element to
the toolbox of public health authority. As the response to the pandemic evolves, technological solution will need to continue on
adaption as well so the efforts of public health authority can be amplified. As such, it is necessary to have a clear understanding
of the steps and requirements of the contact tracing process and clearly identify which are being optimized by digital tools.

Integration of digital techs for exposure tracing needs to identify carefully and address technical, ethical, and cost issues.
Privacy related concerns about the disclosure of personal data always needs to be addressed. Data processing agreements must
disclose which data are transmitted to third parties and for what purpose. Chain process is proposed with an intention to trace
longer and wider spread to make people trust in model its effectiveness should be trust worthy and proof full.
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