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Abstract - Internet of things is a fast growing technology in 
this era. IoT deals with loads of data collected by sensors and 
actuators. So, managing this vast amount of data is highly 
necessary for the organizations and enterprises using these 
devices. Data management includes storing, collecting and 
analyzing the information collected by the sensors. Traditional 
data management methods have not been so effective due to 
the various challenges faced regarding security and privacy 
issues of data. Hence, different and effective data management 
techniques are to be implemented for better data management 
in internet of things. In this paper, we mainly discuss about the 
data management techniques currently being implemented in 
IoT and also the challenges being faced by the experts in 
implementing an ideal data management in IoT. Here, we also 
discuss about the best practices that which are to be taken into 
consideration for the purpose of better data management in 
IoT.  
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1. INTRODUCTION 

Internet of Things is the internetworking of gadgets, 
vehicles, devices, structures, and other things implanted 
with hardware, programming, sensors, actuators, and 
organization availability that empower these items to gather 
and trade data. Internet of Things is an upheaval of the 
Internet. Items cause themselves conspicuous and that they 
to get insight by making or empowering setting related 
choices and they can convey data about themselves. They 
can get to data that has been accumulated by different 
things, or they will be parts of complex administrations. This 
change is associative with the rise of distributed computing 
abilities and thusly the progress of the web towards IPv6 
with a nearly limitless tending to limit. 

IoT data has particular attributes that make traditional 
relational-based database management an out dated 
arrangement. A large volume of heterogeneous, real time 
data will be generated by many different devices sending 
observations.  

Periodic observations are more in terms of communication 
and storage due to their streaming and continuous nature. 
Therefore Communication, storage and process will be 
defining factors in the design of data management solutions 
for IoT. 

2. DATA MANAGEMENT 

Data management is a definitive cycle that joins acquiring, 
favoring, taking care of, making sure about, and dealing with 
anticipated procedures that data should ensure the 
accessibility, trustworthiness, and common sense of the data 
for its clients. Organizations and ventures are utilizing Big 
Data like never before to illuminate business choices and 
increase profound bits of knowledge into client conduct, 
patterns, and open doors for making exceptional client 
encounters. Large Data from all data sources, progressively, 
to consider more powerful commitment with clients, and for 
expanded client lifetime esteem. Data management software 
is basic, as we are making and devouring data at uncommon 
rates. Top data management stages give undertakings and 
organizations a 360-degree perspective on their clients and 
the total visibility expected to increase profound, basic bits 
of knowledge into shopper conduct that give marks a serious 
edge. 

Sensors and actuators are a significant part in individuals' 
lives. These Internet of Things associate with individuals, 
homes, production lines, working environments, urban 
communities, ranches, and vehicles. Gartner predicts that by 
2021, IoT innovation will be in 95 percent of hardware for 
new item plans, from wearable to clinical devices and past. 
Dealing with this IoT data implies creating and executing 
designs, arrangements, practices, and techniques that 
appropriately meet the full data lifecycle needs, which 
presents exceptional difficulties. Conventional large data 
approaches and foundation should be reconsidered and 
extended. Organizations use the obtained data for 
examination and to improve the effectiveness of the 
exhibition. This pattern of forceful data assortment and use 
has prompted the ascent of data driven strategic approaches. 
In any case, putting away and sharing the gathered data can 
be a significant worry for business pioneers. With data 
security issues standing out as truly newsworthy, 
organizations should be more cautious. 

In computing environment, data is measures close to the 
data source or the edge of the organization. While in an 
ordinary cloud environment, data handling occurs in a 
concentrated data stockpiling area. By handling and utilizing 
some data locally, the IoT spares extra room for data, 
measures data quicker and addresses security difficulties. 
Edge computing, data administration arrangements and 
metadata management assist firms with managing issues of 
adaptability and spryness, security and convenience. This 
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further help them conclude whether to oversee data on the 
edge or simply in the wake of sending it to the cloud. Sensors 
and devices can associate by implication through the cloud, 
where data is midway overseen, or send data 
straightforwardly to different devices to locally gather, store 
and examine the data, and afterward share chosen 
discoveries or data with the cloud. Edge devices for data 
management help secure the most important data and lessen 
transmission capacity cost. These additionally give 
extraordinary execution, responsibility for and lower 
support cost. 

3. Data Management (IoT) vs. Traditional Data 
Management 

Traditionally, data management could be a large concept 
that refers to architectures, practices, and procedures for 
meeting the data lifecycle requirements of a system. Within 
the context of IoT, data management will function a layer 
between objects and devices generating data and therefore 
the applications that use them for analysis and services. 
Thanks to the range, heterogeneity, and huge amount of data 
generated by objects, the utilization of traditional relational 
database management systems wouldn't generally be 
suitable for several reasons. First, in traditional database 
systems, the mass of data is collected from finite and 
predefined sources then stored in scalar form consistent 
with strict rules of relationship normalization. In IoT, while 
there's a huge and growing number of data sources with 
sensors, RFIDs, embedded systems, and so on. Secondly, 
traditional data management systems handle storage, 
retrieval, and updating of basic data items, records, and files 
within the context of IoT, data management systems must 
take under consideration online data while providing 
storage, logging and auditing capabilities for online analysis. 
Unlike occasional queries and updates that are sent to 
traditional database management systems (DBMS), Data in 
IoT is processed continuously from multitude objects to data 
warehouses, and queries are more frequent and with more 
requirements. Third, in IoT, obtaining a strict relational 
database schema and a practice of relational normalization 
are often relaxed in favor of unstructured and more flexible 
sorts of structures that adapt to differing types of knowledge 
and to different complex queries. However, traditional 
management systems have many aspects which will be 
employed by IoT. These include the utilization of remote 
storage at the object layer, support for unstructured data, 
and relaxation of ACID properties to make sure consistency, 
availability, and integration of data. Taking under 
consideration the transparency requirements of traditional 
DBMS, in IoT data management systems relies on principles 
that determine the logical and physical structure of data 
management solutions for IoT. 

4. CHALLENGES 

While a few organizations are acceptable at gathering data, 
they are not overseeing it alright to figure out it. Just 
gathering data isn't sufficient; endeavors and organizations 

need to comprehend from the beginning that data 
management and data investigation possibly will be fruitful 
when they initial put some idea into how they will pick up an 
incentive from their crude data. They would then be able to 
move past crude data assortment with productive 
frameworks for preparing, putting away, and approving 
data, just as compelling investigation techniques. Another 
test of data management happens when organizations 
arrange data and coordinate it without first considering the 
appropriate responses they would like to gather from the 
data. Each progression of data assortment and management 
must lead toward gaining the correct data and examining it 
to get the noteworthy insight fundamental for settling on 
really data-driven business choices. 

Working with Internet of Things data requires a more 
limited time frame than with data gathered from people. For 
instance, review data from individuals' remarks and 
activities will in general show up very quickly, hours, or 
days, instead of seconds. Given this, chiefs may have had 
somewhat more adaptability in choosing which data to 
choose, and less unessential data fallen through. Conversely, 
IoT is making its own biological system, compounding two 
commonplace Data Management issues: 

Scalability: Given that the quantity of IoT devices will 
increment with time, say from 40 to 400 gadgets, in what 
capacity can an IoT design oblige this? In what manner can 
IoT be associated, considering constant handling and 
investigation by individuals and things, as IoT data has a 
short time span of usability? Data gathered utilizing IoT 
sensors are required to fill in volume dramatically. Research 
proposes that IoT gadgets would create in excess of 500 
zettabytes of data for every year before the finish of 2019. 
Thus, organizations can confront a significant issue of 
diminishing extra room in IoT data management. Likewise, 
business pioneers need to investigate how they can share 
and upgrade the accumulated data. Likewise, rising data 
volumes can offer ascent to another issue called data gravity. 
As the volume of IoT data develops, different applications 
and capacities will begin discovering an incentive in the data. 
Nonetheless, the rising number of uses will build data 
volume considerably more. 

Security: A few major players, for example, Google, Facebook, 
Marriott, and British Airways have been survivors of 
complex digital assaults. Touchy data of countless clients 
was undermined in these digital assaults. Programmers can 
likewise target operational data, which could impair basic 
cycles in an association. Furthermore, absence of technically 
knowledgeable staff may tap on phishing messages and 
download pernicious documents, uncovering delicate 
business data. Gartner's study shows that security is a 
critical test for organizations arranging and executing IoT 
arrangements. It appraises that through 2022, half of all 
security financial plans for IoT will go to blame remediation. 
Forestalling unapproved access has become cutting edge. 
Newsweek detailed that almost 50% of all U.S. firms utilizing 
IoT have been hit with security penetrates, and the expenses 
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can be faltering — more than 20 million for enormous firms. 
The introduction of security barriers that prevent essential 
information flow between these entities would be 
counterproductive. 

Usability: Specialists state that data has the most worth when 
it shows up, and it consistently diminishes as data sits away. 
IoT depends on quick data, on getting the bits of knowledge 
now. Capacities, for example, versatile support, security 
observing, prescient fix, and cycle improvement depend on 
constant data. 

Storing Data: Data need to secured properly so that there 
will be no compromise of data which is confidential enough 
which would cause great loss to the companies that rely on 
that particular data. But how reliable are these security 
mechanisms? 

Skimming: In what manner should sensor data be separated 
and adequately? What sorts of data channels should be 
utilized for what kinds of sensors? Shouldn't something be 
said about inaccurate data recorded by a sensor (for example 
recording a walker as another vehicle)? In what manner can 
such bogus data be disposed of? In what capacity can the 
IoT's data be checked for quality? 

5. BEST PRACTICES 

There are certain procedures and strategies to be followed 
for accomplishing better data management in IoT. 
Essentially, organizations should gather huge amount of data 
from different sources and then use best practices while 
experiencing the way putting away and dealing with the 
information, cleaning and mining the information, and 
afterward dissecting and imagining the information to 
visualizing their business choices. A couple of data 
management best practices organizations ought to 
accomplish include: 

 Simple data access management techniques  

 Shape information utilizing adaptable control 
strategies 

 Skimming and deleting unnecessary data which is 
being stored 

Data management is solely responsible in giving useful data 
to the required for the purpose of analysis and producing an 
efficient product. Hence, best techniques need to be followed 
for attaining better data management. The following things 
to be taken into consideration while implementing better 
data management techniques. 

Data Administration: Data Governance mitigates security 
chances by characterizing admittance to data. Data 
Governance depicts the power and authority over overseeing 
data resources. Beforehand, Data Governance portrayed an 
IT driven help. In the IoT world, Data Governance turns out 
to be more basic to each client. A normal house hold doesn't 

have an IT division, so Data Governance turns into the 
obligation of the average purchaser. Customer training on 
the best way to successfully oversee singular data will get 
fundamental. Anybody and anything expecting to settle on 
choices about setting or utilizing a gadget needs excellent 
data that can be utilized. This extra Data Governance basic is 
critical to Data Governance 2.0. With IoT, Data Governance 
should turn into a typical family term. 

Metadata: For IoT information to be helpful, metadata 
assumes a fundamental job. Metadata portrays "information 
in setting," said Donna Burbank. Great metadata signs a 
device on what data to use when and how to utilize it. 
Metadata additionally gives a center to mechanized 
frameworks to do profound learning. Hence, metadata 
management is highly important while implementing best 
practices of data management. Some other important criteria 
to be kept in mind while considering implementation of 
better data management techniques are discussed in the 
following: 

 Prior to receiving IoT arrangements, business 
pioneers must distinguish potential IoT use cases 
for different business techniques. For example, a 
retailer may utilize IoT information to comprehend 
client conduct, while an assembling firm may utilize 
it for prescient support. With this methodology, 
business pioneers can settle on educated choices 
while picking IoT arrangements and comprehend 
their information stockpiling and the executive’s 
prerequisites. 

 To actualize IoT data management effectively, 
business pioneers should recruit talented experts. 
These experts can help in creating and executing 
compelling IoT selection systems. Also, business 
pioneers can allot project administrators for their 
IoT projects. 

 Business leaders need to carefully understand 
several necessities such as infrastructure and 
resources for successful IoT data management. By 
analysing these requirements, businesses can 
allocate sufficient budget for their project. In case of 
shortage of budget, business leaders can collect 
private investments. 

 Prior to starting the data collection measure, 
associations need to comprehend which sort of data 
they will require and how much data stockpiling 
they own. Business pioneers need to investigate 
how unique data sets can associate to each other to 
use accessible data effectively and limit stockpiling 
necessities. Moreover, designers and business 
pioneers need to work together to sort out how 
gathered data can be upgraded and coordinated 
with big business frameworks. Implement security 
protocols 
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 Organizations need to execute a multifaceted 
methodology for data security. First off, associations 
can scramble their data to guarantee data 
trustworthiness. Associations ought to likewise 
limit admittance to touchy data by giving data 
access just too concerned gatherings. Furthermore, 
associations must instruct their workers about data 
security. 

 Organizations must teach their employees about IoT 
techniques and better management procedures so 
that it would help them in implementing better data 
management techniques. For this reason, one can 
likewise boost instructing different representatives 
about IoT. 

6. CONCLUSIONS 

In this paper, we discussed about how data management is 
highly necessary in Internet of Things for managing the 
information which is collected from the sensors and 
actuators. There are many traditional database management 
systems used for managing the data in internet of things 
which were not efficient enough but with evolution of 
technology there are many efficient data management 
techniques developed for efficient collection, analysis and 
skimming of data. This helped in the saving the storage space 
and hence better management techniques were 
implemented. However, there are many vulnerability issues 
in these techniques which might lead in loss of data and 
further better data management techniques with lesser 
vulnerabilities are to be developed and implemented. This 
data management is highly important for better functioning.  
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