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Abstract - With the rapid development and increasing growth
in the ways of transmitting data across networks, especially
after the Corona pandemic, where most financial or
commercial transactions have taken place via the Internet,
this has become an urgent case for developing new reliable
user authentication methods. In this paper, we suggesting to
use a new biometric authentication system to provide an
electronic ID as a combination of biometrics measures (e.g.
Face and Fingerprint authentication), hash functions and
steganography technique. Biometric authentication is a
process where the biometric data of a person is used to verify
his identity. In the proposed scheme, the person’s fingerprint is
hashed and hidden in his face image in such a way that the
features, which are used in face matching, are not significantly
altered during hiding process. This provide an efficient secure
multimodal biometric authentication system.
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1. INTRODUCTION

In recent community, the ability to confirm individual's
identities in real time is a main requirement in many
systems such as manage bank accounts, electronic
commerce, data transfer, etc. As people become more and
more mobile in a highly networked world, the process of
accurately identifying individuals becomes even more
critical as well as challenging. Failure to identify individuals
correctly can have grave repercussions in community
ranging from terrorist attacks to identity fraud where a
person loses access to his own bank accounts and other
personal information.

Indeed, the last two decades have seen an increasing growth

of using biometrics systems. Without a doubt, biometric
technology is already creating a significant impact on our
society, this impact dramatically increased at the recent time
because the occurrence of a corona pandemic (COVID-19),
which would create such widespread disruptions of work
and personal lives. COVID-19 has created not only disruption
but also an acceleration of digital transformation across
many aspects of our lives. The use of online and mobile
transactions and communications has taken a huge leap
forward during the pandemic, creating new opportunities
and new threats. All of these reasons caused the needing to
develop a new authentication systems.

In online systems, one of the traditional authentication
methods is by using a simple username and a password.
Although an interesting methods to identify users are appear

daily, the password based authentication still as one of the
most preferred methods of all, because its ease of getting
memorized at no cost and users’ ability to use them in their
daily life.

As time changes, various authentication methods have been
introduced, some in biological, while others in graphical
passwords. Along with the use of passwords, these methods
provide an even higher level of security for user logins. [1]

In this paper, we propose an effective and adequate
multimodal biometric authentication system using a
combination of a face and fingerprint biometrics, hash
function and the steganography technique. The user
fingerprint features are hashed using a hash function such as
MD5 algorithm, this value is hidden inside the user face
image as a cover image using steganography technique like
LSB. This multimodal biometric authentication can help the
system in increasing the security and adequacy in compare
to unimodal biometric authentication, and it would be very
hard for an attacker to fraud the system because of two
distinct biometrics features and one of them are hashed.

The rest of the paper is organized as follows. The theoretical
background is presented in Section 2. In Section 3 , the
proposed scheme is elaborated, followed by the security
discussion in Section 4. Conclusions presented in Section 5.

2. BACKGROUND
2.1 Steganography

Steganography is the art and science of concealing a secret
data inside a cover object in a way that its existence is
completely hidden, so the intended attacker cannot be able
to detect the data existence.

In steganography, the cover object can be any media file such
as image, text, audio, and video. Once a secret message is
embedded in a cover object, the stego-object is produced.
Image steganography is one of the common widely
steganographic techniques.

An image steganography technique aims at three core
principles:

1- Capacity: the amount of data that can be hidden in
the cover image.

2- Imperceptibility: the visual quality of the stego-
image after embedding process.
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3- Robustness: refer to amount of modification the
stego object can resist before an attacker can
modify or destroy the hidden information.

Several an image steganographic methods have been
developed. The Least-Significant-Bit (LSB) data hiding
method is one of the earliest methods, it is simple to
understand, easy to implement, and it produces an image
that almost similar to a cover image called stego-image.

2.1.1 Classical LSB Method

An image is represented in a computer as array of integers
called pixels (light intensities points). Digital images are
typically stored in either 24-bit (color images) or 8-bit (grey
images) per pixel.

In LSB method, the hidden is done by replacement the LSB’s
of cover images with a secret data. This replacement process
should not effect on a cover image, therefore, the
unauthorized user will not be able to notice the hidden data.

As an example of LSB method, suppose we want to hide the
secret data '10000001" in a cover image as follows:

Cover Image:

00100011 11101101 11001110 00100111 11001000
11101001 11001010 00100111

Secret Message: 10000001
Stego Image:

00100011 11101100 11001110 00100110 11001000
11101000 11001010 00100111

Where the bold bits represent the changed bits.

We also can replace more than one bit with preserving the
image quality without any noticeable changing.

2.2 Authentication

Authentication is a process of verifying a user’s legitimate
right before secure resources can be released. [2]

The authentications is divided into two main categories:
traditional and biometric. Figure 1 presented a summary of
these categories. [3]

Authentication

Traditional Biometric

I
[
knowledge based (What
you know?)

Text-based Picture-based Face Gait
— Token o o
password password recognition recognition

f
Objectbased (Whatyou  Physiological (What you
have?) are?)

PIN or alpha
numeric
password

Voice

Finger print recognition

Iris

recognition Keystroke

Signature

Fig -1: Classification of authentication techniques
2.2.1 Biometric Authentication

Biometric authentication is the science of establishing the
identity of a user, towards a system, based on his/her
physical or behavioral attributes. The biometric
authentication domain has obtained an increasing publicity
during the last decade. It divides into two major categories:

[5]

(a) Physiological, which uses
identifying attributes.

(b) Behavioral, which uses certain identifying
attributes from an individual’s movement or the
manner in which they interact with peripheral
devices.

certain physical

Various examples of both biometrics categories are shown in
Figure 1.

2.2.1.1 Components of a Typical Biometric System

A typical biometric authentication system consists of five
modules as shown in Figure 2. [3]

— Sensor module: is used to capture user’s raw
biometric data. An example is camera used to take a
picture of human face.

— Feature extraction module: is used to process the
acquired biometric data to extract a set of features.
For example, features on the surface of a face, such
as the contour of the eye sockets, nose, and chin.

— Matcher module: is used to compute matching
scores of comparing the extracted features against
the stored ones.

— System database module: is used to store the
biometrics templates of features the enrolled users
[6].

— Decision-making module: is used to either
determine the user’s identity or confirm the users
claimed identity [7].
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Fig -2: Biometric modules

In the proposed scheme, we used a combination of
fingerprint and face recognition biometrics, the following
sections explain these types of biometrics.

2.2.1.2 Fingerprint authentication

Fingerprint biometric is one of the most common widely
biometric authentication techniques today. Where it is
known that no fingers have similar prints, even from the
same individual or identical twins. Traditional finger
scanning technique is analysis of small unique marks of the
finger image known as minutiae (finger image ridge endings,
bifurcations or branches made by ridges). [8]

Fingerprint authentication include two phases: enrolment
and verification [8, 9, 10]:

- Enrolment phase, a fingerprint image is obtained
from a sensor, and then extracting the unique
features by process it. These features are used to
form a fingerprint template, finally stored this
template in a secure database.

- Verification stage, the same process is followed to
extract fingerprint query features. A matching
process is implemented by comparing the query
features with the stored template and calculating a
similarity score. If the score is higher than a pre-
defined threshold, then the query fingerprint is
considered to match the template, and the
authentication result is ‘success’. Otherwise, the
authentication fails. A fingerprint authentication
process is described in Figure 3.

Feature
extraction

il

Matching

£

Database

=3 Result

Fig -3: Fingerprint authentication
2.2.1.3 Face authentication

Face authentication can be done manually to compare a
photograph on an identity card with the face of the bearer of
that card. In addition, the human face can be represented
digitally in the form of eigenfaces. Eigenfaces are constructed
by performing principal component analysis (PCA) on alarge
set of facial imagery and are represented as a set of
eigenvectors. They are, in effect, the sum of chosen
components from a collection of standardized facial
ingredients that best represent a subject’s face [5, 11].

As fingerprint authentication, a face authentication follows a
similar phases of enrolment and verification (see Figure 4).

Face Template
-

{ Face
= Normalization
Face Detection

Feature
Extraction

Face Acquisition

Fig -4: A face authentication [12]
2.2.1.4 Biometric Authentication Systems Security

Majority of current authentication and verification systems
are dependent on the ‘something you know or have’
philosophy. The users required to remember multiple
passwords or to possess tokens. However, these passwords
can be easily forgotten or can become exposed if they are
written down. Tokens can be lost, this will make the users
cannot be able to access to the needed services or systems.
An individual’s biometric attributes can uniquely identify a
person using their personal attributes so that there is no
need to remember passwords or carry a token, because
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these biometric attributes do not need to be remembered
and can rarely be lost (only, for example, through severe
injury to fingers or eyes). While biometric authentication
and verification systems are adequate to use, it does make
the security of the digitized biometric data a serious matter.
If the attacker can access to this data, he can use it to conduct
attacks by different ways. [5]

2.3 Hash function

Ahash function H is a mathematical function transforms the
input m (variable length) to a hash value h (fixed length); h
=H(m). Hash function H is said to be a one-way function if it
is hard to invert [13], that is, given a hash value h, it is
computationally infeasible to find some input x such that
H(x)= h.

In the proposed scheme the user fingerprint features are
used as input to the hash function to produce a hash value
which embedded later inside the user face image (cover
image), this step is provided to maintain fingerprint data
integrity. In case the biometric data is hashed, even a small
alteration in it can lead to completely different hash value.
This will cause non-matching between altered data and
stored one. Therefore, the hash-based system must adhere to
the following additional properties:[14]

- Similar fingerprints should have similar hash
values,

- Different fingerprints should not have similar
hashes,

- Rotation and translation of the original template
should not have a big impact on hash values,

- Partial fingerprints (with missing core and delta)
should be matched if sufficient minutiae are
present.

To compute a hash value and provide a data integrity, many
algorithms are provided such as Message Digest 5 (MD5),
Secure Hash Standards (SHA-1, SHA-256, SHA-384, and SHA-
512), Message Authentication Codes (MACs), etc.

2.4 Related works

With the growth interesting of biometric authentication
methods over traditional authentication methods, various
biometric-based techniques are proposed by several
researchers for provide a reliable user authentication. For
instance, the techniques presented in [14, 15, 16,17, 18, 19,
20, 21]. Other researches gone to make integration of
biometric with data hiding methods (steganography and
watermarking) to add additional level of security, for
instance, the proposed algorithms in [22, 23, 24, 25, 26, 8,
27,28,29,30]

3. THE PPROPOSED SCHEME

The proposed scheme is focused on providing a reliable
authentication system by made a combination of biometrics
features, hash function and steganography technique. The
proposed scheme depends on comparing the entered user
hashed fingerprint against the stored one in the system
database. It works in two phases: enrollment and
authentication.

¢ Enrollment phase:

Is the process of registered all the system users. The
information of the system users was gathered by capture the
biometrics features using a specific sensor, this information
includes: user name, face image, and a hash value of the user
fingerprint. This information are used to create a unique
template for each user, these templates was stored in a
system database.

The enrollment phase consisting of the following steps for
each individual user to create a user template (Figure 5).

1-  Acquire user face image (covery,..) from a sensor.

2- Acquire user fingerprint Fp from a fingerprint
reader.

3- Extract fingerprint features Fp’ using the minutiae
point extraction methods. These minutiae points are
used for determining the wuniqueness of a
Fingerprint.

4- Generate the hash value hg, of the Fp' using a hash
function H, such as MD5 algorithm, as eq. 1.
hep = H(Fp') (1)

5- Store the resulted hg, with the associated user

name in a database system as a user template.

Face image
(from sensor)

Storing
Template

Hashing
Using MD5

Fingerprint
features

Fingerprint
(from sensor)

o b

Fig -5: Enrollment phase
e Verification phase:

After the system user's templates are stored in the system
database, he needs to undergo the verfication phase as
shown in Figure 6.

In this phase, a comparison is made between the entered
user's data and the template that is already stored in the
system database from the first phase. The obtained result
from the comparison process leads to the decision of
verifying a person identity. This phase is done as the
following steps:
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1- The user is required to once again input his face
image and fingerprint by a specific sensor for each
one.

2- Repeat the steps 3 and 4 in the Enrollment phase.

3- Embeds hg, value in a covery,., image using a

steganographic technique, such as LSB method to
produce a stego image (stegosgce)-

StegOrgce = COVeTrqee + hpp (2)
4- The system accepts the stegor,., image as the user
identity, and then extract the hidden hpp value from

it to compare it with the stored one for the same
user in a system database. If matching is done, the
user identity is authenticates and allow to login;
otherwise, reject its identity.

Fingerprint Face image
(from sensor) (from sensor)
Fingerprint
features
Hashing
Using MD5

User Template

\ 4

Embedding hashed
fingerprint

Matching

Stego image process

Extracting hashed
fingerprint at the
system

Accepts User

Fig -6: Authentication phase
4. SECURITY DISCUSSION

The proposed scheme provide number of security services
such as:

- Authentication: The proposed biometric
authentication system serves to confirm the identity
of a user; here we used a multimodal biometric
(face and fingerprint) rather than using unimodal
biometric, which provide more level of security. In
general, goals of authentication include gaining of
logical or physical access to an infrastructure
(access control), or binding digital information to
identities (information authentication). Access
control mechanism encompasses many
applications, from logical access to small personal
electronic devices like memory storage devices
secured by biometrics (e.g. Flash Memory drives
protected by fingerprint verification), via user
authentication for personal computers and
computer networks to physical access control to
buildings and areas. All of these access types can
used the proposed system to provide a reliable user
identification and authentication.

- Confidentiality: Using steganography technique to
hide the hash value of the user fingerprint provides

Reject

more confidentiality of the proposed scheme,
whereas, confidentiality is at the heart of what
steganography does. The major role of the
steganography to conceal the contents and
existence of the secret data. For example, in case if
any, unauthorized person try to fraud his identity to
access to the system, he must replace the hidden
authenticated user fingerprint hash value with his
fingerprint hash value, and to get this data he must
able to know where it are hidden in the stego image
to can extract it.

- Integrity: Because of the user fingerprint template
is hashed, there is low risk of hacking or copying or
fraud it. Protecting the integrity of the authenticated
user fingerprint by using a hash function aims to
ensure that once this data leaves the sender, no
other unauthorized party can alter it, and any
alteration in it will produce a different hashed
fingerprint, this will cause to reject the user
identity.

- Non-repudiation: The user who verify his identity
and allows to him to access to the system will notbe
able to deny any actions do by him later.

All of the these security services make the proposed
scheme in this paper more appropriate and provide a
high level of protection for user identification and
authentication purposes.

5. CONCLUSIONS

Biometrics systems are gained more interesting over the
traditional authentication systems, because it is available
any time and the user not need to remember it, and
moreover it is very hard to steal or fraud it

This paper suggest a reliable efficient multimodal biometric
authentication system, using an integration between the user
biometrics features, hash function and steganography
technique. The proposed scheme is using face and
fingerprint biometrics to achieve more reliable
authentication. The biometrics face image and hashed
fingerprint features of the users are collected and stored in
the database system at the enrollment phase. Then, to
authenticate any user, the system acquire the user face
image and a fingerprint. The fingerprint features are
extracted to use in computing a hash value using a hash
function such as MD5 algorithm. The resulted hash value is
embedding later in the user face image as a cover image
using steganography technique like LSB, to produce the
stego image which using to extract the hidden hashed user
fingerprint features to compare it with the stored template.
If the matching is done, the system authenticates the user
identity, else the user identity is reject.

The proposed scheme provides number of security services
such as authentication, confidentiality, integrity and non-
repudiation. These security services make the proposed
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scheme more secure against any attacks to fraud the user
authentication.
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