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Abstract - Cyberattacks are the biggest problem in
today’s scenario. It interrupts the mobile apps and hacks
networks. People are widely using online payment which is
risky nowadays because of cyberattacks. Android is used
popularly so attacks mostly happen on android cell
phones. It is mandatory to detect cyberattacks for
protecting personal information. Android provides
openness and customization. Using android users can
share data, communicate, and reuse functions. Users can
mistakenly give access to malicious program then their
personal information is corrupted. People are widely using
IoT devices which are connected to networks accordingly
usage of Android OS and IOS is increased. Mobile devices
were used for business data, private areas, text messages,
and contacts so cyberattacks are also increased.
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I. INTRODUCTION: -

Mobiles were widely used in day to day life to make
things easier. Mostly, people referred Android and 10S
based operating systems because they are easy to use
and cheaper. According to reported on google that a
number of smartphone users are reached 4.77 million
from the year 2013 to 2017 and now in 2020 there were
3.5 billion people were using smartphones. Android
mobiles not only capturing attentions of people but also
increasing risk of security i.e. Cyberattacks.

Cyberattacks are done by some cyber criminals using
one computer against more than one computer to hack
the personal data of user of another device. Online
transactions created more risk for cybercrimes. Also,
there were 70,000 malicious applications found on
google play. The first attack was found on
communication devices in 1971 and each new day one
method attacking has been developed. There were so
many types of cyberattacks happening daily which are
phishing, botnets, spyware, financial malware attacks,
worm based attacks. Detection of this attacks is major
difficulty. There are some techniques which detects
cyberattacks or malicious content in devices. Deep
learning and Machine learning algorithms are widely
used to detect cyberattacks.

Deep learning is a sub-field of machine learning
concerned with algorithms inspired by the structure and
functions of neural networks and successfully
implemented in many areas. In this paper, I used Deep
learning and machine learning algorithm to detect
malicious packets in an online fashion. Through
experimental results,

II. Related Work: -

There has been a rich literature dealing with the
detection of cyberattacks. In particular, the authors in [1]
proposed an overview based on the literature on smart
cities' major security problems and current solutions. In
smart cities, there was a vast chance for cyberattacks.
The authors in [3] were detected cyberattacks using
Deep Learning and stated that compared to other
Machine learning approaches deep learning was more
Accurate, Flexible, and Stable. The authors in [10]
proposed a method to authenticate the encryption and
detection of clones within some seconds. To protect the
device from clone attack and to secure data proposed
method was used by the author and the method was a
device made of Arduino coded in C language then that
device sends that information to the server and then
server which is implemented in Python language shows
authentication information. If it is successful data is
stored in MongoDB. The authors in [11] proposed a
comparison between evasion techniques that were used
by malware authors. Malicious content and violating the
google play Store security policy founded in 700,000
applications. The virus, worms, Trojans, ransomware,
rootkits, botnet, etc. were categorized in which malware
was grouped. Different cybersecurity attacks are
explained with the detection techniques. The authors in
[13] proposed two attack detection processes which
were counter detection and bandwidth monitoring
detection. According to the author networks of mobile
able to detect cyberattacks. Confidentiality, Integrity, and
availability are based on the security of computing
systems. The authors in [14] proposed a model using
deep learning used to learn attack features. Compared
designed deep learning models with the other 4 machine
learning algorithms and results shown a model which
was proposed by the author had 6% accuracy. The
authors in [16] proposed a network security
visualization tool called Eyesim which detects anomaly
identifies wormhole attacks and alerts about the
presence of wormhole attacks. Eyes detect multiple
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wormhole attacks accurately. The authors in [19]
proposed mobile computing environments, analyses the
security considerations about Smishing. S-Detector
distinguishes the Smishing message and normal text
message. The system used a morphological analyser and
Naive Bayesian classifier of machine learning. The
authors in [22] proposed a detection method for attacks
of JFC (Juice filming charging) by analysing CPU usage.
The author collected 187 participants data and the SVM
classifier shows Dbetter performance. The author
interviewed 103 participants in the laboratory of
Denmark and China. The authors in [24] presented
lightweight IDS for the detected malicious behaviour of
Android devices enhanced with a powerful MLP neural
network. Accuracy reaches 85.02% and 81.39%. The
authors in [29] proposed the accuracy of the
unsupervised technique which was 97.87%, supervised
technique which was 97%, and semi-supervised which
was 97.3%. Clustering was performed in the
unsupervised technique. K-means, Droid Mat, KNN,
Singular value decomposition was applied on a
sample of 238 applications had an accuracy of
97.87%. The author in [31] proposed analysis in WEKA
software, multi-layer perceptron (MLP) performs better
in terms of recall, f-measure, and accuracy, precision.

III. Methodology: -

A]Dataset collection and evaluation methods: -

1)Dataset Collection: -

To verify the accuracy of machine learning cyber attack
detection [ used 2 public datasets.

KDDcup 1999 Dataset: - The KDDcup 1999 dataset
[32] is widely used as a benchmark for the intrusion
detection network model. Each record within
the dataset contains 41 features and is labelled as
either normal or a selected sort of attack. The training
dataset contains 24 sorts of attacks, while testing
dataset contains additional 14 types.

2) Evaluation Methods: -In this study, I use accuracy,
precision, and recall which are parameters used in
machine learning (deeplearning.net) as performance
metrics to evaluate the deep-learning cyber-attack
detection model.

B] Proposed system: -
The main purpose of this proposed system is to detect
cyberattacks and identify what type of attacks.

Random Forest Classifier: -Algorithm is implemented
using random forest classifier. It is used for classification
and regression technique. As compared to other machine
learning algorithm like Support vector machine, Logistic
regression, Naive Bayes, K-nearest neighbour, Decision
tree, linear discriminant analysis, and Random forest

classifier is more flexible and give more accuracy with
less number of dataset. Following is the architecture of
proposed algorithm:

Dataset Collection

v

Pre-processing data

A

Data extraction

!

Training and testing using
Random forest classifier

v

Classifiers

v

Results

Fig. 1: Process for the proposed system

The proposed work uses a decision tree to identify the
cyberattacks. The proposed work is based on the
behaviour of the attack type. Fig. 1 describes the step by
step process for the proposed system.

In the first step, KDDcup 1999 dataset is collected. In
the second stage i.e. Pre-processing is the request to fit
the models. It enhances the performance of our model.

In the third step, Data extraction is done means
collecting different types of data from a variety of
sources, many of which may be not organized properly
which is transferred in an organized manner. In the
fourth step, random forest classifier algorithm is applied
on dataset algorithm is examined based on accuracy and
execution time. In the fifth step, classifiers are used and
in the last step types of attacks are demonstrated.

IV. EXPERIMENTAL RESULT

A] Visualizations of Datasets: - In fig.2 dataset is
visualised using types of attacks. It illustrates mostly
attacks are of dos type and some are of normal category.
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Fig-2: Types of attacks in KDD cup1999 dataset

Fig.3 explains training accuracy of KDD cup 1999
dataset.
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Fig-3: Trainig accuracy of KDD cup 1999 dataset

Fig.4 explains testing accuracy of KDD cup 1999 dataset.
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Fig-4: Testing accuracy of KDD cup 1999 dataset

Machine Training Testing
learning model Accuracy Accuracy
Gaussian Naive 87.951% 87.903%
Bayes(NB)
Decision 99.05% 99.05%
Tree(DT)
Random 99.99% 99.96%

Forest(RF)
Support Vector 99.87% 99.87%
Machine(SVM)

Logistic 99.35% 99.35%
Regression(LR)
Gradient 99.79% 99.77%
Boosting

Classifier(GB)
Artificial Neural 99.77% 99.75%
Network(ANN)

Table-1: Comparison between training testing accuracy
of different machine learning models

As shown the in Fig.3 and 4 an accuracy of 99% is
achieved using Random forest classifier which is more as
compared to other machine learning models.
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Fig-5: Trainig time of machine learning models for KDD
cup 1999 dataset

Fig.5 explains ANN takes more training time as
compared to other machine learning models.
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Fig-6: Testing time of machine learning models for KDD
cup 1999 dataset

Fig.6 explains SVM takes more testing time as compared
to other machine learning models.
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V.Conclusion

This proposed model is used to detect cyberattacks. This
model was compared with other machine learning
models for accuracy. Using a Random forest classifier,
the dataset is trained. The model gave an accuracy of
99%. This proposed model performs better than other
machine learning models like Gaussian Naive Bayes,
Decision Tree, SVM, Logistic Regression, GB, ANN.
Also, training and testing time are compared with
different macine learning models. So in the future
Random forest classifier will help for the rapid and
effective identification of cyberattacks.
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