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Abstract: In this paper, we will explain the problem of Fraudulent Online Pharmacies in the period of the spread of the
Covid-19 virus, the fraudulent use of Email spam to sell fake and damaged medicines and medical products. We will
explain the economic and health damage caused by this crime and the legal measures to deter fraudsters.
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Introduction

After the spread of virus Covid-19 in all countries of the world at the beginning of the year 2020 AD. People's need for the
internet has increased dramatically in this period. The tremendous speed of the Internet through optical cable and
wireless communication technologies supporting the use of the peoples of the world for Internet service in the period of
Covid-19. [1] [9]

The development of deep learning algorithms, social networks, search engines, e-commerce and Security of databases
have supported people’s use of the Internet during this period. [3] [4] [8]. As well as the development of the Internet of
things in education, agricultural technologies, the medical field and early detection of diseases. [7] [17] [18]

All of these areas are supported by technologies to understand people's daily needs when they use the Internet. [2]

In addition, governments use many Internet technologies, for example, the use of traffic police to detect drivers' fatigue, for
the purpose of reducing traffic accidents.[5][6]

An online pharmacy is a pharmacy that promotes medical products on the Internet and sends orders to customers via mail
or shipping companies, and payment is made via bank cards and bank transfers. [10]

Online pharmacy

As we mentioned before, an online pharmacy is a pharmacy, companies or individuals that promotes medical products on
the Internet and sends orders to customers via mail or shipping companies, and payment is made via bank cards and bank
transfers. Online pharmacies include pharmacies in the same country of the consumer licensed in the same country of
origin and pharmacies outside the country of the consumer.

The third type is illegal or unethical internet pharmacies. The web page for an illegal pharmacy may contain lies about its
home country, procedures, or certifications. The "pharmacy” may send outdated (expired shelf life) or counterfeit
medications and may not follow standard procedural safeguards. [10]

Counterfeit online pharmacy and illegal has spread massively in the Covid-19 period. Fake online pharmacies have sold
large quantities of masks and sterilization alcohol that are unhealthy and ineffective to reduce Covid-19 infections. These
fake online pharmacies have used email spam to send their advertisements and promote fake medical items. [11]

Online pharmacies & E-mail spam

When analyzing a dataset of email users. [12].The large quantities of messages contained in the email for each user. As
90% of these messages are spam, unwanted and fraudulent messages. The majority of these messages are for fraudulent
online pharmacies. [11] [14]

Economic and health damage to fraudulent online pharmacies

Fake online pharmacies have a direct impact on individuals, governments and companies. The first effect is on individuals,
as individuals are exposed to fraud and theft and the purchase of drugs harmful to health and health supplies that do not
protect against infectious diseases.
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As for the second impact on governments, it is how to combat this crime and the work of the security services to eliminate
this type of criminals, in addition to the economic cost that the government bears to eliminate this type of crime.

The third effect that medical supplies companies bear is the impersonation of the company's commercial name and
address by criminals, and the marketing of counterfeit medical products in the names of companies. Which affects the
company with the quality of its medical products. In addition to the fictitious persons that companies that market medical
products may deal with directly.

The framework of Operation Pangea X, which is the largest design and implementation process, and the largest
implementation process, which is the largest sale of medical devices in a diversified form on the Internet, around 400
people in the world have been arrested and $ 51 million in potentially harmful health drugs seized from the United States
of America. Medicines and counterfeits around the world (25 million drugs). This process also led to the opening of 1 058
investigations and the closure of 3584 websites, and more than 3000 advertisements promoting illegal pharmaceutical
products. [13]

Legal countermeasures

To reduce this crime, the laws of the countries of the world are divided into two parts. The first section is legal legislation
targeting e-mail spam. The countries of the Middle East and North Africa consider the email spam is a one of computer and
internet crime. [16]

The European Union has European Union Directive on Privacy and Electronic Communications. The Canada has Fighting
Internet and Wireless Spam law. The Australia has The Spam Act 2003. The United States has CAN-SPAM Act. [11]

The second section is legal legislation targeting fraudulent Internet pharmacies.Tablel. [10] [15]

Countries Online pharmacy laws

21 USC section 844
21 USC, Section 952
21 USC, Section 844
21 USC, Section 301

USA 21 USC sections 331& 355
All Bulgarian online pharmacies must be registered with the
Bulgaria Bulgarian Drug Agency (BDA) and subject to its laws
Pakistan the Drug Regulatory Authority of Pakistan Act passed In 2015

In 2008, the Royal Pharmaceutical Society of Great Britain
(RPSGB) introduced a green cross logo to help identify
accredited online pharmacies (from 2010 the internet pharmacy

UK logo scheme is run by the GPhC)
Iraq has not enacted a new law and relies on the traditional law
Iraq (Law of Practicing the Profession of Pharmacy No. 40 of 1970

While there are no laws specifically targeting online pharmacies
in India, various laws govern online pharmacies indirectly. The

Drugs and Cosmetics Act (1940) and the Drugs and Cosmetics
India Rules (1945)

Tablel: online pharmacy laws

As mentioned in Tablel. Some countries have enacted laws for pharmacies on the Internet. But most countries of the
world do not have a law on online pharmacies. An example of this is as is the case in the countries of India and the
Republic of Iraq where traditional laws are applied.

Conclusion & Future work

In this paper we describe the ways in which Fraudulent online pharmacies operate. And how to use e-mail spam to
promote and sell its counterfeit and spoofed goods during the outbreak of the Covid-19 virus. We also explained the
material losses to individuals, companies, and states, and the laws enacted by states to reduce these crimes.
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Future work we suggest that technology be developed to reduce email spam. All countries of the world must legislate the
law of online pharmacies to prevent the sale of medicines and medical supplies.
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