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Abstract – The proposed paper aims to provide the software 
implementation of a cryptography algorithm which is based 
on the modified version of the Data Encryption Standard 
(DES) algorithm. The original version of DES operates on 64-
bit data with 56-bit cipher key to produce 64-bit encrypted 
data. Whereas the proposed work deals with the encryption of 
256-bit original data using 224-bit cipher key to produce 256-
bit cipher key. As the key length is 224-bit and the time 
required for the encryption is in the range of nanosecond (ns), 
the data security algorithm is resistant towards the brute-
force attack and the timing attack respectively. The proposed 
work can be implemented in the banking sector, 
telecommunication sector and military sector etc. 
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1. INTRODUCTION  

Cryptography is the process of concealing the content of the 
message by the process of encryption. In this technique, the 
original message is converted into a message of unreadable 
format so that the attacker cannot access the original 
message. In the proposed work, the original message is taken 
as 256-bits binary data and the encryption algorithm is 
applied on this data using 224-bits cipher key to produce a 
binary data having 256-bits. The algorithm is based on the 
modified version of the Data Encryption Standard algorithm. 
The proposed algorithm is different from the existing DES 
algorithm in terms of no. of input bits, output bits and the 
cipher key bits in addition to the logic of each blocks used to 
design the model for the addition of robustness and newness 
to the algorithm. 

1.1 Project Model 

The project describes the flow chart for the proposed project 
work.   Each number in the model signifies the no. of bit in 
the input and output of each unit. The diagrammatic 
representation of the proposed work is given as follows: 

 

 

 

 

 

Fig 1: Project Model 

2. LOGIC USED IN THE PROPOSED DESIGN 

The logic used in the proposed design has been described in 
different steps as follow: 

2.1 ENCIPHERMENT ALGORITHM: 

Step 1: First, 256-bits Original data also known as plaintext 
is fed to the input of the initial permutation unit which 
transposes the data randomly to generate 256-bit output. 

Step 2: The outputs of initial permutation unit is given to the 
first rounds which produces 256-bit output using a 192-bit 
round key generated from a round key generator with 224-
bit cipher key as input. 

Step 3: The outputs of first rounds is again given to the 
second round  which produces 256-bits output using a 192-
bit round key generated from a round key generator with 
224-bit cipher key as input. 

Step 4: Similarly, step 3 is repeated till the completion of 16-
nos. of round. 

Step 5: The output of round-16 is given to the final 
permutation which does the random transposition of the bits 
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to produce 256-bits output and this output is the desired 
256-bits encrypted data. 

2.2 ROUND KEY GENERATION ALGORITHM: 

The sixteen nos. of 192-bits round keys are generated from a 
single 224-bits cipher key by performing the transposition 
and append operations on the cipher key.  

2.3 DECIPHERMENT ALGORITHM:  

The algorithm for the decryption process can be written in 
the reverse order of the encryption algorithm.   

3. SIMULATION RESULT AND DISCUSSION 

The VHDL code of the proposed work has been simulated 
using Xilinx ISE 9.2i software and the desired results have 
been obtained. 

The simulation result of the encryption process is given as 
follows: 

 

Fig 2:  Simulation result of the encryption process 

The simulation result of the decryption process is given as 
follows: 

 

Fig 3:  Simulation result of the decryption process 

4. CONCLUSION 

After doing the proposed work, it is concluded that the work 
is best suited in the field of data security to provide 
protection to the 256-bits original data from unauthorized 
access by the attackers available in the network. It is 
resistant to the brute-force attack, timing attack which 
makes the algorithm more robust. The combinational path 

delay required to convert 256-bits plaintext into 256-bits 
ciphertext is 10.763ns which obtained from the Xilinx 
software.   
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