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Abstract - All communications that occur within this
technological era use various types of networks for
transmission of messages. Numerous amount of information is
being passed using the networks and it is very essential to
protect these networks from cyber attacks. Nowadays many
transactions are done using the wireless medium as the use of
wired transmissions involves numerous expenditures in
installation and maintenance. Use of wireless medium has
givenrise to many cyber attacks in the network which needs to
be always monitored. Numerous researcher has been working
on building a Network Intrusion Detection System (NIDS) in
order to detect any cyber attacks in the network. In this paper,
we have designed a model that is able to detect any malicious
behaviors in the wireless network using deep learning
approaches. The model is designed in such a way that it is able
to do feature selection and classification for any given
network. The dataset used for evaluating the parameters of
the proposed NIDS was NSL KDD CUP. Some of the parameters
used for finding the efficiency of the system was the detection
rate, recall, precision.
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1. INTRODUCTION

Nodes transmitting data in the form of signals between one
another in a network without any wired connections are
popularly called as Wireless Networks. These networks are
majorly implemented in the real world to reduce the number
of wires that connect the various nodes in the network. The
node could be anything, an antenna or a base station that
frequently communicates with other nodes in the network
by sending or receiving signals. Broadcasting is one of the
best characteristics of wireless networks where the data is
echoed to the entire nodes in the network unless like in the
traditional network where only the receiver will be able to
receive the data. It consists of several applications and
security is provided to all the applications that are used for
communication with one another. There are various
challenges and security attacks that encountered in a
wireless network[1,2,3,4]. To avoid these numerous
techniques and routing protocols[5,6,7] are designed for
efficiently directing the packets from one node to another
within the network. Numerous intrusion detection systems
are also designed by various researchers to detect if there
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are any kind of cyber attacks or malicious activities that are
occurring within the network.

The growth of Artificial Intelligence has given birth to many
new technologies out of which the popular ones are being
Machine Learning Approaches and Deep Learning
Techniques. Use of ANNs is widely called as Deep Learning
Approaches as the neural network learns each and every
layer very deeply and uses the output of a layer as the input
of the next layer. ANNs are information processing
structures that can solve any problem through learned
examples rather than pre-specified algorithms [8]. In this
paper, we have proposed a framework for identifying and
detecting various cyber attacks in a wireless network using
machine learning techniques. The proposed system is
evaluated on various parameters and is observed to perform
better than the existing systems. The rest of the section is as
follows: Section II consists of Literature Survey, section III
consists of the methodology used in the paper and section III
consists of various results obtained. The paper is concluded
in the last by mentioning the relevant future works that
could be applied or added to the proposed work.

2. RELATED WORKS

Wireless communication is one among the most vibrantly
used communication technique[9] designed in such a way
thatitincreases the reliability of the air interface[10]. Various
researchers have developed numerous intrusion detection
systems using various technologies. There are numerous
attacks that occur in a network for which these NIDS are
proposed [11]. Security is one of the important aspects that
need to study in all the possible directions as the attack may
be from anywhere [12]. Some attacks have been studied
where the attacks try to attack the estimation and control
systems where a number of sensors and actuators are
deployed [13]. Detection of integrity attacks occurring in a
network is identified by a model developed in [14]. The
possible types of attacks in replay attacks are discussed in
[15]. A topology was deployed for identifying all the possible
attacks butit gained to provide the security to the network as
discussed in [16] and [17]. In [18], Nathone Shone has
developed an Intrusion Detection model that efficiently
identifies all the malicious behavior of the network. The
model is designed in such a way that the model makes use of
Non - Symmetric Auto encoder. The system makes use of a
Random forest in order to improve the total efficiency of the
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network. The system is inefficient in reducing the
dimensionality of the data and was compared with Deep
Belief Networks which yielded a better accuracy.

3. PROPOSED APPROACH

The system proposed in the following research paper makes
use of deep learning techniques where it makes use of
Random Forest Classifier. The network consists of various
layers such as the input layer, the hidden layer, and the
output layer. These layers are responsible for feature
extraction. Features of the network are trained to the
classifier of when a network is cyber attacked and when it is
not. Based on the previous training given to the classifier, it
is able to identify when a new behavior is observed in the
network and alerts the system admin about the malicious
behavior of the network. In Fig. 1 the architecture of the
proposed methodology is given. We can see numerous layers
that are responsible for feature extraction in the network. All
the layers extract the features and further give the
summation of the entire network to the classifier which then
classifies the behavior of the network. The Random Classifier
s used widely in order to make the weak learners as strong
learners. The forest that is built consists of numerous weak
learners tree. It is mainly used to increase the levels of bias
in order to make few corrections and modifications to the
network.
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Fig. 1 Block Diagram of the Proposed System

The autoencoder is used in the proposed method. It is a
neural network that follows unsupervised learning in nature.
The neural network is used to learn all the available
parameters of the network in order to build a required input
of the system.
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Fig. 2 Sample Auto Encoder

The entire generalization of the network is obtained using
backpropagation algorithm. The autoencoder is combined
with stack NDAE where each and every input vector is
mapped step by step with its latent representations. The
sigmoid activation function is also used for generalizing the
system.

4. EXPERIMENTAL RESULTS

The experimental results were done on various datasets.
Some of the prominently used datasets are KDD Cup '99 and
NSL-KDD dataset. These datasets were used as they were
proposed as one of the prominent datasets to be used as a
benchmark in various literature. The experiment was
performed in MAT Lab R2017b where a Random Forest
classifier was used to train the network with all the behavior
that could happen within the network. As the model was
trained it was able to efficiently identify any malicious
activities occurring within the network. Various parameters
were used for evaluating the parameters of the model. In Fig.
3, the error loss of the autoencoder is depicted performed
using NSL-KDD dataset.
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Fig. 3 Error loss of First Non-Symmetric Deep Auto
Encoder (NSL -KDD)

,
brive/kddecup. data_18_percent_corrected”,header=None, names=[str(i) for 1 in range(42)]
¢ Drive/corrected” headerslione, namesa[str() for 1 in range(42)])
%_nsl test=pd.read eav(" ty Drive/KDDTest+. txt” headersNone, names=[str(i) for i in range(43)])
¥_nsl=pd.resd_csv(“drive/My Drive/KDDTrain+.txt",header=None,names=(str(i) for i in range(43)])
le = preprocessing. LabelEncoder ()
lel ® preprocessing. LabelEncader()
for i in range(1,4):
x[str(i)]=le.fit_transform(x[str(i)])
x_test[str(1)]sle.fit_transform(x_tast[str(i)])
x_nelfstr(l)]elel fit_transform(x_nel[str(1)])
x_nsl_test[str(i)]=lel fit_transfora(x_nsl_test[zte(i)])

e
1 x=pd.read_csv("d
x_tastupd. read_csv("

print(x. shapa)
print(x_test.shape)
print{x_nsl.shape)
print(x_ns1_test.shape)

(404821, 42)
(311829, 42)
(125973, 43)
(22544, 43)

Fig. 4 Input train and Test Dataset dimension

The train and test dataset are used to train the classifier and
also to test it. Various dimensions need to be given in order
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to make the classifier to automatically select the features
from the dataset.

x_nsl=x_nsl.iloc[:,:-1]
x_ns]_test=x_nsl_test.iloc[:,:-1]
print(x_nsl.shape)
ff=set(x.1loc[:,-1])
fnsl=set(x_nsl.iloc[:,-1])

X_test = x_test[x_test['dl'].isin(ff)]
print(x_test.shape)

(124991, 42)
(298648, 42)

Fig. 5 Identifying Class labels and removing Low-
Frequency attacks.

The low-frequency attacks are identified and removed from
the network as shown in Fig. 5. This is done by making the
necessary class labels within the network that could help to
identify the cyber attacks. The classification accuracy of the
KDD CUP dataset obtained by using the deep learning
technique is depicted in Fig. 4. The classification accuracy of
about 82% is obtained where the system is able to correctly
detect the malicious activities or cyber attacks in the system.

y_pred= c1f1.predict(test_nsl 2)
y_p=le.fit_transform(y_pred)
y_p=y_p.reshape(-1,1)
y_test=x_nsl_test_cp[:,-1].reshape(-1,1)
accuracy_score(y test, y pred)

(17802, 1)
0.8297944851230199

Fig. 4 Classification Accuracy of KDD CUP dataset

5. CONCLUSION

Communication is one of the most important aspects in this
technical era. All the means of communications occur
through some or the other networking devices that tend to
form a network. The network could be either wired or
wireless. As numerous amount of information is being
transmitted via this network it needs to be protected against
any kind of cyber attacks. In this paper, we have proposed an
Intrusion Detection System that is able to efficiently identify
the malicious behaviors of the network is present. The
identification id sonde using deep learning techniques and
by making use of the Random forest Classifier. The efficiency
ofthe system is observed by making use of KDD CUP dataset.
The system has produced an accuracy level of about 82%

and is proved to be efficient when compared to other
traditional systems..
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