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Abstract- Now-a-days, it is very easy to manipulate an
image by adding or removing some features in an image
without leaving any clue of editing the original image. They
use advanced tools to digitally manipulate images to create
forged image without finding a clue on it to find the forged
region of an originality of images. These modifications are
not visible when we see it into the naked eye. Splicing and
Copy-move forgeries are most common forgery techniques.
In splicing forgery, a small region in one image is cut and
paste over an another image. Whereas in copy-move, a small
region of an image is copied and pasted over a same image.
The devices like cameras are getting more and more
digitized, there is an increase in the need for digital image
authentication, validation and forgery detection. This paper
has an approach for the Splicing and Copy-move forgery
detection. Copy-move and Splicing are the passive image
forgery detection techniques. Initially, an image is taken as
an input for both copy-move and splicing forgery. For both
copy-move and Splicing detection, pre-processing and
enhanced threshold methods are used to extract the features
in an image. After feature extraction, using SVM we find
whether it is authentic or forged by using RBF. If the given
input image is authentic then the output will be the Black
screen(No forged region). When the SVM identified it is
forged, then using PCA algorithm we remove the authentic
region and shows only the forged region as an output.
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I. INTRODUCTION :

With the availability of powerful digital image
processing platforms, such as Photoshop, it is relatively
very easy to create digital forgeries from one or more
images. Due to the development of computer technology
and image processing software, digital image forgery has
been increasingly easy to perform. However, digital images
are a popular source of information, and the reliability of
digital images is thus becoming an important issue. In
recent years, more and more researchers have begun to
focus on the problem of digital image tampering. Of the
existing types of image tampering, a common
manipulations of a digital image are cut-paste and copy-
move forgeries, which is to paste one or several copied
region of an image onto other parts of the same image or
on another image. plotting the cumulative graph shows
whether the image is splicing forged or not. During the
copy and move operations, some image processing
methods such as rotation, scaling, blurring, compression,
and noise addition are occasionally applied to make
convincing forgeries. Because the copy and move parts are
copied from the same image, the noise component, color
character and other important properties are compatible
with the remainder of the image some of the forgery
detection methods that are based on the related image
properties are not applicable in this case.

In previous years, many forgery detection
methods have been proposed for copy-move forgery
detection. According to the existing methods, the copy-
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move forgery detection methods can be categorized into
two main categories: block based algorithms and feature
key point based algorithms. The existing block based
forgery detection methods divide the input images into
overlapping and regular image blocks then, the tampered
region can be obtained by matching blocks of image pixels
or transform coefficients. As an alternative to the block
based methods, key point based forgery detection methods
were proposed, where image key points are extracted and
matched over the whole image to resist some image
transformations while identifying duplicated regions.

II. LITERATURE SURVEY:

Pun et al. proposed a method which is based on noise
discrepancies between the original image and spliced
image. Initially, the noise level function is calculated and
analyzed at pixel level on various scales. The region which
is not under the noise level, termed as suspicious area and
inconsistent level of noise indicate the presence of
tampering in spliced segments. This technique performs
better for multiple spliced object detection. F. Hakim
proposed a method based on improved local binary
pattern (LBP) and discrete cosine transform (DCT). The
chrominance component of the image is divided into
nonoverlapping blocks. Then improved LBP is calculated
for all blocks and using 2D-DCT, it is transformed into
frequency domain. Further the frequency coefficients are
evaluated to find the standard deviation for all blocks
which are used as features for classification using k-
nearest neighbour.

Shi et al.proposed a natural image model, which educe
statistical moments of characteristics function by treating
the neighbouring differences of BDCT of an image as 1-D
signal and the dependencies between neighbouring nodes
along certain directions have sculpted as Markov model.
SVM classifier considered these features as discriminative
features for classification. Wang et al. proposed a method
in which gray level cooccurrence matrix (GLCM) is
considered along certain direction (horizontal, vertical,
main and minor diagonal) to extract edge images and
educed edge images serve as discriminative features for
classification. Xuefang Li et al. proposed a method in which
Hilbert-Huang transform and moment of characteristic
function of wavelet transform are used for forgery
detection. SVM is used as a classifier for spliced image
classification in their method and achieved an accuracy of
85.86%.

Qu et al. proposed a algorithm to detect splicing image
forgery with visual cues in 2009. Authors used a detection
window and divided it into nine sub-squares. VAM (visual

consideration model) is used to distinguish an obsession
point and afterward feature extraction is used to extract
the spliced region in the digital image.

III. TYPES OF DIGITAL IMAGE FORGERY:

Image forgery is characterized as "inserting, replacement,
or removing some important features from an image
without leaving any clue. There are many different
techniques to utilize forging regions of an image. Taking
into account these method is used to make forged images.
Digital image forgery can be divided into three primary
classifications: Copy-Move, splicing, and Image re-
sampling.

A. Copy-move Forgery

In copy-move forgery, some portion of an image at any
size and shape is copied and pasted to another region in
the same image to modify some important feature. The
copied region is pasted over the same so that the pixel of
the block will varies. This is very difficult to find the forged
region in it. Digital image forgery techniques are used
many different techniques to manipulate an image without
leaving any clue on it.

B. Splicing Forgery:

Image splicing means a part of region of one image is cut
and paste over an another image to create a suspicious
image is called Image Splicing. When compared to copy-
move forgery detection Splicing Forgery detection is very
difficult to find. Previously many techniques are developed
to find the forged region in splicing but it results in failure.
When splicing is performed, the borders between the
spliced regions can visually be impossible. Splicing,
disturbs the high order Fourier statistics.

IV. PROPOSED WORK:
This paper proposes a technique to find a duplicate region
in an image. Duplicate region is finded by using the PCA
algorithm and SVM classifier.

Steps in Proposed work:

1. Dividing the grayscale image into fixed sized
overlapping blocks using SVM.
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2. Extracting Gaussian RBF kernel PCA-based
features from each DCT square block.

3. Matching similar block pairs.

4. Removing the isolated block and output the
duplicated regions.

A. BLOCK DIAGRAM:

PRE- ENHANCED
PROCESSING » THRESHOLD
i
FEATURE
EXTRACTION

FORGED

y
AUTHENTIC

OUTPUT PCA
(Black Screen) l,
DUPFLICATE REGION
(OUTPUT)

B. SUPPORT VECTOR MACHINE:

SVM is mainly used for classification purpose. In
order to avoid computational complexity it uses
recognition tools by high dimension. There are many
studies using SVM as a classifier in image forgery
Detection.

In this paper, a technique is developed to detect
image forgery which includes removal, addition, and
replacement of regions in an image. SVM classifier is used
to find similar regions of an image by matching image
blocks. Image, texture pixel value based features and edges
are extracted to analyze the images for forged regions.
After analyzing the image, hash values are calculated for
feature extraction. This process consists of two phases
they are training phase and a testing phase. In training

phase, SVM train a set of image. SVM is used to classify the
image whether it is authentic or forged.

SVM first identify the decision boundaries in the
training phase and then the technique will give the good
generalization in high dimensional input images.
Classification using SVM is mainly based on the concept of
decision making and that defines the decision boundaries.
A decision plane separates a set of objects having different
class memberships and a set of objects having different
class relationships. SVM determine a vectors called
"support vectors" that easily identify the separators which
gives the wide separation of classes and objects.

SVM classifier supports both the binary and
multiclass targets. Support Vector Machine models must
have a similar functional form for block based network and
radial basis functions, both are well-knowned data mining
techniques. Since, neither of these algorithms has the very
new theoretical approach to regularize the format, that
forms the basis of SVM. The quality of generalization and
ease of training in SVM is based on the capacities of those
traditional methods. The SVM map the original data points
from the input image to the high dimensional, feature
block making classification problem simpler in feature
space. This kind of mapping is done by a suitable choice of
a kernel basis function.

C. PCA:

The image is changed over from colour to grayscale.
The image is isolated into a few little sized blocks, which
are broken to vectors. This is vastly improved than the
BruteForce strategy for finding the matches. The PCA
technique is utilized to break the diverse blocks in an
option way. PCA is fit for recognizing even minor
variations because of noise and/or compression. This
strategy is just for grayscale images. Be that as it may, the
strategy can be made to work for colour images also by
preparing the image for every colour channel which
outcomes three duplication maps. At that point PCA is
connected to every map independently to recognize the
forgeries. This technique has a decent proficiency in
detecting Copy Move forgeries furthermore gives the less
number of false-positives.

In any case, the productivity drops as the piece
size reduces furthermore in case the nature of image is
low. The goal of PCA is to enlarge the variance between
data without considering class separation. There are
distinctive methodologies proposed for a feature
extraction piece. Distribution shows multidimensional raw
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data which is every now and again troublesome. Normally,
evacuating features those are proposed to catch and
address the distributions in a lower-dimensional space
may unravel this mission.

The PCA is frequently used for pre-processing of
multi-spectral remote sensing images for the explanations
behind change detection. Change, regardless, is interesting
in connection to the interpretation that is used here. In
remote-sensing, the change is fathomed as the technique of
perceiving contrasts in the condition of an article in space
by watching it at various times, for instance a vegetable
canopy. In case there is no learning of what the change
might be, it is not clear whether the representations in a
lower-dimensional space will offer support. The PCA will
analyze each pixel of the image and then classify it.

D. PCA ALGORITHM:

Step 1: The input image should changed from color to
GreyScale Image.

Step 2: Then the image is isolated into few little sized
blocks and which are broken into vectors.

Step 3: Column or row vector of size N2 represents the set
of M images (B1, B2, B3...BM) with size N*N

Step 4: And then we need to calculate the co-variance
matrix.

Step 5: Then Measure the Eigen vectors and Eigen values
of these co-variance matrix of an image. The PCA is also
used to recognise even minor variation because of noise
and compression.

E. EXPERIMENTAL RESULTS:

The result shows only the duplicate region of the  image.
% If the image which we give as an input is authentic
then the output result will be a black screen. The
black screen shows that the given image is

authenticated.

Fig.1 Input image(Authentic image to
detect forged region)
OUTPUT:

Fig .2 Output Image(Which shows no forged
region in an image)

% If the given image is forged then the output result
will be the duplicate region of the image.
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INPUT:

----- —

Fig 3: Original Image(Pure image with no
modification in it)

Fig 4: Forged image(small region is altered in an
image)

OUTPUT:

Fig 5: Output Image(shows the forged region)

V. CONCLUSION

With the increase in digital image forgery, the need
for forgery detection algorithms has increased. In this
paper, copy-move and splicing forgery detection are done
at the same time. The suspicious image is taken as an input
and then extract the features in it. Using SVM and PCA
algorithm the original region of an image is eliminated.
Then duplicate regions of an image is highlighted and
marked as an output. In future work, we focus on accuracy
of detecting duplicate regions.
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