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Abstract - The proposed paper deals with the combined
effect of Steganography and Cryptography data security
techniques on 128-bits digital data so as to avoid the stealing
of information by the attackers. The information consists of
128-bit plaintext which needs to be protected from the
attacker by using a newly developed data security algorithm.
The algorithm uses Steganography and Cryptography
techniques which have been implemented by using text/data
cover and Hamming Code respectively. The algorithm protects
the data by performing various operations on the 128-bits
plaintext and 128-bits covering data and obtains a 448-bits
encoded data with a 128-bits message digest to check the
integrity of the message. This encoded data is sent towards the
receiver end through a secure channel and received by the
receiver. At the receiver end, the reverse operations are
performed on the 448-bits received data to retrieve the 128-
bits original data and 128-bits covering data with the
generation of the new 128-bits message digest. Then, the
message digest at the transmitter end and the receiver end are
compared to check the integrity of the message. The proposed
work can be implemented in the banking sector,
telecommunication sector and military sector etc.
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1. INTRODUCTION

Now-a-days, the information security plays an important
role in most of the Government, Private and Public sector
Organizations. The security of information can be achieved
by using Steganography technique or Cryptography
technique or using both the techniques. The Steganography
means covered writing where as the Cryptography means
Secret writing. The proposed paper aims to provide a better
security solution by using both Steganography and
Cryptography data security techniques.

1.1 Project Model

The project model describes the flow chart for the
proposed project work. Each number in the model signifies
the no. of bits in the input and output of each block. The
diagrammatic representation of the proposed work is given
as follows:
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Fig 1: Project Model
2. ALGORITHM OF THE PROPOSED DESIGN

The logic used in the proposed design has been described in
different steps as follow:

Step 1: First, the 128-bits original input data is covered by the
128-bits covering data using the text cover steganography
technique to produce 256-bits covered data.

Step 2: At the transmitter end, the 128-bits message digest
(MD1) is produced by performing the logical xor operation
between the 128-bits original input data and the 128-bits
covering data.

Step 3: The 256-bits covered data is given to the hamming
(448,256) code encryption unit which uses Hamming (7,4)
code encryption algorithm to produce 448-bits encrypted
data.
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Step 4: The 448-bits encrypted data is transmitted at the
transmitter end and received by the receiver.

Step 5: Atthe receiver end, the error in the 448-bits received
encrypted data is checked using parity bits and the error (if
any) is corrected to produce 448-bits corrected data.

Step 6: The 448-bits corrected data is decrypted using
Hamming (256,448) code decryption unit which used
Hamming (4,7) code decryption algorithm to produce 256-
bits decrypted data.

Step 7: The 128-bits original input data and the 128-bits
covering data at the receiver end are produced from the 256-
bits decrypted data using steganography text decover
technique.

Step 8: At the receiver end, the new 128-bits message digest
(MD2) is created by performing the logical xor operation
between the 128-bits original input data and the 128-bits
covering data generated at the receiver end.

Step 9: The message digests created at the transmitter end
and the receiver end are compared and the integrity of the
message (128-bits original input data) is verified. So, if MD1is
equal to MD2, the integrity of the message is preserved and if
MD1 is not equal to MDZ2, then the integrity of the message is
lost.

3. SIMULATION RESULT

The VHDL code of the proposed work has been simulated
using Xilinx ISE 9.2i software and the desired results have
been obtained.

The simulation result of the proposed design is given as
follows:

Fig 2: Simulation result of the proposed design

4. CONCLUSION

[tis concluded that the workis best suited in the
field of data security to provide protection to the 128-bits
digital data from unauthorized access using the concept of
Steganography and the Cryptography data security
techniques. The proposed work can be used to check the
integrity of the message in order to satisfy the goal of data

security. The proposed algorithm is resistant to the timing
attack, pattern attack, statistical attack which makes the
algorithm more robust. The combinational path delay
required to convert 128-bits plaintext into 448-bits
ciphertext is 4.468ns which obtained from the Xilinx
software.
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