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Abstract - Todays Android platform allows developers to take full advantage of the mobile OS, but also raises significant issues
related to malicious applications. The main aim on the Android platform growing is malicious apps. Among the various approaches
in detecting malware, machine learning-based algorithms have achieved a high accuracy in detecting malware. The increased
numbers of applications, on the other hand prepares a suitable prone for some users to develop different kinds of malware and
insert them in Google Android market or other third-party markets as safe applications. This paper states the different machine
learning techniques used for malware detection in Android.
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1. INTRODUCTION

Even if designing a malware is nowadays considered quite common the most advanced programmers try to hide malicious
behaviours by using different techniques, such as the repackaging of legitimate applications or the obfuscation/ciphering of
code. Malware, short for malicious software, is a general term used to refer to a variety of forms of hostile or intrusive software
such as viruses, worms, spyware, Trojan horses, rootkits, and backdoors. Malware can does infect any computing machines
running the user programs (or applications), and the propagation and prevention of the malware have been well studied for
personal computers.

With the huge malware production now-days, on-machine learning-based Android malware detection approaches are time
consuming to detect it as well as its inability to detect unseen malware. Thus, Android devices must implement techniques with
the ability to detect malware using machine learning algorithms. Machine learning algorithms have been increasingly applied in
security, and perform to improve the effectiveness in android platform. In this perspective, the system aims to spot malware
using various combinations of algorithms and detect the malware. The algorithms that we are going to used are Call Graph
Based Classification, NN based Classification, Navie-Bayes Based Classification. Most malware detection methods are based on
traditional signatures-based, such as a malware definition, and compare each application against the database of known
malware signatures.

Being motivated by the increasing number of Apps and the lack of effective approaches and tools, some research tries to detect
malware by observing the statistic and/or dynamic behaviour and characters of applications. This paper aims to detect
malware using various combination of Machine learning technique and detect the malware. To study various classification
techniques.

From various existing approaches in detecting malware, Machine Learning algorithms and techniques achieved a high accuracy
in detecting malware. In Today’s world, Modern malware uses advanced techniques to hide from static and dynamic analysis
tools. To achieve stealthiest when attacking a mobile device, an effective approach is required for the diagnosis of the
application.

2. RELATED WORK
2.1Analyzing Log Files for Postmortem Intrusion Detection [1]:

To build a model for ordinary behavior, in the first step, we factor out repetitive behaviorin a collection of ordinary (attack-free)
log files. As a result, we obtain, first, a compressed version of all log files, and, second, a relation of the sequences of most
frequent occurrence across all those logs, which we call across repetitive sequences.

In the second step, we follow a 100-size, 100-step sliding-window approach to analyze every reduced log: starting at the first
position of the log, we retrieve a window of size 100, then characterize each window by means of an attribute vector and then
slide the window a step of 100 elements to continue with the same procedure
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In a third step, we build a model that captures the commonality in the sequence of attribute vectors, representing the original
log.

2.2 Evaluating Android Anti-Malware against Transformation Attacks

Methodology describe through the series of transformations applied to different samples and the detection results on various
anti-malware tools. Empty cells in the tables indicate positive detection while cells with ‘)’ indicate that the corresponding anti-
malware tool failed to detect the malware sample after the given transformations were applied to the sample.

Each transformation is applied to a malware sample (of course, some like exploit encryption apply only in certain cases) and the
transformed sample is passed through anti-malware. If detection breaks with trivial transformations, we stop.

Next, we apply all the DSA transformations. In general there is no well-defined order in which transformations should be applied
(in some cases a heuristic works; for example, malware that include native exploits are likely to be detected based on those
exploits).

2.3 Exploring Permission-Induced Risk in Android Applications for Malicious Application Detection

A

>

Malapp detection:

Permission raking: SVM
Mulnfo, Corrcoef, T-test ) »
\ » 4
» 3 FaRY
Android App LR .
(.apk) Permission Matrix Malapp detection:
(an app constructs a vector) Decision Tree Result analysis
Permission subset slection: g and explaination
SFS, PCA )
F r A
FYPYI YT RS
Malapp detection:
Random Forest
Fig. 1. The methods and process for exploring permission-reduced risks and the detection of malicious applications in three levels.

3. METHODOLOGY

The proposed methodology for exploring permission-induced risk in Android apps. First, we employ three feature ranking
techniques to evaluate the risk of granting each permission, based on which the permissions are ranked from most to least
risky.

The Next one, instead of individual permission, are evaluated by feature subset selection methods for investigating the risk
introduced by the collaboration of several permissions.

The last step, the detection of malapps based on risky permissions is formulated as a classification problem and executed by
building classifiers.

Machine Learning Techniques for malware detection in Android platform

In this section we are going to review the different machine learning techniques used for malware detection: SVM, Naive Bayes,
Behavioral based. Following states different techniques with detail explanation:

3.1 Support Vector Machine Based Technique:

SVM is a technique for data classification; it can generate a nonlinear decision plane and classifies data which has non-regular
distribution. SVM consist of two phases training phase and testing phase. During the training phase an SVM takes a set of input
points in the form of Attribute Relation File Format (ARFF), each of which is marked as belonging to one of two categories, and
builds a model representing the input points in such way that the points of different categories are divided by a clear gap thatis
as wide as possible.
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Thereafter, a new data point is mapped into the same space and predicted to belong to a category based on which side of the
gap it falls on. The SVM is configured and trained to traverse through two types of features. At first SVM highlights those files
whose system calls are having deviating behavior than normal behavior of benign files and other one is SVM pinpoints those
files having opcodes that are having positive impact on the classification of benign and malicious software. Finally during
testing phase SVM validates the dataset discriminating the files into sets of benign and malicious files.

B.Naive Bayes Based Technique:

Naive Bayes is a classic machine learning algorithm in which we can use all our feature to detect whether they become
malicious file or not and used it for the purpose of classification.

A naive bayes is Bayesians classification which represents statistical learning methods. It is simple technique for constructing
classifiers: in this class labels are assign to PI, represent feature vector set. It is based on principle all naive Bayes classifiers
assume that the value of a particular feature is independent of the value of any other feature, given the class variable.

C.Behavioural Analysis based Technique: In behavioural analysis technique call graph based method is used .A call graphis a
directed-graph that represents calling relationship between subroutines in a computer program. Specifically, each node
represents a procedure and each edge (f, g) indicates that procedure f calls procedure g. Thus, a cycle in the graph indicates
recursive procedure calls. Call graphs are a basic program analysis result that can be used for human understanding of
programs, or as a basis for further analyses, such as an analysis that tracks the flow of values between procedures

Fun A Fun B

4. CONCLUSIONS

In this, an effective approach where different machine learning techniques such as Call-graph, Naive-byes and SVM is used to
spot malware in android application. All these are known for better performance, by this it helps to spot complex malware in
application. It is generalized approach can be applied to any android application.This approach extended with more additional
feature or information to increase accuracy..

In this perspective, the paper aims to detect malware using various machine learning techniques. The different techniques that
we described are Call Graph Based Technique, Naive bayes based Technique, and SVM Based Classification .malware

5. FUTURE WORK

In future work, there will be on growing complex malware to be detected with more accuracy and effectively. It would be
desirable to propose new frameworks and algorithms which is light, fast and strong enough to detect the malware. It will be
more desirable if fused technique to be use by combining above one or two for more effective result. This approach extended
with more additional feature or information to increase accuracy
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