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Abstract - Focusing on designing a trusted data exchange
system in an loT ecosystem using an appropriate architecture
and key management techniques for ensuring the safety of the
data is considered. For computers and wearable devices with
restricted computing power and battery capacity, a
lightweight cryptographic algorithm or greater sensor node
efficiency is not yet achieved. Although many cryptosystems
and algorithms are considered secured and robust, they are
not considered for the devices that are resource constrained.
Thus there is a requirement for an efficient algorithm to be
implemented for the resource constraint devices. In this survey
we will consider various security schemes for IoT with respect
to security challenges like confidentiality, integrity,
availability and vulnerabilities and provide solution for them.
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1. INTRODUCTION

The popular domain of the current technological and digital
world is Internet of Things. The digital era is trending in
current network technologies. Data transferred from one
system to another system, one computer system to other
mobile devices is a common scenario .But the data
communication can also take place between various things,
objects, components like from washing machine to a mobile
device, from a table to a fan, from a garden to a tap and
many more. As the digital data generated on timely basis is
increased in terms of terabytes, petabytes and trillions of
bytes, there is a need for securing the data across the
gateway of networks during communication. Securing the
data involves providing authentication mechanisms and thus
proving authorization to a system for communication. This
paper reviews the various approaches for 10T security
considerations and their limitations for further work.

IoT is a worldwide network infrastructure that connects
physical and virtual items using information capture besides
communication capabilities. This structure includes current
Internet and communication network advancements. This
system proposes explicit object-recognition, sensor and
linking ability as per the source intended as the
improvement of autonomous cooperative amenities as well
as applications. These methods will remain branded with a
great grade of independent information capture, incident
transmission, system connectivity as well as interoperability.

2. RELATED WORK AND MOTIVATION

2.1. 10T Security considerations requirement and
architecture

The architecture offered in this paper[1] is IoT reference
model with Open systems. In this Technique, the model
includes three mechanisms related to security that exists in
each layer independently namely

Authorization with Validation
Encoding with Key Supervision
Confidence with Identity Supervision

Currently in network layer, one may use 64-bit algorithm for
encryption. On the other side, a 256-bit encryption algorithm
can be used in information aggregation or information
centralization layer. The disadvantage is that each layer-
vendor needs the characteristics to be implemented and
more processing power may be required. This architecture is
used in smart applications.

2.2 Securing IoT with Elliptic Curve cryptography

In the proposed[2] IoT protocol for security using Elliptical
Curve Cryptography mechanism, the IoT device can set
secret session key  usingthe normal p-192 Diffie-
Hellman protocol. This protocol is demonstrated using
MIRACL crypto library.

Figurel. highlights the architecture of IoT. All the sensor
nodes are connected to the [oT handheld devices which
also interact with the server and then with a gateway
which in turn communicates with the clouds and
databases.
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Figure 1. Architecture of IoT[2]

The major challenge in 10T is sensors. These small
devices are constantly designed and intended for short
power utilization by means of a tiny silicon shape aspect and
frequently have restricted bandwidth as well as
computational drive owing towards an 8/16 bit
microprocessor. ECIOT protocol that is proposed allows
encryption and decryption of the message for transfer of
message among gateway as well as IOT device based on
elliptical curve.

MIRACL expanded as Multiprecision Integer with Rational
Arithmetic Cryptography Library an open source gold
standard SDK is intended for Elliptic Curve Cryptosystems
(ECC) software library frequently regarded by
developers[3][4].The application of an ECIOT procedure
based on this crypto package demonstrates obviously that
Diffie Hellman consumes less funds on the system based on
elliptic curve cryptosystem when related to Diffie Hellman
on the basis of factorial problems.

In this protocol NIST p192 [5] prime field of an elliptic
curve having a specific equation of a curve is
recommended and coined priorly in Weierstrass formula
with finite field for faster computation in IoT [6][7].
Because of the limited computational power of the 8/16-bit
processor, modular reversal operation consumes more time
for IoT devices. Also in integer-recoding, scalar
multiplication along with addition as well as subtraction
procedure was applied in ECIOT system. This technique
helps in minimizing the hamming burden for integer and
thus IoT devices need to expend lesser amount of
memory and power for computation of session key.

2.3 ECC - enabled intercom communication mechanism
between IPv4 and IPv6

This strategy [8] aims at providing security by the
application of elliptic curve cryptosystem (ECC) so as to
attain integrity, privacy, validation as well as non-
repudiation. Small processing energy and highly
resource-restricted portable and IoT appliances are the

reasons why ECC is used for security. Here a fresh router
scalability is suggested called as 1:N address and security
system.

The model suggested includes couple of heterogeneous
system networks namely IPv4-only and another one
through IPv6-only hosts. Dual-stacked router was used as
a translator. Dual-stacked router programmed based on
the addressing system suggested is used to translate the
IPv4 addresses into IPv6 and vice versa.

The suggested addressing system incorporates [Pv4
address in the IPv6 prefix for IPV6 address that is [Pv4-
translated as well as IPV6 address that is IPv4-
convertible. The IPv4 translated IPv6 id is a IPv6 id
representing the IPv4 device in the [Pv6 system of
network .Also an IPv4-convertible IPv6 id is a IPv6 id
allotted for the IPv6 device aimed at stateless conversion
purposes. Both of these addressing systems apply the same
32-bit network-specific address allocated by the provider of
the service as higher order bits in this proposed addressing
scheme.

Elliptic curve cryptosystem is similar to RSA and El Gamal
public-key crypto system. N.Koblitz[9] and Miller[10]
launched it in the 1990s. ECC safety relies on the issue of
Discrete logarithm of the elliptic curve[11]. It is difficult to
figure out an answer for ECDLP using a bigger primitive key
value within polynomial time[12]. As per all the public-key
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Figure 2 System diagram aimed at communication
started by IPv4 [8]

cryptography with fundamental arithmetic operation, ECC
includes multiplication point[13]. In a translator, thus an
elliptic curve cryptosystem provides information integrity,
secrecy, privacy, legitimacy, and more prominently to avoid
deceiving. Although several other cryptosystems are
accessible, the motive for selecting elliptic curve
cryptosystem is because of its capacity being applied in
resource-restricted systems, lower key magnitude, lower
bandwidth ingesting, and quicker execution [14]. Each user
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in ECC requires a public key intended for encryption as well
as a personal decryption / signature key.

IPVE Host Translator IPV4 Host

Semds |PVS Packet

Sorce:| PV Address
Ihestination: | W6 Address

Figure 3 System diagram aimed at communication
started by IPv6 [8]

The suggested model[8] is assessed by means of PC
emulator, calculating round tour delay, packet
accessibility, as well as hash generation interval, in
addition to comparing the outcomes. Findings indicate
thatthe ECC takes much less time than the RSA, resulting
in enhanced safety with relatively less time.

2.4 An effective text encryption method with
Elliptic Curve Cryptosystem

In contrast to any added public key cryptography, ECC
is lightweight, effective and safer. Different techniques to
translate input signal to elliptic curve point are suggested
in this paper. Nevertheless for biginput sizes they all lack
safety, scalability and inefficiency in computation. It
therefore requires a scalable as well as computationally
effective procedure.

In this work [15], by arranging the ASCII keys with
respect to input data as abundant as probable, the
number of elliptic curve operations is reduced. Consider,
for instance, the size of the input document is n numeral
of data with characters, then if conversion of individual
character as a point separately, the amount of elliptic
curve operations is O(n) with respect to addition as well
as multiplication. If the values are grouped and then
applied, the process of an elliptic curve, the amount of
addition operation as well as scalar multiplication
operation is decreased and the period for encoding and
decoding is therefore reduced. Grounded by this remark,
two distinct procedures for input data using elliptic curve
data point transformation is proposed to decrease the
price of communication along with the price of
computation.

An issue is formulated as trails: Merge a set of character
type of data(their ASCIIs) with a text message and set a big
amount to

e Reduce the amount with respect to addition
operation as well as operation with scalar
multiplication events

e Minimize encoding and decoding time

e Reduce communication costs and

e Protect the system with respect to multiple attacks

In elliptic curve cryptosystem, an input text-data is plotted
to data point on an elliptic curve. Characters one by one or
cluster (group of characters at a time) is shown by cluster to
map input text-data to a point on an elliptic curve. In
character representation, ASCII key-value of a character is
represented as a point in an elliptic curve. But when
groupwise mapping is considered a cluster's ASCII key-
values are joined to represent a big amount by means of
some feature (Totality of positional mass using base b, later
mapped towards a point in an elliptic curve).Using the
division method, a set of ASCII key-values is produced at the
decryption end of the big amount and characters are then
acquired.

This paper [15] recommends two algorithms to map signal
to an elliptic curve point, namely DYNCBASE and DIGTBASE.
Groups are created in both algorithms by mixing a list of
ASCII values to generate big numbers for the input
document. Then use Elliptic curve encoding system at the
completion of the transmitter and decoding at the
completion of the transmitter. The procedures suggested are
performing superior than the current procedure and remain
suitable for big input message. The algorithms provide the
similar safety standard as the further encryption based on
ECC. For the input message, the procedures are appropriate
for all language type, i.e. they are scalable.

2.5 A New Effective CP-
using Elliptic Curve for IoT

ABE Curve Cryptography

Author suggested a novel approach of pairing-free
information access controller system centred on Ciphertext-
procedure attribute-based encoding (CP-ABE) by means of
elliptic curve cryptosystem, abbreviated PFCP-ABE, In this
paper[16 ], they substitute complex bilinear pairing on
elliptic curves with easy scalar multiplication, thus lowering
the general overhead computation. And they have developed
a fresh manner of important allocation that can withdraw a
user or else an attribute instantaneously without even
updating the keys of additional users throughout the stage of
revoking the attribute. In addition, the system uses the
access structure of the Linear System of Secret Sharing
(LSSS) to improve the expression of the access strategy.

In ABE scheme, the access arrangement specifies that an
suitable user must need the matching characteristics in it.
For instance, a Boolean formulation P A Q A(R V S) signifies
that the individual who can decipher the cipher text need to
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have qualities pattern P,Q,R or P,Q,S. This could also be
represented in a more understandable way as shown in the
figure 4, similar to an access tree.

They substituted complex bilinear coupling with easy
scalar multiplication with elliptic curves in the suggested
paper[16], resulting in a significant reduction in general user
overhead. A fresh way of distributing key is intended to
allow the system to withdraw a user or else an attribute
immediately by not updating the keys of extra users. In
practical implementation, this system implemented
communicative LSSS access format to satisfy different access
controller requirements. The assessment demonstrated the
safety of the scheme and its efficiency was demonstrated by
the experiments.

(1),c1
[ ano |
cw2

(A) (1,1)
(0,-1) |ANn ‘

=3

(1,1,1)
(0,0,-1) [ OR \

(1,1,1) (1,31

Figure 4. Labelling the access tree to produce an LSSS

matrix
0 -1 0] p(1)=A
A = 0 0-11 p(2)=B
1 1 1| p(3)=C
1 1 1| p(4)=D

2.6 10T Wireless device security

By raising the number of devices linked via the Internet
through a network, IoT end users generate an estimation
that customers count reaches billions by 2020, but it
increases safety problems towards a extraordinary level and
is therefore one and only one of the main concerns with
respect to [oT safety as well as wireless devices[18 ].The
suggested notion in the corresponding paper [17] is in the
direction of generation of a very secure cryptosystem to
guarantee data security, i.e. the normally encoded
information can be easily violated via the attackers. The
elliptic curve cryptosystem is the novel face of information
security encoding.

At a stage of adding ECC, the concept suggested in the
paper[17] is concerned with enhancing the safety of such
machines and safeguarding data on or across the system.
ECCis evolving as a unique and the greatest security practice

aimed at network encoding, but any type of disruption
between the transmissions when applying ECC can be a very
tough task to accomplish.

ECC's encoding technique is greatly as well as stronger for
breaking through and totaling this for the entire [oT network
will adopt the standard level of IoT safety across all the
systems and also for wireless devices as they will be the
network’s most susceptible targets and are most susceptible
to threats. Under system of [oT safety, ECC will be applied to
each layer or node at which the information is transmitted,
generating a fresh random signal under these wireless
systems at point which will guarantee their safety at a high
place.

Key Size of ECC Security Equivalent of RSA
224 bit 2048 bit
256 bit 3072 bit
384 bit 7680 bit
521 bit 15360 bit

Table 1 : Evaluation of Key size [17]

The key size comparison shown above demonstrates how th
e ECC is better than the current techniques.

2.7 Cryptanalytics of a Protected Authentication
System for IoT as well as cloud service provider using
Elliptic Curve Cryptosystem

Kumariet. al. scheme [19] includes three stages as follows:

e Initialization stage - In this stage selection of secret
key is done randomly.

e Registration stage -The registration stage has
twofold steps. First step includes computation of
separate identity say I by the embedded device and
using this identity along with password it is sent to
cloud service provider S. Once the cloud service
provider S receives, it creates a dissimilar identity
for embedded equipment and protects every related
facts with respect to this identity.

e Login and validation stage

The author [19] stated their structure is secure from
various assaults and offers for all safety requirements. But
as per the review, we demonstrate that the job remains
insecure in contradiction with various assaults like stolen-
secret key attack verifier, stolen-identity attack verifier, non-
session key security, lots of login attack as well as insider
attack.

2.8 Validated Scyther Session Key IoT Establishment

In this paper[20] a term specific contract system grounded
on elliptical curve cryptography is proposed. Also in Scyther,
the system was simulated to validate it against different
assaults. This paper uses Sycther [21 ] to model and officially
verify the ECDH protocol. A protocol was suggested to

© 2019,IRJET | ImpactFactor value: 7.34

IS0 9001:2008 Certified Journal |

Page 1655



\// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

RJET Volume: 06 Issue: 10 | Oct 2019

www.irjet.net

p-ISSN: 2395-0072

establish a session key among nodes in an IoT system. The
planned protocol requires validation counter to active as
well as passive attacks with the help of scythe. Establishment
of Session Key remains as basic service to attain
confidentiality, verification plus integrity. Term key is
developed using symmetric or unequal methods. Term key
methods using symmetric methods have constraints that
comprise node seizure, scalability, as well as the
establishment of a protected source of communication [22].

Approaches created using asymmetric cryptosystems are
useful and strong in establishing a session key between two
sides. There are stringent computational instruments used in
IoT networks. It is not really possible to use traditional
asymmetric techniques because they include high overhead
cost in terms of computation. Elliptical curve cryptosystem
had made lot of promise with respect to enabling of effectual
cryptographic facilities in the system of networks including
low energy devices .1024 bits of RSA delivers a similar
security power like 160 bit of ECC. Based on ECC, Diffie
Hellman is a light weight as well as an important method to
set up an IoT session key. Since no authentication is
provided in ECDH, it is susceptible to Man-in-the-Middle
Attack(MIMA).[23][24][25] This paper uses Sycther to
model and formally verify the ECDH protocol[26].A protocol
for setting active term key among networking nodes in an
IoT system has been suggested. The suggested protocol was
authorized using Scyther in contrary to active as well as
passive assaults.

Elliptical Curve Cryptography is an asymmetric method
found through Victor Miller and Neil Koblitz in 1985. ECC's
essence is to create quicker and more effective cryptographic
processes by smaller keys. ECC power is grounded on
elliptical curve computational hardness ecdlp's discrete
logarithm problem[27][28][29].

Equation for elliptic curve is denoted as: m2=n3 + bn +c,

wherein m, n, b and c will be chosen within prime fields or
else from real numbers. An ECC arc using b=- 4 and c=-0.67
is represented in Figure5 [30].

b A

Figure 5: ECC arc using b= -4 c=-0.67 for the equation: m?
=n3-4n+ 0.67

The significance of the 10T session key was
highlighted[20]. It addressed a factual session key creation
protocol for IoT, ECDH and highlighted its constraints. In
Scyther, ECDH stayed demonstrated and evaluated contrary
to different intimidations. Elliptic Curve Diffie-Hellman's
Scyther assessment showed that it was susceptible to MIMA
Attack.

MIMA Attack is not prone to the suggested protocol as rep
resented in the Sycther analysis.

2.9 Lightweight ECC schema for IoT security with
delicate Zero Watermarking

ECC [31] is an approach that offers security as well as
privacy for a resource-specific [oT situation with great
computational competence and also reduced energy intake.
Yet, using EC Digital Signature (ECDSA) intended for IoT
consumers involves composite actions in the creation and
validation of signatures by great memory utilization. The
author thus suggests a lightweight ECC Watermark schema
which overcomes that limitation of ECC-based processes
through a fragile zero watermarking method for
authentication than digital signature. Evaluation of the
current approach with related further present ECC
technologies that includes ECC standard, EC-Schnorr and
ECC Montgomery is done.

Itis vital to ensure the integrity, confidentiality along with
privacy of delicate information and people through the [oT
ecosystem system. But adjusting security with
confidentiality in resource-hungry, small-power as well as
dissimilar networks through high productivity is an
interesting task. ECC[32] is capable of meeting these
requirements. As ECC needs low power, less computation,
low memory but provide robust safety and secrecy in a
resource-restricted IoT system, it is referred as an option for
IoT network security. ECC stands as a public-key
cryptography as well as public-key infrastructure centered
on the complexity in calculating discrete logarithms on the
set of points recognized in the elliptic curve on a finite
field[32]. This also compromises the safety of standard
public-key-based cryptosystem at the same level with
significantly reduced sizes [33]. Various schemes are:

i) Typical ECC scheme

Elliptic Curve Integrated Encoding Scheme (ECIES) is used
by the standard ECC system. For message transfer among
source and destination node, mutual nodes must decide on
the similar Elliptic Curve E on a binary field as a n2+mn=
m3+bm?+c equation, where b, c €{0,1}.Let C and D be two
points on E as C=(x1,y1) and D=(x2,y2) with C#D. Thus it is
possible to calculate point point O = C+D = (x3,y3). This
system includes the following steps with these coordinate
points:

o Key Generation and Exchange Phase
e Encryption phase
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e Transmission phase
e Decryption phase

ii) EC- Schnorr Scheme

The distinction between EC-Schnorr and standard ECC is
with respect to the process of signature creation.
Compared to standard ECC scheme, the amount of modular
processes is condensed to minimize the computational cost
of signature generation.

iii) ECC-Montgomery Scheme

As a conventional ECC schema ECC-Montgomery too
resembles all its measures. Only the distinction, as stated in
[34],is in the signature generations steps and the procedure
from [ 34 ] is applied to implement Montgomery ECDSA.

iv) ECC Watermark Scheme

The ECC Watermark system proposed [31] is centred on
fragile watermarking zero. A fragile zero-watermark is
produced since the areas of the information packet header
instead of adding continuous alteration by inserting
additional parts into the packet payload. This system of
watermark essentially gives the receiving device the
legitimacy of the sender device by inspecting the watermark
of the sender. Furthermore, application of ECC for encoded
packets offers powerful safety as well as information secrecy
by creating multiplication of curve points and adding
complicated and harder to decrypt attackers. The ECC
Watermark Scheme stages are as follows:

» Key Generation and Exchange Phase
e Encryption Phase

¢ Transmission Phase

e Decryption Phase

Analysing and comparing the system results of various
schemes in this work is done: ECC Watermark, standard ECC,
EC-Schnorr and ECC-Montgomery schemes in terms of
memory and calculation costs. The proposed [31] ECC
Watermark system, the creation and verification of
watermarks need considerably less period and memory to
process. This is primarily since the multiplication points of
elliptic curve is needless for the creation of watermarks as
well as the authenticity of a sender device is checked at a
receiver node by inspecting the header source IP and
protocol of the watermark data packet. With an enhanced
packet information volume, after encoding information at a
source device, it is noted that the ECC Watermark system has
greater performance effectiveness with respect to
computational price at a destination device and price of
memory.

3. CONCLUSIONS

The continuing state of the IoT shows that important
research remains to be done to secure embedded computer
equipment. Despite the increase in the count of IoT devices
as well as fresh techniques and science journals over the
previous few years, safety solutions and improvements have
not held pace. Publicly known breaches of safety initiation
vectors point to vulnerable and/or overlooked IoT devices
and the amount of stolen documents continues to increase.
The quantity of information handled by [oT devices rises at
exponential rates, which implies greater exposure of delicate
information and raises the need for discussion among safety
scientists to be encouraged.

Recent attempts have failed to cover the entire safety
spectrum, revealing opportunities for studies in various
fields, including intelligent object hardening and detection
capacities. Current issues and difficulties should be taken as
possibilities for enhancement that must be accomplished
through a strict method that includes early design safety
goals and the competent and effective implementation of
standardized safety solutions in manufacturing phases. Final
consumers also need to comprehend the device's primary
goal and how to meet their demands under rigorous control
and scrutiny in order to handle the interconnectivity danger
that is always present.
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