’// International Research Journal of Engineering and Technology (IRJET) e-ISSN: 2395-0056

JET Volume: 06 Issue: 01 | Jan 2019

www.irjet.net

p-ISSN: 2395-0072

A SURVEY to Track Intrusion Detection in the System by

using Data Mining

Ms. Ashwini D. Motgharel, Ms. Archana A. Nikose?

1Student, Depart. of computer science and engineering, Priyadarshini Bhagwati College of Engineering, Nagpur,
Maharashtra, India
2Professor, Depart. of computer science and engineering, Priyadarshini Bhagwati College of Engineering, Nagpur,
Maharashtra, India

Abstract - In recent years, security of computer network
has become main stream in most of everyone’s lives.
Intrusion detection is the method of identifying
unauthorized use, misuse, harmful and abuse of computer
systems by both system insiders and external attackers.
There are several techniques for intrusion detection, many
researchers used machine learning techniques for intrusion
detection, but some shows poor detection, some techniques
takes large amount of training time. Insider attackers, the
valid users of a system who attack the system internally, are
hard to detect since most intrusion detection systems and
firewalls identify malicious behaviors launched from the
outside world of the system only. In this paper, presents an
intelligent learning approach using Hybrid Algorithm to
detect intrusions in the distributed network. The algorithm
improves the efficiency of intrusion detection, reduces false
positives of intrusion detection by monitoring Hardware
(keyboard, mouse) as well as software activity (web based,
IDE, tools with Computer) activity.
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1. INTRODUCTION

With the rapid expansion of computer networks during
the past years, security has become a crucial issue for
computer systems. An intrusion detection system (IDS) [1]
is an active process or device that analyzes system and
network activity for unauthorized and nasty activity. IDS
maintains a set of historical profiles for users, matches and
audit record with appropriate profile, update the profiles
whenever necessary, and reports any anomalies detected.
There are two main approaches to the design of IDS [2].

In a misuse detection based IDS, intrusions are found by
looking for activities that correspond to known signatures
of intrusions. On the other hand, anomaly detection based
IDS, intrusions are detected by searching for abnormal
network trafficc One of the most commonly used
approaches in IDS is expert system based intrusion
detection systems i.e. rule-based analysis but it is a static.
In Soft computing approach includes an intelligent agent
in the system that is capable of disclosing the latent

patterns in abnormal and normal connection audit
records, and to derive the patterns to produce connection
records of the same class. In neural network approach [3]
training is provided for intrusion detection.

2. LITERATURE SURVEY

Sufyan T. Faraj Al-Janabi and Hadeel Amjed Saeed.[1] in
this paper, a back propagation artificial neural network
(ANN) to learn system's behaviour. One of the issues
comes in this that ANN requires a very large amount of
data and considerable time to ensure that the results are
accurate. Another issue is that there is some kind of
compromise between increasing the classification levels
and the percentage of identification.

Kapil Wankhade, Sadia Patka, Ravindra Thool[4] in this
paper, describes the system architecture for intrusion
detection system (IDS) based on hybrid data mining
techniques. It is based on K-means clustering, which is a
typical clustering algorithm. It overcomes the drawbacks
of K-means thereby employing a hybrid approach.

Bini V. C, Ms. Nimmy K, Prof. P. Jayakumar[5] in this work,
they explain a security system called Internal Intrusion
Detection System (IIDS) wusing data mining and
bevaviometric technique to detect the internal intrusion.
Behavioral biometric includes the user behavior such as
speed of typing, sound of typing on a keyboard. It is also
known as keystroke dynamics. Because of uniquely find
user, it is more popular among strong authentication
techniques.

Hu Zhengbing, Su Jun, Shirochin V. P. [9] By defining user
profiles previously, it can easily find out the anomalies and
malicious accesses instantly. With the help of user’s
profiles, we can’t only uncover which account has been
misused, but also realize who the true intruder is. There is
no need to update the knowledge databases of HFIDS
manually, it is a self-organized and self-training system.
Furthermore, we can discover cooperative attacks
simultaneously submitted by the users as well by using
data mining and forensic techniques as the attacks are
performing. The paper proposes a framework for tracing
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the intruding and the infecting paths so that the
vulnerabilities on the devices and hosts along the paths
can be easily discovered and repaired. As new network
device called Lightweight Intrusion Detector (LID) which
used to figure out these paths quickly is designed and
developed.

Miss Prajkta P. Chapke, Miss Rupali R. Deshmukh[12] in
this paper, IDS is the Signature Based IDS. The system is
designed which detects the signatures. Normally the
signatures are embedded in the Packet and are sent to the
client system to destroy the machines. Now we have to
find out these signatures using the fuzzy rules.
Information about these signatures is used to create rules.
The detection system is based on rules. These rules are
based on intruder signatures. These rules may be used to
check various parts of a data packet. For the comparison of
content C4.5 Algorithm is used. The packets are capture
using WinPcap and JPcap software’s. A report for all the
protocols which are running is generated. Also the log files
generated.

D. Dhanavandhini , Mrs. S.Umadevi.[15] It analyzes what
attackers have done such as spreading computer viruses,
malwares, and malicious codes and conducting DDoS
attacks. The SC monitor and filter, as a loadable module
inserted in the kernel of the system being considered,
collects those SCs submitted to the kernel and stores these
SCs in the arrangement of uid, pid, SC in the protected
system. It also stores the user inputs in the user’s log file.
To find out what SCs are typical ones generated by a shell
command, the statistic model of term frequency-inverse
document frequency (TF-IDF) is used to analyze the
importance of intercepted SCs collected in a user log file.
The mining server analyzes the log data with data mining
techniques to identify the user’s computer usage habits as
his/her behavior patterns, which are then recorded in the
user’s user profile. An attack pattern (or a signature), can
be identified in the same method. The detection server
compares users’ behavior patterns with that SC-patterns
collected in the attacker profile, called attack patterns, and
those in user profiles to respectively detect malicious
behaviors and identify who the attacker is in real time.

3. CONCLUSION

We proposed new methodology which focus on both
hardware and software activity which result in higher
accuracy as compared to previous intrusion detection
methodology. It is a convenient way of extracting patterns
and focuses on issues relating to their feasibility, utility,
efficiency and scalability. Thus data mining techniques
help to detect patterns in the data set and use these
patterns to detect future intrusions in similar data.
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