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Abstract-importance of images is increasing in people’s day to 
day life, it is essential to protect the confidential image data 
from unauthorized access. The main objective of this work is to 
improve the security of images during communication. The 
proposed method uses Advanced Encryption Standard (AES) in 
Cipher Block Chaining Mode (CBC) to encrypt each block 
sequentially. Image encryption in AES–CBC mode currently 
uses a look up table method. It is a dynamical mapping of each 
block of the plain image using a pseudo code. In this work 
using a modified lookup table method is used to implement the 
AES algorithm rapidly in which finding of repeated patterns 
from the created look up table was done. This image 
cryptosystem, in the encryption phase the plain image is 
divided into various blocks each having size of 128bits. These 
blocks are encrypted with a secret key of size 256 bits in a 
domain of AES. Finally the secret key, modified lookup table 
and ciphertext are transmitted to the receiver through the 
public information channel. The decryption phase uses the 
secret key and modified look up table to decrypt the ciphertext 
to obtain the plain image. 
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1. INTRODUCTION  

With the fast evolution of digital communication methods, the 
security of information becomes more important in 
communication.Therefore we need to securely transfer 
images between secure transmissions over unsecured 
channels. In recent years there was a steady growth in the 
field of Image Encryption. Image encryption is a technique 
which provides security to images by converting the original 
image into an unreadable format that cannot be easily 
understood, thereby keeping it confidential between users. 
However, due to some special features of digital images such 
as huge data capacity, high redundancy and strong 
correlation among adjacent pixels, these traditional image 
encryption techniques are not very much suitable for image 
encryption[5]. The image encryption based on AES in CBC 
mode gives better image encryption. 

Various algorithms have been proposed to encrypt and 
decrypt images. For this purpose various security algorithms 
like AES, DES, IDEA, Triple DES [2], etc. are used for 
encrypting and decrypting the image. To overcome the 
drawbacks of these algorithms, a secure mechanism based on 

Advanced Encryption Standard (AES) in CBC Mode [4] can be 
used to encrypt images, it can achieve higher encryption 
speed than some existing image cryptosystems. 

2. IMAGE ENCRYPTION 

Image encryption consists of few general steps which are as 
follows:                                  

1. Select the plain image to be encrypted. 

2. Apply Image encryption technique for the sender: There 
are various techniques to encrypt an image, which scrambles 
the plain image and generate the ciphered image as an 
output. 

3. Apply Image decryption technique for the receiver: There 
are various techniques to decryption on ciphered image to 
obtain the plain image at   the receiver end. 

For image encryption process mainly two types of algorithms 
are used. They are symmetric and asymmetric. Symmetric 
cryptography use only one key for encryption and decryption. 
The sender and receiver of a message know and use the same 
secret key. The sender and the recipient must uses the (secret 
key) for the image encryption and the decryption. The 
asymmetric key cryptography uses both public key and 
private key [2]. The public key for encryption and private for 
decryption. In this work image encryption is done in the 
platform of symmetric key block cipher i.e. AES in CBC mode. 

2.1 AES (Advanced Encryption Standard) 

The Advanced Encryption Standard (AES) is a symmetric key 
block cipher published by the National Institute of standard 
and Technology (NIST) in December 2001.This algorithm 
based on the Rijndael cipher developed by Joan Daemen and 
Vincent Rijmen[2]. The AES is a Non Feistel cipher that 
encrypts and decrypt a data block of 128 bits. It supports 
three different key lengths of size 128,198,256 bits. In 1997 
NIST replacement of DES and it is still used in world wide. 
The cipher consists of specific rounds, where the number of 
rounds depends upon key length: 10 rounds for a 128-bit key, 
12 rounds for a 192-bit key, 14 rounds for a 256-bit key. 

The algorithm works on 4 x 4 matrix of bytes. AES consists of 
four major transformation functions: Sub bytes, Shift Rows, 
Mix columns and Add Round Key [2]. The final round consists 
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of three transformations. The Mix columns functions are not 
used in the final round. Each transformation takes one or 
more 4 x 4 matrices as input and it produces a 4 x4 matrix as 
output. Above four rounds are reversible, it is easy to prove 
that decryption does recover the plain text or image. The 
characteristics of AES algorithms are achieves higher 
encryption speed than any other cryptographic algorithms, 
safer and more secure encryption scheme, the block size is 
increased to 128 bits [2].  

2.2 Cipher Block Chaining Mode (CBC) 

Cipher block chaining mode is a technique used to encode 
and decode the information which is applied on a chunk of 
data. In CBC mode each plaintext block is exclusive-or with 
the previous cipher text block before being encrypted .when a 
block is enciphered, the block is sent, but a copy of it is kept 
in memory to be used in the encryption of the next block. A 
initialization vector (IV) is used [4]. CBC mode is as secure 
against standard attacks. CBC overcomes the security 
deficiency of the other mode. It more difficult for a 
cryptanalyst to beak the code using strategies that look for 
patterns in the cipher text, patterns that may correspond to 
the known structure of the plaintext. With this chaining 
scheme, the cipher text block for any given plaintext block 
becomes a function of all the previous cipher text blocks. The 
process is visualized in figure1. 

The relation between plaintext and ciphertext blocks is 
shown below, where E is the Encryption, Pi is the ith plain 
text block i, K is Secret key, D is Decryption, Ci is the ith 
Cipher text block i, IV is the Initial vector. 

Encryption: C0=IV, 

Ci=EK (Pi XOR Ci-1). 

Decryption: C0=IV, 

Pi=DK (Ci) XOR Ci-1. 

 

Encryption 

 

Decryption 

Fig -1: Cipher block chaining (CBC) mode. 

3. METHODOLOGY 

In the day to day life, the security of confidential images are 
the major concern. The traditional image encryption scheme 
doesn’t have a time efficient and secure. The proposed 
method uses AES encryption method in CBC mode with an 
efficient look table method to overcome the attacks. 

3.1 Proposed Method 

With the fast evolution of digital data exchange, information 
security becomes much important in data storage and 
transmission. So image encryption is a process of encrypting 
the image into unreadable format. The proposed work is time 
efficient and secure. In this work, the plain image P is the RGB 
image which is encrypt using AES, the current text data 
encryption standard, is a block cipher. The length of each 
block is fixed to128 bits, whereas the key length is 256 bits. 
Here, AES can be fast implemented via the modified look-up 
table method for image encryption.  

 Assume that the plain image P is the RGB image have size 
of M xN. At first the image is preprocessed and divide P into n 
pieces of small blocks of length 16 bytes (i.e. 128 bits), where, 
n=ceil (MN/16), and ceil(x) returns the smallest integer 
which is greater than x. The image blocks are denoted by Pi, 
i=1, 2,..., n[16]. The redundant bytes in the nth block is filled 
with 0. For faster AES encryption each blocks are replaced 
through a dynamic pseudo code mapping called Look up 
table. After image encryption secret key, Modified lookup 
table and the cipher text are transmitted to the receiver by 
public information channel. After receiving these files to 
decrypting the plain image successfully.  

3.2 Phases of Proposed Method 

In this work to implement an efficient technique to transmit 
an image from the sender to the receiver resisting image 
attacks by using AES in cipher block chaining (CBC) mode. 
This method is better time efficient by using a modified look 
up table.  
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In order to achieve such security standard, the proposed 
method consists of four phases.  

 Image pre-processing phase 
 Generation of Modified look up table  
 Encryption phase 
 Decryption phase. 

3.2 Image Pre-Processing   

 The image processing phase, the plain image is the RGB 
images with size M*N. The image pre-processing consists of 
the following steps. 

STEPS: 

 1. Read the Plain Image P having size M*N. 

 2. Display the histogram, which is the graphical 
representation of the pixel intensity values. 

3.3 Generation of Modified Look up Table 

In this phase refers to the process of converting image to 
binary blocks and performing XOR operations required for 
cipher block chaining and it consists of the following steps: 

STEPS: 

1. Convert the image into hex stream which forms the byte 
code equivalent. 

Takes input in the form of pixel values of Red, Green, Blue 
ranging from 0 to 255   and then converts those values to hex 
stream. 

2. Convert the hex stream values into binary form & count the 
number of digits in bit stream. 

3. Divide the bit stream into blocks, each of size 128 bits 
(same as the data block size of AES) and count the number of 
blocks. 

4. Perform XOR operation between the adjacent blocks. 

5. Form a Modified Look up table. 

It is an array that replaces the runtime computation. Here it is 
a dynamical mapping of each block by a pseudo code 
mapping (the combination of alphabets from A to Z and 
numbers from 0 to 9) randomly generated by a pseudo 
random function.  

6. These blocks forms the base for AES encryption algorithm  

3.2 Encryption Phase 

In the encryption phase, the encryption process is done i.e. 
the replaced plain text block are encrypted using AES 

algorithm in cipher block chaining. It is represented in give 
figure 3.1 

C1=AES e (K, IV XOR P1)                                      (3.1) 

Here, the secret key K, IV is the initial vector which is 
randomly generated. AES e represent the AES encryption 
algorithm, C1 is the first cipher text. For ith plain text block Pi is 

C i=AES e (K, C i-1 XOR P i)  i=2,…,n                     (3.2) 

 

Fig -3.1: Encryption Process. 

The secret key K is encrypted with each plain text block. The 
secret key of size 256 bit long. After encryption, the files 
containing cipher text of image, secret key and modified look-
up table are transmitted to the receiver end. 

3.3Decryption Phase 

The decryption process is the inverse of encryption process. 
It is represented in give figure 3.2 

P1=AES d (K, C1) XOR IV           (3.3)                        

Where, AES d represents the AES decryption algorithm with 
the inputs of secret key K and cipher text block C1. For the ith 
text block C i of ciphered text C, to decrypt it, namely 

Pi = AES d (K, C i) XOR C i-1, i=1,2,3…,n.     (3.4) 

 

Fig -3.2: Decryption Process. 
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The deconstruct plain text blocks are performing inverse XOR 
operation .After these  blocks are change into bit stream 
.These bits stream values converted into hex stream and 
finally get the original secret image. 

4. EXPERIMENTAL EVALUVATION 

Standard test image of size 512*512 is used to demonstrate 
the feasibility of proposed method.20 natural images were 
used to test the feasibility of proposed algorithm. The images 
are taken from the SIPI digital image database [8]. The 
proposed method is implemented and executed in Visual 
studio 2010 in Windows operating system with 4 GB RAM 
and a 2 GHz processor. 

 

Fig -4: Lena (1. Plain Image, 2.Decrypted image). 

4.1 Encryption/Decryption Time Analysis 

For analyzing the results obtained, this image cryptosystem 
uses AES to achieve better encryption and decryption. As 
shown in the table 1. The proposed system with AES-CBC 
mode using with modified look up table method had taken 
less encryption and decryption time compared to AES-CBC 
encryption/decryption with normal look up table method. So 
this image cryptosystem is better than the traditional look up 
table method. The comparison chart 1 &2 is given below. 

Table -1: Encryption/Decryption Time in ms 

 

Chart -1: Time Taken for Encryption 

 

Chart -2: Time Taken for Decryption 
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In this work, this proposed system preserves the privacy and 
security assured. The secret key of size 256 bit was used in 
this image cryptosystem so it is secure against the brute-force 
attack. Also AES algorithm in CBC mode is used to encrypt 
and decrypt the image block. Modified look table improves 
the time efficiency. After decryption of the secret image, it can 
able to produce the image which is exactly same as the 
original image without any loss. 

5. CONCLUSION 

Image encryption is a technique that provides security to 
images by converting the original image into an unreadable 
format that cannot be easily understood, thereby keeping it 
confidential between users. In this paper, the image 
encryption based on AES in CBC mode was used for ensuring 
security. So by using AES-CBC mode with a modified look up 
table technique, we can construct an image cryptosystem 
which is more secure and time efficient. The experimental 
analysis shows that the AES-CBC mode with a modified look 
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up table method is faster and secure than the current 
encryption methods. 
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