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Abstract - Outsourcing storage and computation to the cloud 
has become a common practice for businesses and individuals. 
As the cloud is semi-trusted or susceptible to attacks, many 
researchers suggest that the outsourced data should be 
encrypted and then retrieved by using searchable symmetric 
encryption (SSE) schemes. Since the cloud is not fully trusted, 
we doubt whether it would always process queries correctly or 
not. Therefore, there is a need for users to verify their query 
results. Motivated by this, in this paper, we propose a publicly 
verifiable dynamic searchable symmetric encryption scheme 
based on the accumulation tree. We first construct an 
accumulation tree based on encrypted data and then 
outsource both of them to the cloud. Next, during the search 
operation, the cloud generates the corresponding proof 
according to the query result by mapping Boolean query 
operations to set operations, while keeping privacy-
preservation and achieving the verification requirements: 
freshness, authenticity, and completeness. Finally, we extend 
our scheme by dividing the accumulation tree into different 
small accumulation trees to make our scheme scalable. The 
security analysis and performance evaluation show that the 
proposed scheme is secure and practical. 

EXISTING SYSTEM: 

Outsourcing data in cloud environment is a common 
mechanism and more number of issues has been arising like 
security, exact data retrieval from a cloud environment, data 
loss. However the cloud could not be fully trusted and it 
subjected to many attacks. In existing one of the common 
methods to secure and to search data is searchable 
symmetric encryption (SSE). Due to its large storage nature 
it leads to a suspecting like whether it processes the queried 
exactly or not. Therefore there is a need for every user to 
confirm their query results. 

DISADVANTAGES: 

 Cloud is semi-trusted and susceptible to many 
attacks. 

 Retrieval of exact data with respect to query is 
difficult. 

 Each user wants to confirm whether the retrieved 
query result is related to his/her search. 
 
 
 

PROPOSED SYSTEM: 

The issues that are discussed above could be overcome by 
our proposed approach. Instead of SSE here it proposes a 
new searchable and encryption approach names publicly 
verifiable dynamic searchable symmetric encryption. Here 
dynamic searchable on the encrypted and outsourced data 
has been done through accumulation tree. An accumulation 
tree is constructed based on encrypted data and then 
outsource both of them to the cloud. The encrypted data has 
been obtained as result through search operation is obtained 
by query results by mapping Boolean query operation to set 
operations. To confirm the exact retrieval of data cloud 
generates a respective proof according to the query. During 
data retrieval privacy has been preserved through 
verification requirements like freshness, authenticity and 
completeness. 

ADVANTAGES: 

 Searching required data has been done in dynamic 
way by publicly verifiable dynamic searchable 
symmetric encryption. 

 Accumulation tree is constructed to ensure exact 
retrieval of data. 

 An efficient and effective searching result has been 
done. 

 Security and privacy is ensured by freshness, 
authenticity and completeness. 

SYSTEM ARCHITECTURE: 
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ALGORITHM: 

The construction of an accumulation tree AT. 

Require: all ei, s, h(·). 

1: for Each keyword wi ∈ Wdo 

2: for All encryption document indices ei ∈ wi do 

3: Set acc(wi)=gΠ(ei+s). 

4: end for 

5: end for 

6: Data owner picks a constant _, where 0 <_ <1. 

7: DO constructs tree AT according to stag(wi) that has l = 
_1/__ 

levels and m leaves, where m is the number of W. 

8: for Each node v of AT do 

9: if v is a leaf corresponding to keyword wi then 

10: DO sets d(v) = acc(wi)(i+s). 

11: else 

12: Compute d(v) = g_v∈N(v)(h(d(v)+s)) where N(v) denotes 

the set consisted by children nodes of v. 

13: end if 

14: end for 

15: DO sets d0=d(r) where r is the root of AT and keeps it. 

16: Finally, DO outsource AT with encrypted DB to the cloud. 

EXPECTED OUTCOME IN GRAPH: 

 

 

CONCLUSION: 

The problem of verifying the freshness, authenticity, and 
completeness of the Boolean query result over the 
outsourced encrypted data has been studied. Based on the 
issues it proposes a publicly verifiable scheme by 
constructing the accumulation tree to achieve the query 
integrity verification while keeping privacypreserving and 
efficiently practical. The security analysis shows that without 
protecting the access pattern, our scheme can keep the 
privacy-preserving of private information retrieval. The 
performance demonstrates our scheme is scalable. 
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