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Abstract - Blockchain is a new technology that has emerged
with the appearance of the Bitcoin, which has added a new
way of dealing financially. Based on the success of this
technique with the idea of Bitcoin, the technique has been
relied upon and applied gradually in various activities,
whether governmental or private and received the confidence
and satisfaction of customers. The paper highlights the
challenges ahead and opportunities in this Modern technology
that is all set to develop our digital world.
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1. INTRODUCTION

Blockchain technology is one of the approaches that has the
possibility to enhance decentralization, transparency,
equality, and responsibility on the internet[1].

Blockchain is a distributed database of records that can be
either public ledger of digital issues or transactions that got
achieved and have been shared among participating parties
across a large network of untrusted participants. It stores
data in blocks that can verify information which are very
difficult to hack. It avoids the requirement of a third-party
verification and thus deactivates any sector that leverages it
traditionally. [2].

Using blockchain can provide higher security compared to
storing all data in a central database. The use of these
technologies in Bitcoin “mining” was ground-breaking in the
data storage and management side, harm from attacks on a
database can be prevented. Further, since the blockchain has
an openness attribute, it can provide transparency in data
when applied to an area requiring the disclosure of data[3].

2. THE STRUCTURE OF BLOCKCHAIN

In general, the block contains main data; the hash of the
previous block, a hash of current one, timestamp and other
information. Figure 1 shows the structure of block.

Main data: Depending on the kind of service in which this
blockchain is applicable, for example, transaction records,
bank clearing records, contract records or 10T data record.

Hash: When a transaction executed, it had been hash to a
code and then transmitted to each node. Because it could
contained thousands of transaction records in each node’s
block, blockchain used Merkle tree function to produce a
final hash value, and also Merkle tree root.

Timestamp: Time of block produced.

Other Information: Like signature of the block, Nonce
value, or other data that user defines [7].
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Fig -1: Structure of Blockchain

3. BLOCKCHAIN CLASIFICATION

Four types of blockchains can be defined as shown in Table

1.

Table -1: Blockchain Types

Based on access to
Blockchain

Based on access to
Blockchain Data

Permission-less: Any
one can join

Public: All who access
can modify

Permissioned:
Approved users only

Private: Only specific
users can write /

modify

Public and Permission-less are used interchangeably and so
are Private and Permissions. Depending on the use case, one
needs to select an appropriate architecture from those
defined in Table 1.

There are different blockchain based system configurations
against multiple parameters such as performance, cost
efficiency, and flexibility. Different dimensions of a
blockchain system such as blockchain configuration, storage,
computation, a degree of decentralization are considered in
coming up with the classification [4]

3.1 Public / Permission-less blockchains

Public blockchains are open for all. Anyone can join them to
post transactions and to participate in the mining and
consensus process of adding a new block of a transaction to
them. These blockchains usually use Proof of Work (protocol
requires all nodes on the network to solve cryptographic
puzzles by brute force) or Proof of Stake (protocol of block
verification does not rely on excessive computations) for
consensus mechanism. Having more number of participants
working well for this model, as it further reduces the
possibility of a 51% attack[4].
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3.2 Private / Permissioned blockchain

Permission blockchains are wusually built usually by
organizations for their specific business need. Blockchains
are likely to have interfaces with existing applications of the
organization. Organizations may opt for consortium
blockchains where limited trusted members mandatorily
need to sign off a transaction. In fully private blockchains,
the right permission over the blockchain is given to a central
organization[4].

4. STANDARD &
TRANSACTIONS

BLOCKCHAIN-BASE

The table below shows the key differences between the
standard transactional model (so far quasi-unique and
certainly prevalent) and the decentralized approach that
provides (the so-called blockchain transactional model)[5].

Table -2: Standard vs. blockchain-based transactions

Model Standard Blockchain
Paradigm Trusted third party Trusties System
Architecture | Centralized Server Peer-to-Peer Network
Database Single Copy Multiple Copies
Security Controlled Access Cryptography

Price / Cost Intermediation Consensus

Access Private Public

5. BITCOIN

In a seminal white paper in 2008, at the height of the US sub-
prime mortgage crisis, an anonymous author, or group of
authors, using the pseudonym Satoshi Nakamto, described
the implementation of a blockchain that supported the
creation and use of a virtual currency. This virtual currency
was dubbed bitcoin. Unlike money, bitcoin is notissued by a
central bank but rather created as a reward for peers in a
peer-to-peer network who take it upon themselves to add a
block of verified transactions to the existing bitcoin
blockchain.

The bitcoin network consists of a group of globally
distributed computers all running open source software.
When a transaction occurs, all the nodes in the system verify
its authenticity. A set of the computers in the system, take it
upon themselves to add blocks of verified transactions to the
bitcoin blockchain in effect recording the transaction into a
fixed distributed ledger [6].

6. USES OF BLOCKCHAIN
Blockchain can be used for many different applications other

than digital currency. In addition, the introduction of smart
contracts opened the door for many financial applications

using blockchain. In this section, we will discuss some of the
most prominent use-cases of the blockchain.

6.1Financial Contracts

Blockchain offers community verification that means that
the terms of the contract is known to everyone and cannot
be retreated on.

Thus, providing security to counterparties engaging in
financial contracts. It is also, in theory at least, fixed, so
providing a permanent and public record of all the contracts
and what happened in them that can be used by
regulatory organizations to understand the events in the
market (in short, it has transparency built in) [6].

6.2 Asset Tracking

Another possible use-case for blockchain is as an asset
tracking tool for ascertaining proof of ownership or source
of a particular asset.

The presence of stolen goods in the international supply
chain is a problem that needs addressing. It is required to
have a system of publically viewable, fixed, verified records
of ownership that can be examined at any time to determine
the source of any particular item [6].

6.3 Payment System

It is possible to use blockchain to implement payment
systems in currency. This is a natural extension of its ability
to manage payments and transaction in cryptocurrencies[6].

6.4 Digital Identity

Just as blockchain can be used to track ownership and source
of goodes, it can also be used to store the identity of people.
Imagine that your passportis stored on a blockchain and the
visas you get and your entry and departure from countries
are recorded as blockchain transactions. This means that
they are fixed, society verified and decentralized. By adding
smart contracts to the system, it may also be possible to
encode rules for denying entry to certain people ( sanctions
against countries of origin, security reasons or any other
reason ) and have them automatically implemented on the
blockchain. The rules would be visible to all and automated
which would reduce the possibility of human error entering
into the process [6].

7. OPPORTUNITIES OF BLOCKCHAIN

- Blockchain technology affected the transforming of
the current Internet from “The Internet of
Information Sharing” to “The Internet of Value
Exchange".

- The possibility of blockchain to initiate significant
change has been proved, including in changing banks’
business models as well as the business models of
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their clients from a plurality of industries, and the
financial services industry.

- Blockchain facilitates all operations within the
banking industry. First, it automates the process of
matching positions against accounts. That means that
clearing and settlement become faster without
approval at later stages. Second, this technology is
more transparency and that feature allows blockchain
fulfill all regulatory requirements more efficiently.
Third, since the conditions for every transaction are
transparent and fixed, blockchain technology
minimize many risks, that is, they are not changing.
Fourth, it avoids centralization data with
decentralized register stores the full data connect to
all transactions as well as the origins of traded assets.
And fifth, blockchain technology isolate interim steps
saving many.

- Blockchain reinforces market efficiency: On financial
markets, trade is happening in a fraction of a second.
But the actual exchange of goods may hover over days
and include more banks and clearinghouses. This can
lead to mistakes, delays, additional costs and
unnecessary risks.

- Blockchain technology allows smart contracts: A
smart contract is a computer code that demonstrates
a step-by-step transaction. It can be linked to more
various blockchains, track different goods so that it
can exchange / transfer these goods when needed for
a transaction. The broker buys shares on behalf of
his/her client. The order is placed, which includes
private keys and seller and buyer. That way
performance of a smart contract is executed and
linked to multiple blockers, which confirms the
buying and selling power. [8].

- Personal data protection: there is a low risk for the
blockchain processes users in case of a retailer or a
partner in a transaction is subject to a cyber attack
and loses traditional financial or personal data of the
customers or its own. blockchain processes are at
risk only if the hackers can able to get access to the
users' private keys [10].

- The problem of redundancy is isolated. All the
processes are stored on a distributed network, so it
helps to protect integrity and authenticity.

- Highly sophisticated protocols and algorithms are
used to protect the data.

- Blockchain data is complete, consistent, accurate,
timely and more available[11].

8. BLOCKCHAIN CHALLENGES

- Regulation is the biggest challenge for non-fiat
currency. The rate of technical innovation is
surpassing the rate at which regulations catch up. The
currency evolution has seen a transformation in the
order from fiat currency to e-money to virtual
currency to cryptocurrency.

- One key limitation of Blockchain technology is the
scalability issue due to the size of the public or
permissionless blockchain[4].

- Blockchain capacity: In order to have a dense
network, we need a big number of tracks. The
problem is that each of these tracks must be rooted in
the blockchain.

- Locked-in funds: Funds are locked in each and every
track. Choosing a partner to collaborate within a track
is a commitment to that party. Closing the track and
moving the funds into a new track with a different
partner needs expensive blockchain transactions,
thus there is a risk involved and partners must be
chosen carefully [9].

- Lack of solid anonymity: A survey performed by
Fabian et al. revealed that seven out of ten people
consider that Bitcoin has a reasonable level of
anonymity (medium to high), while the associated
risks are medium or low[10].

- Block Shen uses encryption permanently, which
requires a mining system that consumes considerable
energy [11].

9. CONCLUSION

This paper has discussed the blockchain technology along
with some of its important advantages. The technology is
still improving with a lot of fields for different areas and
industries and is set to change the world's manner. But it is
not free from challenges, some of them have been
highlighted too.

From the study above, it could be concluded that blockchain
helps removing the involvement of third parties in any
transaction. It can be implemented in the different sectors to
avoid fraudulent and forgery activities.
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