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Abstract -The users input their passwords in a public place,
they may be at risk of attackers stealing their password. An
attacker can capture a password by direct observation or by
recording the individual’s authentication session. This is
referred to as shoulder surfing and is a known risk, of special
concern when authenticating in public places. Until recently,
the only defense against shoulder-surfing was the alertness on
the part of the user. Shoulder surfing resistant password
authentication mechanism assure shoulder surfing resistant
authentication to user. It allows user to authenticate by
entering pass-word in graphical way at insecure places
because user never have to click directly on password icons.
Usability testing of this mechanism showed that novice users
were able to enter their graphical password accurately and to
remember it over time. However, the protection against
shoulder-surfing comes at the price of longer time to carry out
the authentication.
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1. INTRODUCTION

The shoulder surfing attack is an attack that can be
performed by the adversary to obtain the users password by
watching over the users shoulder as he enters his password.
However, most of the current graphical password schemes
are vulnerable to shoulder-surfing a known risk where an
attacker can capture a password by direct observation or by
recording the authentication session. Due to the visual
interface, shoulder-surfing becomes an exacerbated problem
in graphical passwords. A graphical password is easier than
a text-based password for most people to remember.
Suppose an 8- character password is necessary to gain entry
into a particular computer network. Strong passwords can
be produced that are resistant to guessing, dictionary attack.
Key-loggers, shoulder-surfing and social engineering.
Graphical passwords have been used in authentication for
mobile phones, ATM machines, E-transactions.

1.1 Motivation of the project

We refer to the Pass Points in which the user picks up
several points (3 to 5) in an image during the password
creation phase and re-enters each of the pre-selected click-
points ina correct order within its tolerant square during the
login phase. Comparing to traditional PIN and textual
password space and enhances password memorability.
Unfortunately, this graphical authentication scheme is
vulnerable to shoulder surfing attacks. Hence, based on the
Pass Points, we add the idea of using one-time session
passwords and distracters to develop our Pass Matrix

authentication system that is resistant to shoulder surfing
attacks.

1.2 A New Graphical Password scheme

System presents a secure graphical authentication
framework named Pass Matrix that protects users from
becoming victims of shoulder surfing attacks while inputting
passwords out in the open through the use of one-time login
indicators. A login indicator is randomly produced for each
pass-picture and will be futile after the session terminates.
The login indicator provides better security against shoulder
surfing attacks, since users use a dynamic pointer to point
out the position of their passwords rather than clicking on
the password object directly. The following are the goals and
objectives of the new system:-

1) The problem of how to perform authentication in
public so that shoulder surfing attacks can be alleviated.

2) The problem of how to increase password space than
that of the traditional PIN.

3) The problem of how to efficiently search exact
password objects during the authentication phase.

4) The problem of requiring users to memorize extra
information or to perform extra computation during
authentication.

5) The problem of limited usability of authentication
schemes that can be applied to some devices only.

2. PROCEDURE:
2.1. Registration phase:

In this stage, the user creates an account which contains a
username and a password. The password consists of only
one pass-square per image for a sequence of n images.
The number of images n is decided by the user after
considering the trade-off between security and usability of
the system. The only purpose of the username is
to give the user an imagination of having a personal account.
Then the systems will Discretization the selected images by
using pass matrix approach into x into y grinds by
calculating ht and wt of images. Then system will create the
graphical based password after clicking on the
images selected from I.
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2.2. Authentication phase:

Alogin indicator LI is comprised of a letter and a number is
created by the login indicator generator module. The LI will
be shown when the user login with his email. In this case, the
indicator is conveyed to the user by visual feedback. The
indicator can also be delivered through a predefined image.
Generating horizontal and vertical access control for login
indicator based user selected images at the time of
registration this access control will change at every login
time i.e. LI is defined for one time use only. The generated
access control will be send to user registered email address.
User will enter the graphical password based on generated
pass-values i.e. access controls.

2.3. Steps in Pass-Matrix:

1) At the time of registration user fill the details as well
as selected images.

2) That images apply to pass matrix.

3) The pass matrix defined to rows and column i.e
number and character.

4) At the time login user choose that images when user
select the images at the time of registration.

5) All pass values are shuffled and randomly generate
the sequence by using login indicator.

6) Creating user access control then notify user about
access control.

7) Selected pass value for login and adding secrete bit.
3. APPLICATIONS:

1) During online transaction.

2) Authenticating online social media.

3) ATM Operating.

4) System Password Security.

5) Banking Application.

4. Use case Diagram:

System

User

Login Indicator
creating access controls

notifying user about
access contol pattern
select pass values for login
adding secrete bit

Diagram 1: Use case diagram of Authentication Phase

5. System Architecture Diagram
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Diagram 2: Diagram showing the system architecture of
authentication using graphical passwords.
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6. CONCLUSION:

System conclude that in the proposed shoulder surfing
resistant authentication system based on graphical
passwords, named Pass Matrix. Using a one-time login
indicator per image, users can point out the location of their
pass-square without directly clicking or touching it, which is
an action vulnerable to shoulder surfing attacks..In Pass
Matrix, a password consists of only one pass-square per
pass-image for a sequence of n images. Pass Matrixes’
authentication consists of a registration phase and an
authentication phase as described below: At this stage, the
user creates an account which contains a user name and a
password. So finally System resolve shoulder surfing attack
very easily.
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