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Abstract— The customer and owner relationship breaks
during a trade if any malpractice happens, in between the
process of transporting the goods. Here we verify a security
mechanism to ensure the accurate transport of goods to the
customers in a large scale trade. Here, the trade information is
passed in encrypted form, and the cipher text is outsourced to
the cloud. Here the access policy update is used to secure
information from third party authorities. The process of NTRU
decryption algorithm to overcome the decryption failures of
the original NTRU, and then detail our scheme and analyze its
correctness, security strengths, and computational efficiency. .
It also enables (i) the data owner and eligible users to
effectively verify the legitimacy of a user for accessing the
data, and (ii) a user to validate the information provided by
other users for correct plaintext recovery. Rigorous analysis
indicates that our scheme can prevent eligible users from
cheating and resist various attacks such as the collusion
attack.
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1. Introduction
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BIG data is a high volume, and/or high velocity, high variety
information asset, which requires new forms of processing to
enable enhanced decision making, insight discovery, and
process optimization [1].Due to its complexity and large
volume, managing big data using on hand database
management tools is difficult.

An effective solution is to outsource the datato a cloud server
that has the capabilities of storing big data and processing
users’ access requests in an efficient manner.

For example in eHealth applications, the genome information
should be securely stored in an e-health cloud as a single
sequenced human genome is around 140 gigabytes in size

(2], [3]-

However, when a data owner outsources its data to a cloud,
sensitive information may be disclosed because the cloud

server is not trusted; therefore typically the cipher text of the
data is stored in the cloud.

But how to update the cipher text stored in a cloud when a
new access policy is designated by the data owner and how to
verify the legitimacy of a user who intends to access the data
are still of great concerns.
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Figure: application of big data storage

2. OBJECTIVE

The main objective of this project is to encrypt user’s
sensitive data when users transaction process takes place.
This will ensure that the third party vendors or merchants
can’t able to see user’s personal data.

3. Problem statement

Nevertheless, verifying the access legitimacy of a user and
securely updating a cipher text in the cloud based on a new
access policy designated by the data owner are two critical
challenges to make cloud-based big data storage practical and
effective.

Traditional approaches either completely ignore the issue of
access policy update or delegate the update to a third party
authority; but in practice, access policy update is important
for enhancing security and dealing with the dynamism caused
by user join and leave activities

4. Scope

An improved NTRU cryptosystem to overcome the
decryption failures of the original NTRU. Then we design a
secure and verifiable scheme based on the improved NTRU
and secret sharing for big data storage

The cloud server can directly update the stored cipher text
without decryption based on the new access policy specified
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by the data owner, who is able to validate the update at the
cloud.

The proposed scheme can verify the shared secret
information to prevent users from cheating and can counter
various attacks such as the collusion attack. It is also deemed
to be secure with respect to quantum computing attacks due
to NTRU.

5. Overall concept

Before you begin to format your paper, first write and save
the content as a separate text file. Keep your text and graphic
files separate until after the text has been formatted and
styled. Do not use hard tabs, and limit use of hard returns to
only one return at the end of a paragraph.
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Fig. 2. An example application of big data storage in military.

Do notadd any kind of pagination anywhere in the paper. Do
not number text heads—the template will do that for you.

Finally, complete content and organizational editing before
formatting. Please take note of the following items when
proofreading spelling and grammar.

ALGORITHM
Algorithm 1 The Improved NTRU Decryption

1: Input: cipher text e, secret key {f, fp}.

2: Output: plaintext m;

3: The decryptor computes a =e * f;

4: T = max{| max0<i<N-1{ai}|, | minO<isN-1{ai}|};
5:t=blq/2¢

6:1ft=0

7:m=ax* fp (mod p).

8: Else

9:For0<isN-1,

10: Computey =b |ai| q/2 c;

11:Ify=0
12:a0i=aiandc(l)i=c(2)i=---=c(1)i=0;
13: ElseIfai= 0

14:a0i=ai-q-12vy;
15:c()i=c(2)i=---=c(y)i=q-12;
16:c(y+1)i=ali;

17:c(y+2)i=---=c(1)i=0;

18: Else

19:a0i=ai+q-12vy;
20:c(D)i=c(2)i=-+-=c(y)i=-q-12;
21:c(y+1)i=a0i;
22:c(y+2)i=---=c(1)i=0;

23: EndIf 24: EndFor
25:m0=a0+fp+c(1)*fp+---+c(t)*fp(mod p);
26: EndIf

27: Output plaintext mO .

6. FUTURE ENHACEMENT

The security problems when a data owner outsources its data
to multi cloud servers and consider an attribute-based access
structure that can be dynamically updated, which is more
applicable for practical scenarios in big data storage.
Designing a secure, privacy preserving, and practical scheme
for big data storage in a cloud.Furthermore, any keyless
customer can freely check the legitimacy of the returned
calculation result. @ Security examination shows that our
arrangement is provable secure under the CDH supposition
in the unpredictable proposed model. Results show that our
tradition is in every practical sense gainful to the extent both
communication and computation cost

7. EXISTING SYSTEM

The flexibility for a data owner to predefine the set of users
who are eligible for accessing the data but they suffer from
the high complexity of efficiently updating the access policy
and ciphertext.

Secret sharing mechanisms allow a secret to be shared and
reconstructed by certain number of cooperative users but
they typically employ asymmetric public key cryptograph
such as RSA for users’ legitimacy verification, which incur
high computational overhead.

Moreover, it is also a challenging issue to dynamically and
efficiently update the access policies according to the new
requirements of the data owners in secret sharing
approaches.

8. PROPOSED SYSTEM

The verifying the shared secret information to prevent users
from cheating and can counter various attacks such as the
collusion attack.

An efficient and verifiable method to update the ciphertext
stored in clouds without increasing any risk when the access
policy is dynamically changed by the data owner for various
reasons.Improved NTRU decryption algorithm is used.

NTRU is a patented and open source public-key cryptosystem
that uses lattice based cryptography to encrypt and decrypt
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data. It consists of two algorithms: NTRU Decrypt, which is
used for Decryption, and NTRU Sign, which is used for digital
signatures.

9. SYSTEM DESIGN

Encrype File

Owner choose the product and details example product id,
product name, cost, piece, custom’s name, company name, net
weight so all details and high level security of encryption and
key also developed, owner send to custom’s side.

Custom’s user one data receive so check the details, the
details also encryption format so all information is print *****
only.

Custom’s user view the original content and download the
product. The custom’s user sends to customer.

Customer view the message only star format so customer
send the request so the owner vie the inbox and accept the
query, customer view the original data.

An efficient and verifiable method to update the cipher text
stored in clouds without increasing any risk when the access
policy is dynamically changed by the data owner for various
reasons.

The verifying the shared secret information to prevent users
from cheating and can counter various attacks such as the
collusion attack.

USER INTERFACE DESIGN

To connect with server user must give their username and
password then only they can able to connect the server.

If the user already exits directly can login into the server else
user must register their details such as username, password
and Email id, into the server. Server will create the account
for the entire user to maintain upload and download rate.
Name will be set as user id. .

Logging in is usually used to enter a specific page

OWNER UPLOAD DETAILS AND SEND TO CUSTOMS

Owner choose the product and details example product id,
productname, cost, piece, custom’s name, company name, net
weight so all details and high level security of encryption and
key also developed, owner send to custom’s side.

CUSTOM’S USER CHECKS DETAILS

Custom’s user one data receive so check the details, the
details also encryption format so all information is print *****
only

REQUEST SEND TO OWNER

Custom’s User view original data means send request to data
owner. The data owner monitoring the file and accept.

CUSTOMS SEND TO CUSTOMER

Custom’s user view the original content and download the
product. The custom’s user send to customer

CUSTOMER REQUEST SEND TO OWNER

Customer view the message only star format so customer
send the request so the owner vie the inbox and accept the
query, customer view the original data.

10. Advantages

e The data owner and eligible users to effectively
verify the legitimacy of a user for accessing the data.

e To upload their endless data.

e Corresponding computations to a third party

11. Conclusion

In this paper, we first propose an improved NTRU
cryptosystem to overcome the decryption failures of the
original NTRU and then present a secure and verifiable access
control scheme based on the improved NTRU to protect the
outsourced big data stored in a cloud.

Our scheme allows the data owner to dynamically update the
data access policy and the cloud server to successfully update
the corresponding outsourced cipher text to enable efficient
access control over the big data in the cloud.

Italso provides a verification process for a user to validate its
legitimacy of accessing the data to both the data owner and t1
otherlegitimate users and the correctness of the information
provided by the t1 other users for plaintext recovery.

The security of our proposed scheme is guaranteed by those
of the NTRU cryptosystem and the (t; n)-threshold secret
sharing.

© 2018,IRJET | ImpactFactor value: 6.171

IS0 9001:2008 Certified Journal | Page 1314



‘l’ International Research Journal of Engineering and Technology (IRJET)

JET Volume: 05 Issue: 03 | Mar-2018

www.irjet.net

e-ISSN: 2395-0056
p-ISSN: 2395-0072

We have rigorously analyzed the correctness, security
strength, and computational complexity of our proposed
scheme. Designing a secure, privacy preserving, and practical
scheme for big data storage in a cloud is an extremely
challenging problem.

In our future research, we will further improve our scheme
by combining the (t; n)-threshold secret sharing with
attribute based access control, which involves an access
structure that can place various requirements for a user to
decrypt an outsourced cipher text data in the cloud.

Meanwhile, we will investigate the security problems when a
data owner outsources its data to multicloud servers and
consider an attribute-based access structure that can be
dynamically updated, which is more applicable for practical
scenarios in big data storage.
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