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Abstract:- Cyber-Physical Systems (CPS) are 
heterogeneous systems in which computing and 
communication systems are interacting and controlling 
physical dynamics. By the best use of computing devices, 
communication technologies and being integrated with 
physical systems, CPS have been leveraging the economy. 
But as the CPS research is still in its early stages, lacks 
sufficient standards, and efficient system architectures; as a 
result, CPS research is progressing slowly. On the other 
hand, due to its integration with the public internet, security 
has become a critical concern. This technical review has 
focused on architectural modeling by splitting the CPS in 
different categories, as well as analyzes foreseeable 
cybersecurity concerns. The review also has identified some 
challenges and issues of this emerging systems and has 
explored future research directions. 
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1. INTRODUCTION 
 
THIS technical review has produced a comprehensive 
report on Cyber-Physical Systems (CPS) and the Internet 
of Things (IoT) by addressing architectural modeling and 
analyzing cybersecurity aspects of these technologies. A 
CPS is a mechanism tightly integrated with the internet 
and its users, which is controlled by computer-based 
algorithms. Physical and software components are deeply 
interconnected in CPS, each operating on different spatial 
and temporal scales, exhibiting distinct and multiple 
behavioral modalities, and interacting with each other in 
many ways which change with context [1]. The Internet of 
Things can be defined as the network of home appliances, 
physical devices, vehicles and other items embedded with 
electronics, software, sensors, actuators, and connectivity 
which enables these things to exchange and connect data 
[2]–[4]. IoT has created more opportunities for more 
direct integration of the physical world into computer 
based systems, resulting in reduced human exertion, 
economic benefits, and efficiency improvements [5]–[7]. 
CPS are being leveraged by the IoT and/or IoE due to their 
similarity of application areas. CPS and the IoT are similar 
in their functions and share the same basic architecture. 
Nevertheless, CPS presents a higher level of coordination 
and more potential combinations between physical and 

computational elements [8]. An integration between the 
cyber and physical worlds, along with the interaction with 
the IoT, has been reflected in Figure 1. 
 

 
 

Fig. 1. Cyber-Physical Systems (CPS) Integrated with the 
Internet of Things (IoT). 

 
CPS are an emerging technology and have attracted the 
attention of a large amount of researchers, business 
communities, and industries. The ”cyber system” typically 
consists of computing, control, and networking, while the 
”physical dynamics” include the mechanical, electrical, 
thermal, biological, and chemical behaviors of the physical 
entities. The National Science Foundation (NSF) of the USA 
identified CPS as a key research area in 2008,  and was 
listed as the number one research priority by the 
President’s Council of advisors of the US on science and 
technology [9]. The modern grand vision of real-world CPS 
have been enabled by the heterogeneous composition of 
computing, sensing, actuation, and network 
communication [10]. In CPS, computing, networked 
communication, and control are closely tied with the 
physical dynamics [11]. The CPS is the computer 
controlled Physical System and communicated through 
Computing Networks; it requires a certain layered 
approach, which may not be similar to the traditional 
Computing Networks, due to the different nature of CPS. 
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The way in which we conduct business, entertainment, 
studies, research, etc. has been influenced by the internet 
over the last few years, however, there are still some gaps 
in information exchanging in the physical world; CPS is 
intended to fill out those gaps by providing a broader view 
of how the computing domain interacts with the physical 
domain [12]. CPS possess multi-dimensional system 
features which integrate and coordinate between physical 
control and computing processes, combined with the 
network of distributed elements with the capability of 
computation, communication, and control, and highly rely 
on tight collaboration of those capabilities [13]. Due to 
their heterogeneity and sophistication, CPS require radical 
changes in the way sense and control platforms are 
designed to regulate the whole collaborative system [11]. 
 
CPS are used for communication, control, and computation 
of data from physical entities by using sensors. CPS can be 
used in social behavior optimization, as the world we live 
in consists of many varieties of societal elements such as 
animals, birds, insects, and humans, and their complex 
social behaviors can have effects on the world around 
them. CPS can be used to monitor and optimize the social 
behavior of these social elements [14]. The major 
application of CPS are in the area of intelligent transport 
systems, smart national infrastructure, national healthcare 
systems, robotic control systems, and/or any national 
disaster situations or emergencies. The common feature of 
those systems/applications is that those require a large 
number of sensors to be deployed over a wider area in 
order to implement complex control and monitoring 
functions [15]. Therefore, in order to transport real-time 
information from a wide number of sensors, the main 
challenge is to develop a scalable communication 
architecture [15]. 
 
CPS could form and interact through wired, wireless, or 
mobile network media, therefore, CPS can be operated 
through the combination of these three categories of 
network media. The system’s physical dynamics will be 
sensed through IP-based sensors; the sensors will form a 
Wireless Based Access Networks (WBAN) in a 
heterogeneous environment. Therefore, the 
communication within the WBAN will occur through a 
multi-layered communication model or platform, as per 
requirements of the specific application area or scenario. 
 
The communication architecture which suits Wireless 
Sensor and Actuator Networks (WSAN), and specifically, is 
suitable for IP-based Sensor Networks (IPSN), are more 
appropriate in this environment. A number of papers have 
been written, published, and presented in the 
internationally reputable communities, journals and 
symposiums regarding the architecture of the CPS and 
communication platform within the CPS environment. 
 

CPS are systems of collaborating computational elements 
controlling physical entities, and thus can be found in 
areas as diverse as the aerospace and automotive 
industries, chemical processes, civil infrastructure, energy, 
healthcare, manufacturing, transportation, entertainment, 
and consumer appliances. This system is often referred to 
as embedded systems; in embedded systems the emphasis 
tends to be more on the computational elements, and less 
on an intense link between the computational and physical 
elements. 
 
This review will produce a comprehensive report about 
the technical aspects of CPS, focusing on the architectural 
modeling, cybersecurity, issues, and applications of the 
whole CPS infrastructure. The rest of the document is 
organized as follows: Section II will provide an overview 
of Cyber-Physical Systems, which will include a brief 
history of CPS, why CPS are required, notations and 
definitions used in the report, and categorization of the 
CPS architecture. Section III through to Section V will 
discuss different categories of CPS, category-wise CPS 
architectures, their modeling, system stabilization, etc. 
Section VI will outline the design challenges considering 
application aspects and issues. Section VII will analyze 
cybersecurity, security issues, and challenges. Finally, 
section VIII will conclude the report with some future 
research directions. 
 

2. OVERVIEW OF CYBER-PHYSICAL SYSTEMS 
 
Technical advances in computing and information 
technology have reached such an era that computers and 
computing technology have made dramatic changes to the 
people of the world and their lives. People used to think of 
the computer as a PC and computing as browsing the 
network and the internet, whereas now most computers 
and computing devices in the world have become 
components of CPS. 
 
In the cyber-physical context, different domains such as 
electronic system design, control theory, real-time 
systems, and software engineering are involved; the 
communication in which links among sensors, 
computational systems, and actuators, is another 
important aspect of the cyber physical systems [16]. A 
cyber-physical network is designed to access different 
types of networks such as Wireless Local Area Networks 
(WLAN) and Wide Area Wireless Access Networks 
(WWLAN) ubiquitously; Jia Shen et al. in [17], have 
proposed such a CPS multilayer heterogeneous 
framework. The networked computing systems with the 
integration of physical systems/processes have evolved 
the new generation CPS with the combination of science, 
technology and engineering. The CPS use network 
communication and computation that embeds and 
interacts with physical dynamics to add newer capabilities 
to the physical processes. In CPS, a physical layer 
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transports data from the physical dynamics to the cyber 
layer through the communication network, and the cyber 
layer transmits instructions using man-machine interface 
or actuators to the physical layer [18]. The 
interconnection between the physical world and the 
virtual world is reflected by these cyber-physical 
interactions; a graphical representation of such cyber and 
physical interaction has been given in [18] as Figure 2. 
 

 
Fig. 2. CPS Architecture of Interaction between Physical 

and Cyber World. 
 
CPS have been leveraging the economy by the best use of 
computers, computing devices, network 
computing/communication technology, integrated with 
physical systems. CPS range from small scale physical 
systems such as pacemakers to huge scale national 
infrastructures. As CPS have been interacting among 
physical systems and computing and networked 
communications, they have evolved from the combination 
of computer science and engineering, rather than from just 
one or the other. Therefore, this is a completely newly 
evolved technology which utilizes both computer science 
and engineering methodologies. The cyber world has 
explored this new era of technology where the existing 
technologies such as computing, computer science, 
engineering, and engineering science contribute hugely. 
The complete Cyber-Physical System is specifically 
designed as a network of elements interacting with 
physical input and output instead of the devices running 
standalone, which ties closely with sensor networks and 
the robotics concept. 
 

2.1 Background and Context 
 
CPS are critical to real-time awareness of the environment 
or situation, are used to control a broad growing range of 
applications, which include medical devices, advanced 
robotic devices, autopilot systems, smart energy-efficient 
buildings, modern agricultural systems, and advanced 
manufacturing systems [19]. Due to integrated solution 
methods and their usefulness for monitoring and 
optimizing growing critical physical environments, CPS 
have attracted industries, universities, the world’s major 
vendors, and motivated researchers to put significant 

attention towards the research of the capability and 
effectiveness of CPS. 
 
The National Science Foundation (NSF) of the USA was 
attracted by the growing technology of CPS since 1995 and 
started finding more about this growing technology; they 
have funded a significant amount for CPS research since 
then [18]. In addition to funding, NSF has been organizing 
regular technology events and conferences on CPS, and 
especially since 2008, CPS week has been held by the NSF 
on a regular basis [18]. 
 
Today, Cyber-Physical Systems are one of the central 
attractions of international research and business 
communities, and appear in the world’s top platforms like 
ACM and IEEE. Both ACM and IEEE have been organizing 
the ”International Conference on Cyber-Physical Systems 
(ICCPS)” regularly every year since 2010 at different world 
venues. Cyber-Physical Systems are a new generation’s 
engineered systems, and have integrated computational 
and physical capabilities, and embedded computing 
interacts with humans through many new modalities. This 
allows for quick detection and reporting of necessary 
physical dynamics, due to the capability of CPS and their 
integration of computational and physical processes [20]. 
CPS provide real-time, secure, dependable, and efficient 
operations for quality data communications. 
 
Embedded computing systems add capabilities to the 
physical systems, which in turn make the computer 
controlled physical systems increasingly efficient. 
Networked communication and computation integrating 
with physical systems evolve a new era of opportunities, 
which is more efficient, reduces building and operating 
costs, and also adds new capabilities in managing complex 
physical system dynamics. CPS are an application-specific 
technology, and its decreased cost of sensing, computation, 
and networking are technological and economic drivers for 
a new era of computing. More efficient technology and 
lower operation costs are the main economical drivers 
which push CPS to the technological forefront as new and 
modern engineering systems. 
 
It is generally acknowledged that the embedded computing 
system allows people to add capabilities to physical 
processes or systems, and that there seems to be no other 
alternate technology which allows for performing and 
gaining such computing advantages. Integrated computing 
and mechanical systems can produce smart automobile 
systems, computing system integrated with electrical 
power systems can make national infrastructure Smart 
Grid systems, and computing and communication systems, 
when integrated with robotics systems, evolve to form 
efficient cyber-physical robotic systems, the applications of 
which include smart health systems, disaster management, 
and emergency situation management. 
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Therefore, by merging communication and computing with 
physical dynamics, we can see that CPS bring tremendous 
benefits to the way the physical world is being interacted. 
In CPS, individual computing devices, when working 
together, can form complex systems, resulting in new 
capabilities which are safer, more efficient, and effectively 
allow for a reduction in terms of cost. Though CPS has been 
identified as one of the major evolving technologies, it’s 
research still in the early stage. The CPS communication, 
therefore, do not have established architectures and 
standards; this necessitates architectural modeling of this 
huge technology. The CPS technology can support from 
small scale pace maker to large scale smart grid as well as 
smart transport systems, which can result in a very 
complex management and operation procedures. 
Therefore, the CPS needs to split into different categories 
as proposed in the next section and model accordingly, in 
order to make it’s management and operation easier. 
 

2.2 Categorization of Cyber-Physical Systems 
 
In Cyber-Physical Systems, when we consider monitoring 
or optimizing physical dynamics, often questions arise, 
such as (1) ”what to perform”, (2) ”how to perform” and 
(3) ”when to perform”. These questions also depend on 
the types of environments or situations that are to be 
handled. 
 
”What to perform” refers to the physical dynamics of the 
system, such as properties, status, and other necessary 
parameters of the physical systems or entities. These 
physical dynamics are varied in nature for different 
physical entities or applications. ”When to perform” asks 
for perfect timing of the physical dynamics of the systems 
to be monitored and optimized. CPS are used to deal with 
real-time data, and therefore the dynamics are to be 
sensed in real-time. 
 
Though data, properties, or parameters are different for 
different physical systems, ”what to perform” and ”when 
to perform” are common to most systems, i.e. how real-
time data or dynamics should be sensed for all physical 
entities in CPS. 
 
The other question, ”how to perform”, depends on the 
environment. CPS expect to perform in any situation or 
environment. This could be sensing data for a single 
physical entity like health monitoring of a single patient, a 
robotic surgery system, or traffic monitoring for certain 
parts of a city, etc. CPS can be applied for bulk sensor 

networks in a distributed system, such as a massive 
disaster situation, city wide traffic monitoring, i.e. for vast 
area-wide systems. We can also apply Cyber-Physical 
Robotic Systems (CPRS), where we can use a single robot 
or robot teams for interacting with certain situations such 
as remote human unreachable disaster situations, smart 
manufacturing plants, smart gardens, etc. We can use 
wireless sensors for all of those situations, like integrated 
smaller systems or distributed systems. Due to the major 
development of mobile handheld equipment, we can 
collect real-time information or data through mobile or 
handheld devices. This could include the robotics 
technology as well. For example, we can collect security 
information like intruder or burglar alarm data through 
smart mobile phones, we can collect real-time information 
about traffic incidents through mobile devices, and we can 
even manage smart construction systems using network 
connections from smart tablets. Mobile robot teams can be 
very useful for a search and rescue situations in a disaster 
event. Nowadays, a number of handheld devices, such as 
PDAs, smart 4G phones, Windows phones, tablets and 
iPads are available, which are very useful in 
communicating real-time information as and when 
required. 
 
Based on the nature of the cyber-physical environments 
and different situations discussed above, the CPS are 
categorized as, (1) Integrated Cyber-Physical Systems 
(ICPS), (2) Distributed Cyber-Physical Systems (DCPS), 
and (3) Mobile Cyber-Physical Systems (MCPS). 
 
In CPS, it is obvious that communication needs to be real-
time, faster, secure, and lossless. The communication 
domains interact with the physical domains using real-
time computing and control in order to meet the 
environment of the physical domains, where services are 
required to collect real-time parameters of the physical 
dynamics. In CPS, the communication domain uses 
Wireless Sensor Networks (WSN) to collect real-time 
dynamics sensed from the physical entities. Data 
communication can also occur through hand-held mobile 
devices as well. 
 
The Cyber-Physical Architectures are formed according to 
the category of the CPS and obviously, according to the 
requirements of specific applications. Table I shows the 
characteristics of Different Cyber-Physical Systems. The 
categorized CPS and their architectures are discussed in 
details in the following three sections. 
 



         International Research Journal of Engineering and Technology (IRJET)   e-ISSN: 2395-0056 

              Volume: 05 Issue: 12 | Dec 2018                   www.irjet.net                                                           p-ISSN: 2395-0072 

 

© 2018, IRJET       |       Impact Factor value: 7.211       |       ISO 9001:2008 Certified Journal       |     Page 1111 
 

 

3. INTEGRATED CYBER-PHYSICAL SYSTEMS 
 
The traditional Cyber-Physical Systems are referred to as 
integrated, contained in a local area, are real-time, and are 
securely communicated between the communication 
domain and physical domain using sensors, actuators, and 
the computational units. Examples of such systems are 
control of nuclear power plants, robot controlled remote 
surgery, flight control for fighter jets, security systems for 
buildings, etc. [21]. 
 

3.1 Architecture of Integrated CPS 
 
The cyber-physical architectures of integrated CPS are 
application-specific and the control area is localized. The 
research base of CPS depends on an accurate architecture, 
whereas there aren’t any generalized architectures or 
frameworks to be used in most of the applications [22]. 
The architecture of this category of CPS are vertically 
integrated [21]. The architectures of integrated CPSs vary 
from application to application; for example, the CPS 
architecture of monitoring city traffic is different to that of 
health monitoring systems. Following figure 3 is a sample 
architecture of such systems. 
 

3.2 Modeling and Stability Analysis of Integrated 
CPS 
 
In any complex system design, mathematical modelling is 
very important, especially for physical systems, as no 
physical system is deterministic. In [23], Ghorbani et al. 
have provided a mathematical model to capture 
characteristics of the dynamics of blood glucose. Stability 
of the system also is a major concern. When CPS is applied 
to manage and monitor a critical situation, the instability 
would cause due to delay in communication, which also 
could cause packet  
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Fig. 3. A sample Integrated CPS Architecture. 

 
loss during data transfer. Therefore, system stabilization 
would have to be considered seriously in such system 
design considerations. This report has reviewed modelling 
and stability of CPS using a Passivity Model proposed in 
[24]. 
 
A system is passive or stable when a storage function 
exists and the stored system energy is bounded by the 
supplied energy to the system [24]. The powerful tool for 
system analysis and control system design, is the 
raditional passive 

TABLE I CHARACTERISTICS OF DIFFERENT CYBER-PHYSICAL SYSTEMS 
 

Types of CPS Categorywise Characteristics of Cyber-Physical Systems 

Definitions of Different Category CPS Architectural 
Approach 

Communication and 
Control 

Integrated CPS Traditional, localized control Top-down Locally 

Distributed CPS Physical devices are widely distributed, sensors 
arbitrarily distributed and sensed data contain 
external environmental input 

Both Top-down and 
Bottom-up 

Globally 

Mobile CPS System controlled with mobile/handheld 
devices, therefore mobility and motion controls 
are taken into account 

Both Top-down and 
Bottom-up 

Locally and Globally 
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4. DISTRIBUTED CYBER-PHYSICAL SYSTEMS 
 
In distributed CPS, the physical entities are widely 
distributed and wireless sensors are arbitrarily 
distributed, so that they can sense the complete system 
jointly; there would be a network infrastructure which will 
communicate through the whole sensor system [27], [28]. 
Examples of distributed Cyber-Physical Systems include 
city-wide Transport Network management, Power 
Distribution Smart Grid, Irrigation Hydro-Power Network, 
etc. [27]–[29]. 
 

4.1 Architecture of Distributed Cyber-Physical 
Systems 
 
Distributed CPS is a heterogeneous system, where a huge 
physical system infrastructure, with large-scale 
computation and communication systems, becomes a 
complex hybrid system. It would really be a difficult 

environmental aspect to deal with. Goswami et al. in [30] 
have shown that, in the case of distributed control 
applications, hybrid protocols (time-triggered and event-
triggered) do not perform well, therefore by re-
engineering the control applications, has found better 
results that the communication occurs in two modes 
instead of the hybrid modes. 
 
In distributed CPS architecture, the system architecture 
required to handle huge number of nodes, therefore, in 
order to proof the concept, a large test-bed requires 
testing and validation of the concept. Tennina et al. in [31] 
have introduced a large-scale system architecture, named 
EMMON, which was tested in dense and real-time 
embedded monitoring, that included 300+ wireless sensor 
nodes and according to them, this was the largest test-bed 
introduced so far in Europe for such system testing. 
 
In order to support safety critical real-time control of 
distributed systems, CPS require an appropriate 
architecture suitable for widely distributed systems. 
Benveniste in his paper [32], has proposed a Loosely 
Time-Triggered architecture, which is comprehensive, but 
computation and communication units are triggered by 
autonomous, non-synchronized clocks. Yong et al. in [26] 
has proposed an architecture for DCPS with an application 
for Smart Transport systems. Figure 4 shows a sample 
architecture applicable to distributed CPS. 
 

 
 

Fig. 4. A Sample Architecture for Distributed CPS. 
 

4.2 Modeling and Stability Analysis of Distributed 
CPS 
 
In [33], Woochul Kang et al. have introduced a Real-Time 
Data Distributed Service (RDDS) for CPS, where, they 
considered a fire-fighting team involved in a search and 
rescue task; each fire-fighter is equipped with a PDA 
collecting dynamic statuses through nearby sensors, then 
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collaborating and sending information back to the cyber 
systems. They used a test bed with fixed network that 
didn’t consider environmental impacts on the information 
processed. Therefore, they have shortcomings of providing 
accurate information; this situation needs to consider the 
external inputs for data accuracy due to the distributed 
open system. As physical systems are not deterministic, in 
CPS, physical systems are modelled using the control 
theory with the use of differential equations, that are 
strongly dependent on time variation; the cyber systems, 
i.e. the computational part uses a discrete-event model of 
mathematics, therefore, the whole cyber and physical 
systems, together, become a hybrid model. In distributed 
CPS, a large number of agents or systems are connected; in 
order to model and stabilize such huge heterogeneous 
systems, it needs to use a multi-node approach with the 
passivity model. In handling faults and stabilizing such 
heterogeneous complex systems, a number of the state 
variable of remote nodes need to be estimated with the 
best possible accuracy [34]. The challenging aspects of 
stabilizing a heterogeneous distributed complex system 
are crucial; an approach to compositionality involves using 
passivity theory, and with some assumptions, the system 
can be made stable [35]. 
 

 
 
Now, by manipulating the abovementioned state space 
system, using the similar concept of section 3, the 
distributed system can be stabilized. Detailed calculation 
has been found in [35]. 
 
Theorem 4.1, By categorizing the distributed agents into 
symmetrical groups and with the application of local 
control laws, the stability conditions for large-scale 
systems can be derived [36]. 
 

Theorem 4.2, In the interconnected heterogeneous and 
distributed systems, symmetries are obtained through 
identical dynamics of subsystems and by characterizing 
the structure of collected information [35], [37]. 
 

5. MOBILE CYBER-PHYSICAL SYSTEMS 
 
Nowadays, there are plenty of handheld devices available, 
which utilize mobile networks to communicate with each 
other, as well as with the internet. The increasing 
popularity of these handheld or mobile devices has 
increased the idea and interest of the mobile CPS concept. 
 
As portable computing machines, mobile devices are 
widely accepted; their accelerated processing power, 
pervasive cellular connections and range of sensors, have 
become the ideal platform for building Cyber-Physical 
Systems [38]. Mobile devices such as WiFi and Bluetooth-
enabled smart phones and tablets are becoming more and 
more intelligent from day-by-day communication through 
mobile networks. High level programming languages are 
also being developed and are readily available for their 
intelligent communications. Also, mobile robotics systems 
can be applied in controlling intensive production in 
agricultural and industrial sectors,  and help in search and 
rescue events. In situations like an intensive greenhouse 
horticultural system, where the environment is optimal 
for plants but unhealthy for humans, using mobile robots 
can be very useful alternatives [39]. Robot-controlled 
medical systems are also a potential cyber-physical area. 
Minimally invasive surgical processes, which are robot-
assisted and image-guided, are evolving fast due to their 
potential effectiveness and improved patient management 
[40]. 
 

5.1 Architecture of Mobile Cyber-Physical 
Systems 
 
As stipulated in [41], real-time video of rush hour traffic 
can be shared through internet, or real-time video of 
house surveillance cameras can be received through 
mobile phones if an abnormal situation is detected. Real-
time video monitoring with cyber-physical surveillance 
systems is becoming a popular cyber-physical application 
[42]. AnySence, a Communication Architecture for 
ubiquitous Video-Based Cyber-Physical Systems, has been 
proposed in [41]. 
 
Mobile CPS applications have a huge potential for the new 
century’s computing and IT revolution, which includes: 
high confidence medical systems, traffic control and 
managing traffic situations, advanced automotive systems, 
and more manageable disaster recovery systems, etc. [38]. 
Robots or robot teams are also examples of mobile 
physical entities and the communication domain 
interacting with these mobile teams form effective Cyber-
Physical Robotic Systems (CPRS). CPRS are very effective if 
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engaged in the management of disasters, search and 
rescue situations, in the manufacturing industries, and in 
the management of healthcare systems. Therefore, the 
CPRS could become a very useful CPS sub-category. 
 
Mobile CPS are used for the purpose of tracking and 
controlling mobile systems comprising of mobile devices. 
Like ICPS and DCPS, MCPS architectures control the 
sensor-rich real-time embedded systems, which closely 
interact with the physical world; such systems collect data 
from the physical domain, using sensors and feed the 
collected sensor data to the computing resources for 
making real-time decisions. Hanz and Guirguis in [43], has 
proposed a layered architecture, which is capable of 
controlling the motion of cyber-physical mobile devices. 
Figure 5 shows a sample architecture for Mobile CPS. 
 

 
 

Fig. 5. A sample Layered Mobile CPS Architecture. 
 

5.2 Modeling and Stability Analysis of Cyber-
Physical Robotic System 
 
In mobile CPS, a cyber-physical robotic system is very 
useful as discussed above. In this chapter, we shall review 
a system for modelling and stabilizing a mobile robotic 
system applied to robotic motion control. In mobile CPS 
such as the mobile motion control of robots, where the 
system is a distributed parameter system, the system state 
will evolve along both time and space; in this situation, 
instead of traditional finitely dimensioned input-output 
relationships, partial differential equations would be more 
suitable for modeling the system [44]. Assuming a robotic 
system for analysis of its motion control and stabilization, 
let us consider a dynamic equation for the robot control 
systems; dynamic equations are derived for any 
mechanical systems using the Euler-Lagrange equation 
below [45]: 
 

 
 
 
 

 
 

 
 
Now using the processes of section 3 and 4, the above 
robotic state space model can be stabilized. 
 

6. DESIGN CHALLENGES OF CYBER-PHYSICAL 
SYSTEMS 
 
This section will explain the challenges in designing the 
CPS of the heterogeneous, hybrid, and complex physical 
domain. This chapter will also discuss the security issues 
and security design concepts in this evolutionary 
technology space. Subsection A will discuss the application 
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aspects in the design of Cyber-Physical Systems. 
Subsection B will discuss about issues and challenges in 
the design of Cyber-Physical Systems. 
 

6.1 Application aspects of the Cyber-Physical 
Systems Design 
 
Cyber-Physical Systems deal with complex and critical 
application areas, therefore it is vital to consider the 
aspects and natures of different applications which will be 
benefited by CPS technology. With the advancement of CPS 
technology comes huge applications such as e-health 
systems, traffic control and safety, advanced automotive 
systems, process control, energy conservation, 
environmental control, avionics, instrumentation, and 
defence systems, all of which will be benefited by adapting 
modern systems [47].  
 
Cyber-Physical applications are growing fast, and the 
application areas are widening to include vast ranges of 
complex systems which are heterogeneous in nature. CPS 
applications range from small-scale, safety-critical 
pacemaker controllers to largescale distributed Smart 
Grids [48]. While these systems have great potential, they 
require fundamental reassessments of the prevailing 
paradigms in communication and computation 
abstractions [48].  
 
CPS are including more and more applications; this in 
future might expand to be applied to each and every 
computing capable application to improve their extreme 
capability. Jason et al. in [49] has proposed a cyber 
physical approach to be used for Graphical Processing 
Units (GPU), and their experiment has shown that the GPU 
tasks can be completed 34 percent faster than with the 
existing methods. 
 
Common applications of CPS typically fall under sensor-
based communication-enabled autonomous systems. For 
example, many wireless sensor networks monitor some 
aspect of the environment and relay the processed 
information to a central node. Other types of CPS include 
smart grids, autonomous auto-mobile systems, medical 
systems monitoring, process control systems, distributed 
robotics, and space aircrafts.  
 
The systems that require measuring and monitor large 
amounts of information are equipped with a large network 
of wireless sensors; CPS are increasingly being used for 
such huge systems. Examples include health care systems, 
medical devices, smart grid, intelligent transportation 
systems, and advanced auto-mobile systems [50], [51]. 
The aircraft or the space vehicles, due to its autonomous 
movement and functionality, can be considered as the 
prime examples of cyber-physical systems [52]. 
 

CPS are spreading to the smart transport sectors, 
advanced and modern agricultural systems and many 
more areas. Transport systems like Railway Cyber-
Physical Systems (RCPS) require interaction between train 
controllers, communication networks, and the physical 
world [53]. In RCPS, behaviour of the physical world such 
as velocity, flow and density are all dynamic and changing 
continuously, therefore the control and communication 
architecture is totally different, and will integrate all 
varied natures of those parameters [53]. An integrated 
CPS which is designed to include all of those optimizations 
would deliver a very smart and advanced RCPS. 
 
Air-Transport is another highly prospective transport 
system; Cyber-Physical Aerospace Systems (CPAS) involve 
communication, sensing, and actuation of widely 
distributed physical devices and computational 
components through the heterogeneous computing 
environment of physical processes [54]. Therefore, CPAS 
require close interaction between cyber and physical 
worlds, both in time and space, and needs new methods of 
characterizing and controlling dynamic processes across a 
heterogeneous network of sensors and computational 
devices [54]. 
 
Another typical CPS example of the Smart Grid system is 
the Advanced Metering Infrastructure (AMI), in which a 
large amount of data from thousands of meters are 
collected and processed through an AMI [15]. A Smart Grid 
is defined as the integration of digital computing and 
communication technologies with power-delivery 
infrastructure; the smart grid is an example of critical 
cyber-physical system in the modern world [55]. Georg et 
al. has introduced INSPIRE, a Hybrid Simulator 
Architecture which is capable of evaluating both Power 
Systems and ICT Networks [56]. 
 
Kinsy et al in [48] has shown how to build a 
heterogeneous architecture for power electronics which is 
an emerging field of CPS; they designed the architecture 
which enables high fidelity with 1 microsecond latency 
and emulation time-step.  
 
Cyber-Physical Energy Systems (CPES) is another 
potential CPS area which operates with the integration of 
IT and physical processing, with Local and Wide Area 
Communication Networks [56]. An interesting 
architecture for Cyber-Physical Energy Systems (CPES) 
has been proposed in [57] which could be useful for 
intelligent charging systems for electric vehicles. Figure 6 
shows the proposed architecture of such a CPES as 
stipulated in [57]. 
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Fig. 6. An Architecture of a Cyber-Physical Systems (CPS) 
application [57]. 

 

6.2 Issues and Challenges of the Design of Cyber-
Physical Systems 
 
Due to a hybrid nature and heterogeneous characteristics, 
the operation and maintenance, as well as the designs of 
cyber-physical components, are a very complex task. One 
of the most complex systems is CPRS, where the software 
and hardware structures are very complex; these are 
becoming more and more complex over the recent years. 
These systems often consist of a few subsystems which 
need to be arranged and operated in a decentralized 
situation, and therefore those complexities can lead to 
serious problems maintaining and operating the system, 
even during the design phase [60]. The cyber domain is 
controlled by discrete mathematical logic, whereas the 
physical domain is controlled by state feedback control 
laws. Physical properties or the dynamics of a system are 
modelled to a state space system, using mathematical 
relations, normally by forming differential equations in 
order to determine physical dynamics for monitoring and 
optimization. Due to the heterogeneous nature and 
differences in dynamics of different physical systems, the 
design task of CPS leads to a great challenge. It is easy to 
write the requirements of the physical domain in 
languages, but while designing, significant issues arise due 
to the difficulty of deriving mathematical relations such as 
state space systems. There would be a great research 
opportunity stemming from designing a robotic CPS 
architecture, although this can lead to a big challenge due 
to the mobile nature of robots. In order to determine the 
state of the environment, advanced robotic hardware 
systems are equipped with sensors and effectors. 
Therefore, building a cyber-physical infrastructure 
controlling a robot is a huge challenge [61]. 
 
CPS in real-life such as building automation systems and 
unmanned automotive vehicles are controlled by network 
control systems, and the system dynamics emerged 

through the interactions between computing, 
communication, and physical dynamics [10], [25]. 
Monitoring and optimizing the physical dynamics of 
building automation systems are not similar in nature, and 
can be compared to that of unmanned automotive 
vehicles. Similarly, the variation in the requirements will 
be found in other systems, such as controlling and tracking 
mobile robot teams, smart power grids, smart gardens, 
national health care systems, etc. When designing a 
complex system, system failure has to be an important 
consideration during the design; a failure of the cyber 
system may not necessarily stop the operation or change 
the behavior of the networked elements, but will impact 
the performance of those elements when a potential or 
major failure occurs [62], [63]. Another issue is, CPS 
contain a huge number of wireless sensors, but due to the 
limited bandwidth and heavy interference in the wireless 
sensor networks, the efficient allocation of network 
resources is a major design concern [64]. The Wireless 
Sensor Network (WSN) adopted in the CPS are facing more 
stringent design challenges in comparison to the 
conventional WSNs, because the WSN in CPS must have 
good scalability, perform with low latency, and be energy 
efficient [65], [66]. For some of the systems, where 
environmental factors such as temperature, weather, and 
water conditions change frequently, it is difficult to 
estimate accurate data; CPS design of such physical 
domains thus presents itself to inherent issues [67]. 
 
Another major issue that has been noticed during this 
study is the delay in delivery of packets through the 
network. Cyber-Physical networks are designed to carry 
mainly delay-sensitive real-time information. Today’s 
internet does not guarantee bandwidth for real-time 
delivery; current internet architectures are working on the 
best effort basis. 
 

7. CYBERSECURITY OF IOT AND CYBER-PHYSICAL 
SYSTEMS 
 
Due to the innovative discovery of Cyber-Physical Systems 
and their diversification of human benefits, interconnected 
Internet of Things-based devices are increasing 
exponentially, which leads to privacy issues and security 
challenges being introduced [83]. IoT-based devices would 
become more pervasive than even mobile phones, and 
would have access to peoples sensitive personal 
credentials such as usernames, passwords, etc., which 
could be an easy cyberattack target of hackers; a variety of 
cyberattacks could be caused due to the vulnerabilities of 
smart IoT devices, which the hackers will consider the 
weakest link in order to break the sensitive and secure 
infrastructures [84]. 
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7.1 Cybersecurity Issues and System 
Vulnerabilities 
 
Security in the CPS spaces is getting another major 
concern. While managing CPS locally at a smaller scale, 
security may not be a major concern; when the system 
actuation is extended through to the internet, the system 
may exhibit security vulnerability. According to Borg [59], 
company executives and key researchers are moving into 
the crosshairs of the cyberhackers worse than ever before 
(this has never happened in the past), as hackers are 
increasingly targeting industrial equipment, particularly 
focusing on hardware, i.e. process control, including 
programmable logic controllers and local networks; this 
could hurt the affected company by resulting drop in the 
stock price due to possible failure of quality control. The 
cyberhackers could earn more money than from a credit 
card fraud, and could even advantage them further by 
taking position in the stock market [51]. With the Internet 
of Things in place, these security risks are increasing; 
systems will be more vulnerable when more physical 
infrastructures are connected to the internet. Figure 7 is 
showing such a vulnerability in CPS. 

 

 
Fig. 7. Cyber-Physical Systems (CPS) and the Internet of 

Things (IoT) with a Vulnerable Physical Device. 
 
The Chief Security Officr of PTC, a Massachusetts-based 
software firm, Corman, Josh, raised his concern about the 
vulnerability of IoT due to there being more physical 
systems and facilities connected to wireless networks, 
which will be difficult to tackle with the traditional IT 
security methods [58]. 
 

According to Corman in [58], the following are six burning 
issues due to vulnerabilities in the IoT and Cyber-Physical 
Communication networks: 

• Consequences of security failure would be more 
serious and no doubt would be very urgent, when 
digital cars or infusion pumps are attacked; this will 
result in destroying peoples lives. 
 

• The nationwide hacking system is an all-out cyber 
war; today’s adversaries are no longer hackers trying 
to make money, or cause mischief, but rather bring 
IoT security to face special challenges. 
 

• Some software vendors and chip makers recently 
offered 10-years and 7-years of support for IoT 
products, whereas others either limit their support to 
2 or 3 years, or don’t even provide any specified 
support contract yet, which could turn into 
vulnerability in security. 
 

• Economics is another issue, as in some cases, a 
connected product that generates small profits might 
require patches, updates, and security evaluations; 
those must cause added costs to the product and will 
impact the profit, or if the updates are not done, 
might cause security vulnerabilities. 
 

• Corman’s fifth reason is to do with the scary reality of 
the weak link being the vulnerability, when connected 
devices are built with firmware, software, and 
hardware by different companies; the company that 
creates telematics of a not updating the software 
could cause the entire car to be vulnerable. 
 

• The sixth reason is about connected devices in live 
environments unlike any IT system; for example, in 
smart homes, there is no software expert/manager to 
apply patches to connected fridges, which may turn 
into facing a vulnerability risk. 

 
Therefore, maintaining the above as well as securing big 
plants, networks, and establishments, cybersecurity is of 
paramount importance and addressing it is required for 
the success of IoT/CPS operations in the Cyber-
Communication space. 

7.2 Cyber-Attack System Modeling and Analysis 
 
Increasingly, control system networks are being 
connected to enterprise networks; the control system 
networks that possess critical control systems may be 
vulnerable to cyberattacks [68]. Some specific examples of 
CPS are smart grids, pervasive healthcare systems, 
unmanned air vehicles, etc.; in the modern world, these 
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are becoming integrated, and as the integration deepens, 
securing these systems becomes more important [69]. 
 
When systems are being developed and combined to form 
the CPS, the total risk of the whole system would definitely 
be much greater than those of the component systems 
[70]. In recent years, attacks on software are spreading to 
the embedded systems and the incidents like the Stuxnet 
attack, which are attacks in the automation systems, are 
possible because the computational and physical dynamics 
are these days being connected to the internet [71], [72]. 
 
There haven’t been many attacks yet on CPS, because most 
of the CPS models use their proprietary protocols, but in 
the future, more attacks can be expected in this area, 
because of the interaction between CPS and the internet 
[73]. The security would be more vulnerable with the 
interconnection to the public internet; this would have 
been a much bigger concern with the new internet 
concept, i.e. the Internet of Things or the Internet of 
Everything. IoT vulnerabilities are caused by there being 
more physical systems and facilities connected to Wireless 
Sensor Networks (WSN) [58]. CPS systems for national 
infrastructures, such as national power grids, smart 
energy systems, advanced metering infrastructures, etc. 
are becoming increasingly at risk, as the cyber security 
incidents have gained increasing credibility as viable risks 
to those huge infrastructures [74]. Now, these are being 
connected to the internet, and thus the risk of attack will 
increase [72]. 
 
As the CPSs are related to the physical systems, 
equipment, humans, national infrastructures, expensive 
establishments, and critical infrastructures, the damage 
would definitely be larger and may not be recoverable, 
therefore attacks on CPS should be taken very seriously 
[75]. The issues of security and safety are of greater 
importance for pervasive computing, although this is a 
great concern regardless [76]. Preschern et al [72], has 
built a security model one-out-of-two (1oo2) on the basis 
of the paper by Kai Hansen [77], which covers possible 
attacks and outcome and discussed the attack scenarios 
from an attacker’s point of view.  
 
This type of security measure may protect systems to 
some extent, but with the new internet concept, the risk of 
attacks will increase that may not be covered by this. Let 
us consider a CPS/IoT-based Wireless Sensor Network 
(WSN) under attack as shown in figure 8. In this figure, we 
can see two scenarios, (a) Scenario One (Star Network 
topology) and (b) Scenario Two (Closed Loop Ring 
network topology). In Scenario One, the target vulnerable 
device is behind three nodes from the attack point, where 
the attacker needs to travel two hops, and in Scenario 
Two, the target vulnerable device is behind four nodes 
from the attack point, where the attacker needs to travel 
three hops. Therefore, if the target vulnerable device is 

behind N nodes, the attacker needs to travel N − 1 hopes 
and the associated matrices of attack inputs would be in 
the form of an identity matrix. 
 

 
 

Fig. 8. CPS/IoT based Wireless Sensor Network (WSN) 
under Attack. 

 
While designing the security of a critical infrastructure, it 
is mandatory to consider possible attacks to the system. 
When stepping in to investigate the security of a system, 
the first 
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Most embedded systems or CPS systems are designed 
without security in mind, and these systems are normally 
protected by firewalls, which do not ensure the security 
for attacks from within the systems, therefore security has 
to be part of the design process of CPS in order to provide 
sufficient protection [82]. 
 

8. CONCLUSION AND FUTURE RESEARCH 
DIRECTIONS 
 
In this technical review, we have studied and analyzed 
currently available works, experiments, and research 
available for Cyber-Physical Systems (CPS); its’ current 
architectures, models, and possible cybersecurity issues 
are also analyzed and discussed in detail. Along with other 
wide uses, the Internet of Things (IoT) is the most 
revolutionary application of CPS. Therefore, CPS have 
become paramount and are at the centre of attraction for 
researchers, major network vendors, university and 
institutional researchers, as well as industries and 
business communities. For easy management and 
operation, CPS are categorized in three different classes: 
Integrated CPS, Distributed CPS, and Mobile CPS. A 
comprehensive review has been made and discussed 
about the communication architectures and modeling of 
all three categories. While reviewed, due to the 
heterogeneous and hybrid complex nature of the physical 
dynamics of different systems, it has been found that 
concrete common architecture and standards have not yet 
been developed. 

The architectural modeling in this technical review 
includes mathematical modling, in order to stabilize the 
systems against disturbances; by considering those 
disturbances as attack inputs. In addition, a cybersecurity 
attack model has also been analyzed and discussed as part 
of this technical review. To explore further, in the future, 
we can consider some use cases of CPS and IoT 
infrastructures to investigate their current model 
including cybersecurity vulnerabilities; this will help 
instigate and propose architectural improvements along 
with cyber-safe security measures. In these future 
researches, we might consider different classes of CPS 
architectures as has been categorized in this technical 
review; this might narrow down the research works to 
facilitate detailed investigation. 
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