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Abstract - Automatic Digital resource comprises of
voluminous amounts of data that are stored in digital
formats rather than hard/print form and are accessible
through different devices like computers, tablets, mobiles,
e-readers etc. The digital resources are a type of
information retrieval system which can be accessed locally
or remotely through different computer networks. The
growing availability of the digital resources on World Wide
Web and its easy accessibility has caused more concerns
about its security due to various types of internet threats
that can result in financial losses, loss of digital resources
and identity theft. This has resulted in the need to give
access to only authorized users to these digital resources. In
order to secure, digital resources efficiently and effectively,
there is a need of a user identity authentication system.
Biometrics is the promising area for research that can be
used for authentication of users on a network in order to
give access to digital resources.

Among the various biometrics techniques such as iris
recognition, signature, fingerprints, face recognition, hand
geometry etc., facial biometrics with the help of web cams
holds potential of being easy-to-use, fast, reliable, accurate,
and less expensive authentication method to access digital
resources. In this paper, an attempt has been made to give
an overview of different biometric techniques. It also
presents a framework of facial biometric authentication
method for accessing digital resources and its applications.
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1. INTRODUCTION

Main purpose of digital resources is to enable students,
academicians and researchers to easily explore vast
knowledge stored in digital format. A digital resource can
be defined as a networked online information space in
which users can locate and access information in the form
of books, journals, paper-based archives, videos, films etc.
A digital resource offers the services of online catalogs,
searching aids, indexing and abstracting services, digitized
collections and other e-holdings. nlt is a networked
learning environment that provides access to distance as
well as lifelong learning resources. With the advancement
of Information and Communication Technology (ICT),
many academic libraries are being converted in to digital
libraries by digitizing books, theses, papers, journals and
other works that are stored in traditional hard copy
format.

The growing availability and accessibility of the digital
resources through internet by different users of the web
has caused great concern about the security of digital
resources due to numerous coverage given to Internet
threats aimed at causing financial losses and identity theft
[1].Various concerns about digital resources as discussed
below [2]:

» The licensing/copyright issues and system
requirements to maintain security, registrations,
payments.

» The software, hardware, and data communication
that are necessary to provide access to digital
resources

» The cost and the process involved in migrating
data through changing technical regimes with
minimum loss of information

» The development of suitable support services for
digital resource users

» The costs involved in digital resources system
design or modification, metadata creation, and
conversion of traditional data resources into
digital resources.

2. BIOMETRICS

Biometrics is the method of automatically identifying a
person or authenticating the identity of a person based on
a physical or behavioral characteristic. Biometric-based
techniques have emerged as the most promising option for
identifying individuals in the recent years. Instead of
authenticating individuals by passwords, pins, smart
cards, tokens, keys etc. before giving them access to
physical and virtual domains, biometric method examines
physical and/or behavioral features of an individual in
order to ascertain, determine his identity. As PINs and
passwords are difficult to remember and these can be
guessed or stolen and (keys, cards, tokens, etc.) can be
duplicated, misplaced or forgotten also magnetic card scan
become despoiled and unreadable. However, an
individual’s biological traits cannot be misplaced,
forgotten, stolen or forged [3].

Biometric-based technologies comprises of identification
based on physical characteristics such as face, fingerprints,
finger geometry, hand geometry, hand veins, palm, iris,
retina, ear, voice and behavioral traits such as gait,
signature and keystroke dynamics [3]. These systems have
high accuracy in recognition.
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Almost all biometric technologies require the object to be
present in front of the system. As in case of finger print
biometric system, one has to put finger prints on device
while in other biometric systems, one has to stand in a
fixed position in front of a camera for iris or retina
identification [4]. However, facial recognition technique
does not need the object to actively participate in getting
scanned its facial features but it can be passively scanned
from a distance. Also mass scanning feature is available
only in Facial biometric system and not with any other
biometric system.

Biometric recognition identifies a person from the entire
registered population by searching the database for a
match based solely on the biometric. For example, we can
search a full database to authenticate whether an
individual is registered user of a digital resource or not.

Face recognition provides us a suitable way to recognize
and identify a person in a large database. With face
recognition, a captured image of a person can just help us
to recognize. In a face recognition system, cameras are
installed at a surveillance place, so the system can capture
all the objects in real time without being noticed. As a
result, face recognition system have received significant
attention [5].

3. TYPES OF BIOMETRICS
3.1 Fingerprints:

The pattern of friction ridges and valleys on an
individual’s fingertips are unique to that individual. For
decades, law enforcement agencies have been using
fingerprint technique for determining identity of
individuals by matching key points of ridge endings and
bifurcations. However, this method requires installation of
fingerprint recognition devices and active participation of
the user. Also this method is time consuming and lacks
mass scanning feature.

3.2 Speaker Recognition:

The acoustic features have been found to differ from
one individual to another and this property can be used in
Speaker recognition for identification purposes. The
acoustic patterns of an individual reflect both anatomy
(e.g., size and shape of the throat and mouth) and learned
behavioral patterns (e.g., voice pitch, speaking style).This
incorporation of learned patterns into the voice have
earned speaker recognition its classification as a
“behavioral biometric [6]. However, this method is not
flexible and cannot provide much needed security from
online threats and thus has information leakage chances.

3.3 Iris Recognition:

In this recognition method iris of the eye is
scanned. Iris is the colored area that surrounds the pupil.
Iris patterns are thought to be unique. Iris scanning
devices have been applied in personal authentication for
several years. Systems based on iris recognition have
noticeably decreased in price and this trend is expected to
continue [7]. However, iris recognition also needs active
participation of the users and needs participation of every
user and is thus both time consuming and lacks mass
scanning facility.

3.4 Hand and Finger Geometry:

The methods hand and finger geometry are well
established for personal authentication. To achieve
personal authentication, the system may measure either
physical characteristics of the fingers or the hands. These
characteristics include width, length, thickness and
surface area of the hand. Hand geometry has gained
acceptance in a range of applications. It is similar to
fingerprint biometrics, therefore, has almost same
limitations. Also its surveillance in case of larger data
resources is hard.

3.5 Signature Verification:

This technology uses the dynamic analysis of a
signature to authenticate a person. In this technology,
speed, angle and pressure used by the person are
measured when a signature is produced. This technology
has been used in e-business applications and other
applications where signature is an accepted method of
personal authentication. But this technology has much
larger participation of users and will take very large time
for identification of users when access requirement is
larger due to larger participation. Also this method needs
more robust equipment.

3.6 Face Recognition:

Face Recognition is an application to automatically
identify a person after comparing with a database of
images [8]. A probe image is taken with the help of a
camera from a still source or video frame, and after
accounting for various possible face appearance
variations, is compared with the database images for
identity. The identification can be done by capturing an
image of the face in the visible spectrum using a web
camera or by using the infrared patterns of facial heat
emission. The visible light systems, by using cameras,
extract features from the captured image(s) that do not
change over time while avoiding superficial features such
as hair and other facial expressions. After capturing a
facial image, its reduced dimensional feature dataset can
be obtained and then comparing these features with the
stored images in a database, the user can be identified
whether known or unknown.
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4. FACIAL BIOMETRIC AUTHENTICATION

Biometric-based authentication applications include
workstation and network access, single sign-on,
application logon, Biometric-based authentication

applications include workstation and network access,
single sign-on, application logon, data protection, remote
access to resources, transaction security, and Web
security. The security of e-government and e-commerce
can be attained through the utilization of strong personal
authentication procedures. Secure electronic banking,
investing and other financial transactions, retail sales, law
enforcement, and health and social services are already
benefiting from these technologies. Biometric technologies
are expected to play a key role in personal authentication
for large-scale enterprise network authentication
environments even for University libraries and other
public libraries [9].

5. FACIAL BIOMETRIC AUTHENTICATED DIGITAL
RESOURCE USAGE MODEL

In Face Recognition System a person’s face is used to
identify and verify the person. Every individual face differs
in various features based on large number of parameters.
These parameters can be extracted using a specific
algorithm and then matched with features stored in a
database. Based on these results, biometric authentication
of a user can be performed using a biometric face
recognition system. The modeled digital resource network
can also use the facility of face biometric authentication to
identify the user over the resource/library network [10].
The given facial biometric authenticated system works
through the following processes and performs these
intermediate steps:-

5.1 User Registration/Login:
5.2 Face Capturing:

5.3 Preprocessing:

5.4 Feature Extraction:

5.5 Matching/Comparison:
5.6 Classification/Result:

5.1 User Registration/Login:

The system Administrator can set the access rights to each
and every individual user. The access rights can be set or
modified by the Administrator for change of user or his
rights. Using Access rights functionality the following
operations can be performed:

5.2 Webcam Sensor:

The user has to get his face scanned with the help of a
webcam for further processing and feature extraction
operations. The webcam sensor is important component
unit in the resource network and can sense/capture the
face to get stored as template to be used for verification
and identification.
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5.3 Reprocessing:

In Preprocessing, only specific parameters/features of
facial image are taken into account and are stored
temporarily as a template in the database. A dedicated
circuitry carries out the face verification within the unit
itself. Each face registered with the unit is capable of
matching facial features internally.

5.4 Feature Extraction & Comparison:

After preprocessing takes place, a pattern-matching
algorithm is used to compare a newly retrieved face
against the previously stored templates. For this purpose,
areduced dimensional facial feature dataset is obtained by
applying the feasible algorithm. The dimension reduction
can be performed with various recognition techniques
such as Template/Feature based methods, Holistic Based
Methods or Neural Network Methods.

5.4.1 Holistic methods:

In holistic approach, the complete face region is taken into
account as input data into face catching system [11]. These
methods use the whole face region as the raw input to a
recognition system. One of the most widely used
representations of the face region is Eigen pictures [12],
which are based on principal component analysis [12].

5.4.2 Template/Feature Based:

Template based face recognition, where face template has
been extracted and used for face recognition [14].
Typically, in these methods, local features such as the eyes,
nose, and mouth are first extracted and their locations and
local statistics (geometric and/or appearance) are fed into
a structural classifier [14]. A template-based approach to
detecting the eyes and mouth in real images was
presented in [16].
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5.4.3 Neural networks:

Artificial neural networks are a popular tool in face
recognition [17]. They have been used in pattern
recognition and classification. One approach is to use
decision-based neural networks, which classifies pre-
processed and sub sampled face images [18]. Lawrence et
al used self-organizing map neural network and
convolutional networks [19]. Self-organization capacity
approach is proposed based on SOM which mapped image
samples in to a topological space in which input mapping
is same for original and output space [20]. So, it
encapsulates dimensional reduction as well unvarying to
minor changes in image sample. Victor emilNeagoe has
presented concurrent SOM for face recognition [21].
Concurrent SOM is assembling of small SOM in which each
SOM is developed individually for efficient and good result
for one class [22].

The features which are extracted by applying any above
facial recognition techniques are then matched with the
stored images in the database. If a match occurs, then the
user is provided access otherwise an error message is
displayed and the user needs first to register himself.

6. BENEFITS & APPLICATIONS OF DIGITAL RESOURCES

» Electronic information can be accessed easily than
its counterpart print or hard copy. The electronic
warehouse has all files stored with in compatible
manner and with flexible equipment.

» Electronic content can be sorted, retrieved and
transmitted in an easy and fast manner. Access
requests for a document can be met
simultaneously by easily creating multiple
instances or copies of the requested document. A
large number of users can easily meet their
requirements by using it.

» Digital texts can be interconnected and made
interactive. The information retrieval and
exchange by using information exchange
protocols and metadata options will help users to
enhance access and share information with other
digital libraries.

» We can visualize environments that allow skilled
professionals to:

» Give information to one another about potentially
valuable new tools and technologies;

» share results of different experimentations with
one another and assessment of such technologies;
and

» Raise shared experimentation and assessment
where applicable.

7. CONCLUSION

Biometric technology has come up with more accuracy at
reduced costs and is emerging as the groundwork for
many highly secure identification and personal
verification solutions. Today’s biometric solutions provide

a means to achieve fast, user-friendly authentication with
a high level of accuracy and cost savings. Many areas
benefit from biometric technologies like University
libraries and online digital resources by restricting the
unauthorized users.
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