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Abstract - Big Data means a huge volume of both structured
and unstructured data thatis so large it is difficult to process
using traditional database and distributed databases are
needed. In most enterprise the volume of data is huge or it
moves too fast or it exceeds current processing capacity.
Firms like Amazon, Google, LinkedIn, American Express and
Face book uses big data. It is a collection of massive and
complex data sets that include the huge quantities of data,
social media analytics, data management capabilities, real
time data etc. Big data analytics (systematic computational
analysis of data) is the use of tools and processes to derive
insights from large volumes of data. With the advent of the
digital age, the amount of data being generated, stored and
shared has risen exponentially. The huge amounts of data
originating from various digital sources the importance of
analytics has tremendously grown making the companies to
tap the unused data that was considered useless. Industries,
institutions, healthcare system, meteorological and
environmental organizations and many other organizations,
all of them use piles of data which are further used for
creating reports in order to ensure continuity regarding the
services that they have to offer. This article will be helpful to
understand the processes of big data and limitations.
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1. INTRODUCTION

The term Big Data is very common and used almost
everywhere in our daily life. The term Big Data refers to a
wide range oflarge volume of data sets almost impossible to
manage and process using traditional data management
tools due to their size and their complexity within a tolerable
time for its user. The processing applications of Big Data are
analysis, capture, search, storage, transfer, visualization,
querying and information privacy. Big Data can be seen in
the finance and business where enormous amount of stock
exchange, banking, online and onsite purchasing data flows
through computerized systems every day and are then
captured and stored for inventory monitoring, customer
behavior and market behavior. It can also be seen in the life
sciences where big sets of data such as genome sequencing
(figuring out the order of DNA nucleotides), clinical data and
patient data are analyzed and used to advance
breakthroughs in science in research.

From data warehouses, web pages and blogs to audio video
streams, all of these are sources of massive amounts of data.
The result of this is the generation of massive amounts of
data, which needs to be efficiently created, stored, shared
and analyzed to extract useful information. This data has
huge potential, ever increasing complexity, insecurity and

risks, and irrelevance. The benefits and limitations of
accessing this data are arguable in view of the fact that this
analysis may involve access and analysis of medical records,
social media interactions, financial data, governmentrecords
and genetic sequences. The requirement of an efficient and
effective analytics service, applications, programming tools
and frameworks has given birth to the concept of Big Data
processing and analytics. There is an immense need of
architectures, platforms, tools, techniques and algorithms to
handle Big Data. Big data analytics uses tools like Apache
Hadoop, SAS, R - Programming, Knime, OpenRefine, Skytree,
Talend and many other tools, which are more powerful than
previously used rows and columns techniques. Big data
analytics uses these tools to derive conclusions from both
organized and unorganized data to provide insights that
were previously beyond our reach. With the help of real time
Big Data processing, companies can use data to enhance
decision making. Big Data analytics can help companies use
data to influence not only future decisions but present
decisions as well. The data produced from several scientific
explorations and business transactions often require tools to
facilitate efficient data management, analysis, validation,
visualization, and dissemination while preserving the
intrinsic value of the data.

The Big Data consists of the three V’s. The first V is volume
which is the data must have large volume of data and it may
not only refer to terabytes or petabytes but also can be
measured by the number of files, records or transactions.
The second Vis variety where the data are in the many forms
of format and can be organized in structured, semi
structured or unstructured way. The last V is velocity refers
at which speed the data can be generated.

The properties of Big Data are Volume, Variety, Velocity,
Variability and Complexity are described below -

Volume - It is the amount of data produced by millions of
sources. There has been an exponential growth in the
volume of data day by day. Data includes text data, live
streaming data, videos, music, large image files and many
other types. Data is now stored in terms of Terabytes and
even Petabytes in different enterprises. With the growth of
the database, there is need to reevaluate the architecture and
applications built to handle the data.

Variety - Variety of data is worth looking into in more detail,
because it is important to note that there is structured and
unstructured data. Data comes in all types of formats from
traditional databases, text documents, videos, audios, emails,
transactions etc. Data sources are extremely heterogeneous.
The records comes in many layouts and of any type, it may
be structured or unstructured such as text, audio, videos, log

© 2018, IRJET |

Impact Factor value: 7.211

IS0 9001:2008 Certified Journal

| Page 1769



‘// International Research Journal of Engineering and Technology (IRJET)  e-ISSN: 2395-0056

JET Volume: 05 Issue: 10 | Oct 2018

www.irjet.net

p-ISSN: 2395-0072

files and more. The variations are boundless and the data
enters the network without having been quantified in any
way.

Velocity - This means how fast the data is being produced
and how fast the data needs to be processed to meet the
demands and the challenges which lie ahead in the path of
growth and development. The data comes at high speed. At
times, one minute is too long, so Big Data is time sensitive. In
some administrations data velocity is the central task. The
social media posts and credit card trades done in millisecond
create huge volume of data which gets stored in databases.

VELOCITY
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Near Time
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VOLUME VARIETY

Records
Transactions
Tables
Files

Structured
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Semi Structured

Fig - 1: Big Data 3 V's Model

We consider two other dimensions in Big Data -

Variability - In addition to the increasing velocities and
varieties of data, data flows can be highly inconsistent with
periodic peaks. Daily, seasonal and event triggered peak data
loads is challenging to manage. Even more so with the
unstructured data involved. This is a factor which can be a
problem for those who are analyzing the data. This refers to
the inconsistency which can be shown by the data at times,
thus hampering the process of being able to handle and
manage the data effectively.

Complexity - Data comes from multiple sources and itis still
an undertaking to link, match, cleanse and transform data
across systems. However, it is necessary to connect and
correlate relationships, hierarchies and multiple data
linkages or your data can quickly spiral out of control.
Complexity of the data also needs to be considered when the
data is coming from multiple sources. The data must be
linked, matched, cleansed and transformed into required
formats before actual processing.

However, to extract and analyze the relevant information in
large volume, varied and fast growing data is not an easy
task. Analytics can be intended as intricate procedures
running over large scale of data repositories as its main goal
is that of mining useful knowledge kept in such repositories.
Therefore, there are many analytical techniques are
introduced in respective to gain as much as information from

unmanageable large volume and varied data. Several of these
techniques are association rule learning, data mining, cluster
analysis, machine learning, text analytics and crowd
sourcing.

Machine learning techniques have been found very effective
and relevant to many real world applications in
bioinformatics, network security, healthcare, banking and
finance, and transportations. A major focus of machine
learning research is to automatically learn to recognize
complex patterns and make intelligent decisions based on
data. For example, the U.S. Department of Homeland Security
uses machine learning to identify patterns in cell phone and
email traffic, as well as credit card purchases and other
sources surrounding security threat. They use these patterns
to try to identify future threats so they can handle them
before they become large problems.

Big Data analytics refers to the process of collecting,
organizing and analyzing large sets of data i.e. Big Data, to
discover patterns and other useful information. With the
help of Big Data analytics, organizations use the large
amounts of data made available to them to identify patterns
and extract useful information. Big Data analysis not only
helps us to understand the information contained in the data
but also identify the information that is most important to
the organization and future decisions. The most important
goal of Big Data Analytics is to enable organizations to make
better decisions. Big data can be analyzed with the software
tools commonly used as part of advanced analytics
disciplines such as predictive analytics, data mining, text
analytics and statistical analysis.

2. APPLICATIONS OF BIG DATA
2.1 Big Data Contributions to Education

The availability of big data as learning modes has stimulated
the applications of big data technology in education.
Education is one of the first places that were exposed to the
idea of big data. After all, performance through school is in
large part based on the data that teachers keep on
throughout the school year. However, with the rise of Big
Data, the term given to the ability to gather huge amounts of
digital information and interact with it, schools may find
themselves in a position to implement a great deal of Big
Data motivated changes. Big Data in the education sector is
likely to offer numerous benefits to students and educational
institutions. It will revolutionize the way to manage
education, in significant ways. Big Data in the education
sector offers unprecedented opportunities for educators to
reach out and instruct students with new ideas. It will give
them a deeper understanding of student’s education
experience, and thereby help them evaluate the state of the
education system. The overall idea of implementing Big Data
within the educational system is to improve the student
results. Currently, the only measurement of the performance
of students is examination. However, during school life, each
student generates a unique data trail. Analyzing this data
trail in real time will help gain a better understanding of the
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individual behavior of students, and in creating an optimal
learning environment for the students. With Big Data in the
education sector, it is possible to monitor student actions,
such as how long they take to answer a question, which
sources they use for exam preparation, which questions they
skip, etc. As Big Data in the education sector would help
improve student results, dropout rates at schools and
colleges would also reduce. Educational sectors can use
predictive analytics on all the data that is collected to give
them insights on future student outcomes. In fact, Big Data
can also be used to monitor how students are performing in
the job market after graduating from college. This would also
help the future students in choosing the right college and
course.

2.2 Big Data Contributions to Healthcare

The application of big data analytics in healthcare has a lot of
positive and also life saving outcomes. Big data refers to the
large volume of information created by the digitization of
everything that gets consolidated and analyzed by specific
technologies. Applied to healthcare, it will use specific health
data of a population (or of a particular individual) and
potentially help to prevent epidemics, cure disease, cut down
costs and other facilities.

The most challenging parts for big data in healthcare are
data privacy, data leakage, data security, efficient handling of
large volumes of medical data, information confidentiality
and security, wrong use of health data or failure to safeguard
the healthcare information, and understanding unstructured
clinical notes in the right context, extracting potentially
useful information. Big data has a great prospective to
progress healthcare management and transform healthcare
industry to a high level.

Technology in recent years has made it possible not only to
get data from the healthcare environment but also
information from society itself (sensors, monitoring, Internet
of Things (IoT) devices, social networks). The healthcare
would benefit directly through the acquisition and analysis
of the information generated in any kind of social
environment such as social networks, forums, chats, social
sensors, Internet of Things (IoT) devices, surveillance
systems, virtual worlds, to name a few. These environments
provide an incredible and rich amount of information that
could be analyzed and applied to the benefit of public health.
Combining information from informal (e.g. web based
searches like Google) and syndrome surveillance and
diagnostic data, for example, the next generation sequencing,
can provide much earlier detection of disease outbreaks and
detailed information for understanding links and
transmission.

Now a day’s people live longer, treatment models have
changed and many of these changes are namely driven by
data. Doctors want to understand as much as they can about
a patient and as early in their life as possible, to pick up
warning signs of serious illness as they arise and treating
any disease at an early stage is far simpler and less

expensive. With healthcare data analytics, prevention is
better than cure and managing to draw a comprehensive
picture of a patient will let insurance companies provide a
good package.

Indeed, for years gathering huge amounts of data for medical
use has been costly and time consuming. With today’s
improved technologies, it becomes easier not only to collect
such data but also to convert it into relevant critical insights,
which can then be used to provide better healthcare. This is
the purpose of healthcare data analytics, using data driven
findings to predict and solve a problem before it is too late,
and also assess methods and treatments faster, keep better
track of inventory, involve patients more in their own health
and empower them with the tools to do so.

2.3 Big Data Contributions to Industry

In industry, Big Data enables us to better assess risks.
Insurance companies are able to build more accurate profiles
of their customers, and based on their whole database, they
have a better idea of how probable it is for a customer to
make an accident. Understanding the customer’s behavior
and provide them better services. In fact, by analyzing the
data, they are having a deeper understanding of the
customers and can therefore become more efficient in
offering products and services that meet the client’s needs.
Big Data is used to increase productivity and to enhance
supply chain management. Manufacturing companies use
these analytical tools to ensure that are allocating the
resources of production in an optimum manner which yields
the maximum benefit.

Big data application comes from financial trading. High
Frequency Trading (HFT) is an area where Big Data finds a
lot of use today. Here, Big Data algorithms are used to make
trading decisions. The majority of equity trading now takes
place via data algorithms that increasingly take into account
signals from social media networks and news websites to
create buy and sell decisions in split seconds.

Computers are programmed with complex algorithms that
scan markets for a set of customizable conditions and search
for trading opportunities. The programs can be designed to
work with no human interaction or with human interaction,
depending on the needs and desires of the client. The most
sophisticated of these programs are now also designed to
change as markets change, rather than being hardcoded.

2.4 Big Data Contributions to Banking and Fraud
detection

Big Data enables banks to get a better overview regarding
their client’s transactions and general behavior. This implies
having Big Data insights about their spending habits and
therefore we can have stronger customer segmentation.
Banks now have access billions of customers’ needs, and
they can now use Big Data to cater to them in a more
meaningful way. Cloud based analytics packages can syncin
real time with your big data systems, creating actionable
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insight dynamically. Big Data will expand the banking
industry in a way that will allow them to earn more revenue
through cost reduction. And by cutting down on unnecessary
costs, the banking industry can provide customers with
exactly what they're looking for, instead of irrelevant
information. Of course by building a stronger profile, they
can tailor products and services to the needs of the client,
adding value. Fraud detection has always been an important
activity for banks. With Big Data, the process time of fraud
detection is reduced and made much more efficient. But not
only does Big Data come in handy in fraud detection, butalso
in risk management. Indeed, they can detect quite early
risks, which will help prevent losses due to bad loans or
failed investments. For monitoring financial markets through
network activity monitors and natural language processors
to reduce fraudulent transactions. Big data techniques are
used to detect and prevent cyber attacks. Banking as a data
intensive subject has been progressing continuously under
the promoting influences of the era of Big Data. Exploring the
advanced Big Data analytic tools like Data Mining (DM)
techniques is the key for the banking sector, which aims to
reveal valuable information from the overwhelming volume
of data and achieve better strategic management and
customer satisfaction.

There are various types of fraud, which are numerous and
diverse as financial institutions and technology products.
Several types of fraud are ATM and internet, transaction
products credit and debit cards and checks.

3. BIGDATA CHALLENGES

Big Data is a broad term for large and complex datasets
where traditional data processing applications are
inadequate. The integration of this huge data sets is quite
complex. There are several challenges during this integration
such as analysis, capture, sharing, search, visualization,
information privacy and storage. The core elements of the
Big Data platform are to handle the data in new ways as
compared to the traditional relational database.
Heterogeneity, scale, timeliness, complexity, and privacy
problems with Big Data impede progress at all phases of the
pipeline that can create value from data. The problems start
right away during data acquirement, when the data tsunami
requires us to make decisions, currently in an ad hoc
manner, about what data to maintain and what to reject, and
how to store what we keep unfailingly with the right
metadata. A great deal data today is not natively in
structured format, for example, tweets and blogs are weakly
ordered pieces of text, while images and video are structured
for storage and display. Transforming content into a
structured format for later analysis is a main test. The value
of data explodes when it can be associated with other data.
Thus data integration is a major creator of value. The
majority data is directly generated in digital format today,
the opportunity and the challenge both to influence the
creation to facilitate later linkage and to automatically link
before created data. Data analysis, organization, recovery,
and modeling are other foundational challenges. Data
analysis is a clear bottleneck in a lot of applications, both due

to be small of scalability of the original algorithms and due to
the complexity of the data that needs to be analyzed.

The Big Data challenges are -
3.1 Volume of data

The most obvious challenge associated with big data is
simply storing and analyzing huge volume of information. In
its digital report, IDC (International Data Corporation)
estimates that the amount of information stored in the
world's IT systems is doubling about every two years. By
next 5 years, the total amount will be enough to fill a stack of
tablets that reaches from the earth to the moon 10 times.
And enterprises have responsibility or liability for about 80
percent of that information. The volume of data, especially
machine generated data, is exploding, how fast that data is
growing every year, with new sources of data that are
emerging.

3.2 Talent gap

There’s already a shortage of data scientists in the market.
This includes a shortage of people who know how to labor
well with large volumes of data and big data sets. Companies
need the right merge of people to help make sense of the
data streams that are coming into their organizations. This
includes skills for applying prophetic analytics to Big Data.
The new tools evolved in this sector can range from
traditional relational database tools with some alternative
data layouts designed to maximize access speed while
reducing the storage footprints, NoSQL data management
frameworks, in-memory analytics, and as well as the broad
Hadoop ecosystem. The reality is that there is a lack of skills
available in the market for big data technologies. The typical
expert has also gained experience through tool
implementation and its use as a programming model, apart
from the big data management aspects.

3.3 Scalability

With big data, it’s crucial to be able to scale up and down on-
demand. Many organizations fail to take into account how
quickly a big data project can grow and evolve. Constantly
pausing a project to add additional resources cuts into time
for data analysis. Big data workloads also tend to be huge,
making it difficult to predict where resources should be
allocated. The extent of this big data challenge varies by
solution. A solution in the cloud will scale much easier and
faster than an on-premises solution.

3.4 Securing big data

Security is also a big concern for organizations with big data
stores. After all, some big data stores can be attractive
targets for hackers or Advanced Persistent Threats (APTs).
However, most organizations seem to believe that their
existing data security methods are sufficient for their Big
Data needs as well. In the IDG (International Data Group)
survey, less than half of those surveyed (39 percent) said
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that they were using additional security measure for their
Big Data repositories or analyses. Among those who do use
additional measures, the most popular include identity and
access control (59 percent), data encryption (52 percent)
and data segregation (42 percent). Big Data adoption
projects put security off till later stages. Big Data
technologies do evolve, but their security features are still
neglected, since it’s hoped that security will be granted on
the application level.

CONCLUSIONS

Big Data is changing the way we perceive our world. The
impact big data has created and will continue to create can
ripple through all facets of our life. We are living in the era of
data deluge. The term Big Data had been coined to describe
this age. This paper defines and characterizes the concept of
Big Data. It gives a definition of this new concept and its
characteristics. Here we have discussed the challenges of Big
data (volume, variety, velocity, value, veracity) and various
advantages and a disadvantage of these technologies. The
main goal of this paper was to give a clear idea of Big Data
handling techniques those handle a massive amount of data
from different sources and improves overall performance of
systems. The availability of Big Data, low cost commodity
hardware, and new information management and analytic
software has produced a unique moment in the history of
data analysis. The convergence of these trends means that
we have the capabilities required to analyze astonishing data
sets quickly and cost-effectively. The data would be
generated through a wide array of sensors that are
continuously incorporating in our lives. A smart home today
consists of an all encompassing architecture of devices that
can interact with each other via the vast internet network.
Bulbs that dim automatically aided by ambient light sensors
and cars that can glide through heavy traffic using proximity
sensors are examples of sensor technology advancements
that we have seen over the years. Big Data is also changing
things in the business world. Companies are using big data
analysis to target marketing at very specific demographics.
Scientific experiments and simulations can easily produce
petabytes (250 bytes) of data today. Building a viable
solution for large and complex data is a challenge that
companies in this field are continuously learning and
implementing new ways to handle it. One of the biggest
problems regarding Big Data is the infrastructure’s high
costs. Hardware equipment is very expensive for most of the
companies, even if cloud solutions are available. Each Big
data system requires massive processing power and stable
and complex network configurations that are made by
specialists. Besides hardware infrastructure, software
solutions tend to have high costs if the beneficiary doesn’t
opt for open source software. Even if they chose open source,
to configure there is still needed specialists with the
required skills to do that. The downside of open source is
that maintenance and support is not provided as is the case
of paid software. So, all that is necessary to maintain a Big
Data solution working correctly needs, in most cases, an
outside maintenance team. A computer program can only do
what is programmed to do, it cannot see grey areas and

cannot learn or adapt to new types of information unless is
programmed to handle it. Therefore, human capabilities are
used to sort data with a set of tools which speed up the
process. There is immense scope in Big Data and a huge
scope for research and development.
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