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Abstract— In this paper, the authors have proposed a triple 
layer encryption technique for Short Message Service (SMS), 
which is secure, fast, and data is encrypted strongly. SMS is a 
very popular way for mobile phone and portable device users 
to send and receive simple text messages. Unfortunately, SMS 
does not offer a secure environment for confidential data 
during transmission. The proposed more secured and 
advanced SMS encryption technique on android application 
has some stages. In first stage, SMS or any image is converted 
to byte and then it is converted to hexadecimal number and 
some bit manipulation is done. In the second step, a mapping 
table is used to convert each hex digit to alphabet using a 
predefined conversion table and then hill cipher is applied.  
Finally, AES encryption is used to ensure the algorithm is 
secure and non-vulnerable. The proposed algorithm primarily 
designed for android SMS transaction can be used for image or 
message containing any alphanumeric or special characters. 
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1. Introduction: 
 
In present day scenario, data security is the major issue for 
sending data from one end to another. There are lots of 
method to use the data to make it more secure but still all 
these are vulnerable. For this reason, it is very essential that 
the data cannot be intercepted or misused by any means. For 
example, we can assume a situation where an investigation 
agency is sending some important data to another agency, 
then they should need to make the data more secure that no 
one else can be able to break the encrypted data in the open 
network or we can also assume a situation where a military 
person wants to send some important message to another 
higher authority. In this situation if any intruder attacks it 
then it can be highly devastating and can cause much more 
destruction. Different encryption methods are used by 
different organization and different government institutes. 
 
The basic cryptography is classified into two types: 
 

1. Symmetric key 
2. Asymmetric key 

 
Symmetric key cryptography uses only one key for 
encryption as well as decryption purpose. It is easy to deal 
with symmetric key system as there we need only a single 
key but here too many keys will be required for decryption 
which is a tough job. On the other hand, public key crypto 
system is also very popular and secure where for encryption 
it needs the receiver’s public key which is known to all and 

for decryption it needs the receiver’s private key which is 
kept secured. 
 
In our proposed method, we combined two different 
algorithm in an advanced way and it is more secured and 
robust since we used advanced hill cipher technique, as we 
know hill cipher is a polygraphed substitution based on 
linear algebra where letter is represented by number mod 
26. For encryption of message, each block of n letter is 
multiplied by an invertible n*n key matrix and then mod 26 
is applied. To decrypt the message, each block is multiplied 
by the inverse of the key matrix. Another technique we used 
in our algorithm is AES method. AES is advance encryption 
standard for the encryption of electronic data. It is based on 
substitution and permutation method where it combines 
both substitution and permutation and the message is 
divided into fixed block of 128 bit and key size is of 128,192 
or 256 bit. In our method, both data and image can be 
encrypted using bit manipulation in a more robust way. 

 
2. Related work 
 
The different encryption modules which made up the    
Image Encryption System cryptographic methods are as 
follows: 

 
Modified Bits Rotation and Reversal Technique: In this 
technique, a password is supplied along with an input image. 
Equivalent eight bit binary number is obtained by converting 
the value of each pixel of input image. Then the ASCII Value 
of each byte of the password is added and a number is 
generated from the password which is used for the Bits 
Rotation and Reversal technique. Finally, this generated 
number is modular operated by 7 to generate the effective 
number (NR), according to which the bits will be rotated and 
reversed. Since, the value of each pixel denotes its color; 
change that takes place in the value of each pixel of input 
image due to modified Bits Rotation & Reversal produces the 
encrypted image. 

 
Extended Hill Cipher Technique: An involutory matrix is 
generated using the algorithm presented in [3]. The 
algorithm is a involutory matrix of dimensions m x m built 
using the password supplied as input. Index value of each 
row of input image is converted into x-bit binary number, 
where x is    number of bits present in binary equivalent of 
index value of last row of input image. The resultant x-bit 
binary number is rearranged in reverse order. This 
reversed-x-bit binary number is converted into its 
equivalent decimal number. Therefore value of index value 
of each row changes and hence position of all rows of input 
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image changes. i.e., Positions of all the rows of input image 
are rearranged in Bits-Reversed-Order. Similarly, positions 
of all columns of input image are also rearranged in Bits-
Reversed-Order.               Final encrypted image is obtained by 
applying Hill Cipher technique on the Positional Manipulated 
image generated from Step 2.  
 
3. General Approach of Triple Layered Encryption 

 
The Triple Layered Encryption is a process to encrypt the 

data multiple times using the same algorithm or different 
algorithms. This technique is widely used due to its feature of 
enhanced security for data communication over the 
vulnerable wireless network as the Internet. The concept of 
multiple encryptions can be described as a technique to 
provide multilayer and multi-level security over unreliable 
wireless network. This technique can be understood through 
a real life example, where we are keeping our precious item 
within a box and this box is kept in another box and finally we 
kept in a locker and lock it with a key. Here, we are protecting 
our precious item through multilayer and multilevel security. 
If anyone wants to achieve this precious item he/she has to 
cross all boundaries. First, he has to unlock the locker with 
the key, and then he has to open the box to get the inner one. 
In the same manner, lots of time and efforts are required to 
achieve the original message if it is encrypted by multiple 
encryptions. 

 

3.1. Working Criteria of Multiple Encryption 
    
In modern cryptography, by encrypting the data and 
information thrice, with different algorithms, we would 
anticipate the resultant encryption to be stronger in all but 
some special conditions with better level of security.  

 
The encryption operation of triple layered encryption can 

be described as: 
 

Cipher text = {(Encrypt_with AES (Encrypt_with HILL Cipher 
(Bit Manipulation)))} 

 
Plain text = {(Decrypt_with AES (Decrypt_with HILL 

Cipher (Bit Manipulation)))} 

 
3.2.  Proposed algorithm 
 
Algorithm-1: User interface for sending and receiving SMS 

 

3.3. Algorithm-2: internal structure of triple 
layered security on android based SMS transaction. 
 

 

 
 

Fig : Process Flowchart 

              Encryption                  Decryption 
      1. Take plain text/image 
as SMS. 
      2. Calculate the length of 
SMS ->L 
      3. If L>Max. length of SMS 
      4. Divide SMS  
      5. Take each part of the 
message and convert       into 
binary digits.  
      6. Apply bit manipulation 
i.e. bit rotation and shifting 
technique. 
       7. Convert the digits into 
hexadecimal. 
       8. Convert the 
hexadecimal using 
substitution table. 
      9.  Apply hill cipher. 
      10. Finally apply AES. 
      11. Enter16 bit secret 
key. 
      11. Send the cipher text  

1. Receive the cipher 
text. 

2. Enter the 16 digit 
key 

3. If(key=true) 
         4. Decrypt the 
message with AES 
         5. Decrypt the 
message using hill cipher 
         6. Convert the 
alphabet into hexadecimal 
using substitution table. 

   7.Convert it into 
binary digits 
   8.Apply bit 
manipulation i.e. bit 
rotation and shifting 
technique 

         9.Finally receive the 
plain text 
         10.Else  
         11.Re-enter the key.  

                         Encryption          Decryption 
1) Write SMS 
2) Provide the SMS 

recipient 
number 

3) Give the 16 bit 
secret number 

4) Encrypt the 
message AES 

5) Send the SMS 

 1)  Get SMS. 
     2) Authenticate using                       

  16 bit secret key. 
     3) If(key=true) 
     4) Decrypt the message 
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The flowchart shows when a sender wants to send the SMS 
using triple layered security application, he/she needs to 
provide a 16 bit symmetric code and receiver’s number; the 
SMS is then sent in encrypted format. Also the SMS is stored 
in encrypted form at both the sender and receiver ends. 
When the receiver first receives the SMS, he/she needs to 
authenticate himself/herself using 16 bit secret code, then 
only he/she can decrypt the SMS. 
 

 
 

(a) 
 

 
 

(b) 
 

 
 

(c) 

 
 

(d)  
 

Fig: screenshots of Triple layered Security; (a) sending the 
encrypted SMS ; (b) ) Receiving the encrypted SMS (c) 
Decryption of the SMS using by authenticating 16 bit key; (d) 
Display of messages in encrypted form. 
 
The screen shots shown above are taken from the 
application. The length of the SMS should be less than 32 
bits. As the encrypted SMS generated is of 140 bit, so 
message greater than 140 bit cannot be send at once. 
 

4. Conclusions and Future Research Directions: 
 
In this paper, we are proposing unique idea which is suitable 
for the IT environment from the customer point of view. Due 
to flexibility, application provides quality of service 
“Anytime”, “Anywhere”, “And Anyplace”. This application is 
made to improve data security by encrypting the text, by 
merging encryption methods such as bit manipulation, Hill 
Cipher and AES Cipher has further strengthened data 
security. 
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