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Abstract - In this digital era ,leakage of sensitive data is
one of the most severe issue that the organization face. It is not
only for organizations , the consequences are also faced by
personal lives. Personal information is accessed through social
networking sites or smart phones and it is indirectly
transferred to unauthenticated persons for their personal
gains. But we cannot identify the leaker in a provable manner.
Now we introduce a frame work LIME, it has two
characteristics :owner and consumer. And an important third
party auditor to identify the leaker. The frame work provide
some features to secure the data transfer such as novel
accountable data transfer protocol, robust watermarking, and
signature primitives. Cross -site scripting(XSS) attack and its
prevention through three way handshaking protocol.
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1.INTRODUCTION

Sensitive data leakage is the present issue faced by the
organization in this digital era. It is happened by malicious
external entities or employees for their personal gains. But
we cannot caught the leaker in a provable manner and
identification of the leaker is not an accurate always. The
data leakage not only faced by organizations but also
personal lives. The personal information revealed to a third
party is a serious issue. So we use a novel frame work LIME
for secure data transfer. There will two characteristics for
data transfer :owner and consumer. Here we use signature
primitives such as symmetric key for data encryption and
decryption. Cox algorithm for robust watermarking and
HTTPA (Accountable Hyper Text Transfer Protocol),
requires the data producer and the data consumer to come
to an agreement before the data transfer. These features
provides the transfer of data secure and identify the leaker
in provable manner if it occur. In our system identify the
leaker when XSS(Cross Site Scripting) attack occur and
prevent from the lineage of data. To prevent data lineage in
XSS attack use Three way hand shaking protocol.

2.EXISTING SYSTEM

In the existing system leakage of information through
malicious external entities or malicious authorized user is a
serious problem for person as well as organizations. The
organization did notreveal if their confidential data isleaked

because the fear of loss of customer confidence. The
confidential digital data can be copied and spread through
internet within short time by malicious authorized user. So
primitives like encryption offers data protection only it to be
decrypted. But we can’t identify the leaker in a provable
manner. In LIME the auditor is communicated to the owner
and the consumer. So he can identify when data is accessed in
unauthorized way. Some scenarios make questionable
situation to prove the guilty party which make data leakage.
The scenarios like:

Outsourcing : Companies transferring portions of work to
outside suppliers rather than completing it internally, so it
costleakage of sensitive data. But cannot identify the person
which cause data leakage

Online Social Networking Site : Like facebook which leak
private information of the user to other users or companies.
There are different methods to access the sensitive data but
we cannot prevent from it and find the malicious user in a
provable way.
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Fig -1: Outsourcing & Social networking site scenarios
for data leakage

Another method is forensic technique. It is used to
identify the leaker in a provable manner butit’s not accurate
always and it is costly.
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3. PROPOSED SYSTEM

In our system introduce Cox algorithm for watermarking,
HTTPA( Accountable Hyper Text Transfer Protocol) secure
data transfer and signature primitives for data encryption
and decryption and Three way handshaking protocol for
secure data receiving when XSS attack occur. Auditor is
communicating with involved parties in the communication
( owner and consumer). So he get a notification when
malicious practice is occur. And he can block the malicious
user from post actions.
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Fig -2: LIME framework
3.1.TDES And Signature Primitives

In our proposed work use Triple DES algorithm for data
encryption,, officially the Triple Data Encryption Algorithm
(TDEA), is a symmetric-key block cipher, which applies the
Data Encryption Standard (DES) cipher algorithm three times
to each data block .The original DES cipher's key size of 56
bits was generally sufficient when that algorithm was
designed, it work effectively against brute-force attacks.
Signature primitives like encryption and decryption use
symmetric key .The key will allow only to the registered user
when he request.

3.2.COX Watermarking algorithm

Cox algorithm is used for robust watermarking. It is the
process of embedding data into a multimedia element such as
animage, audio or video file. This embedded data can later be
extracted from, or detected in, the multimedia for security
purposes. A watermarking algorithm consists of the
watermark structure, an embedding algorithm, and an
extraction, or detection, algorithm. Watermarks can be
embedded in the pixel domain or a transform domain. In
multimedia applications, embedded watermarks should be

invisible, robust, and have a high capacity. In cox method
embedding of Gaussian noise to watermark images. To
provide robustness ,watermark provide the most significant
part of the picture ,so we cannot remove the watermark
without destroying the underlying picture.. We use a factor as
a parameter to determine the influence of Gaussian noise on
original image.

3.3.Accountable Data Transfer Protocol

The protocol, HTTPA (Accountable Hyper Text Transfer
Protocol), requires the data producer and the data
consumer to come to an agreement before the data transfer,
enabling both parties will be held accountable for the
agreement they had entered into. The data consumer will
express the intentions of data access and usage, whereas the
data producer will express the usage restrictions on the data.
This data transfer is facilitated by a trusted third party
“Provenance Controller” in an “intentions and usage
restrictions handshake”.

3.4.Micro benchmarking

The sender splits a watermarked document into n parts and
creates two different versions of each part by embedding
another watermark. The recipient receives one of two
versions of each and joins the individual parts.

3.5.Broadcasting

Identification of the recipient by their received files using
encryption and decryption process .

Finger casting: Recipient automatically embed a watermark
in files during decryption process. It is an anti-watermarking
process user to get the original data.

3.6.XSS Attack

Cross-site Scripting (XSS) refers to client-side code injection
attack wherein an attacker can inject malicious client side
scripts (also commonly referred to as a malicious payload)
into a legitimate website or web application. Cross-site
scripting attack is a SQL code injection attack. It is a
computer security vulnerability, The attacker gains access to
sensitive page content, session cookies and other
information by the browser behalf of the user. To overcome
the data lineage through this attack we use three way
handshaking protocol.
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Fig -3:cross site scripting attack
3.7.Threeway hand shaking
This method is used in TCP/IP network to establish a secure
connection between the client and server. It needs three step
verification. SYN & ACK packets are transferred between the

client and server before actual data is exchanged.
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Fig -4:three way handshaking

4. CONCLUSIONS

LIME 1is a model for accountable data transfer across
multiple entities. The secure data transmission using HTTPA,
robust watermarking and signature primitives. LIME does
not provide exact guaranty against data leakage but identify
the leaker in a provable manner. But in our system identify
the authorized user when he access the data in unauthorized
way and prevent data leak through threeway hand shaking
protocol.
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